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Notice

The material and instructions coverad in this manual have been carefully checked for
accuracy and are presumed to be rellable. However, Radionics, Inc. assumes no
responsiblity for Inaccuracies and reserves the right to modify and revise this manual
without notice. s -

It is our goal at Radionics, Inc. to always supply accurate and reliable documentation. If

a discrepancy s found In this documentation, please mail a photocopy of the corrected
materal ta:

Radionics, Inc.

oo Technical Writing Dept.

1800 Abbott Street

Salinas, CA 930501

FCC Notice

This equipment generates and uses radio frequency energy. If not installed and used in
accordance with the manufaciurer's instructions, it may cause interference 1o radio and
television reception. It has been tested and found to comply with the limits of resiricted
radiation devices which are used as field disturbance sensors pursuant to Subpan F of
part 15 of FCC rules, which are designed to provide reasonable protection against radio
communication interference. The operator of a field disturbance sensor, who |s advised
that his sensor is causing interference fo an authorized radio service shall promptly stop
operating the sensor, and operation shall not be resumed until the condition causing the
harmiul iMerference has been eliminated. The user, al his expense, will be required 1o
take whatever measures may be required to correct the inlerfeérence.

If necessary, the installer should consult an exparenced radioftelevision technician for
additional suggestions, or send lor the *Interlerence Handbook™ prepared by the Federal
Communications Commission.This booklet is available from the U.S. Governmant
Printing Office, Washinglen D.C. 20402, stock # 004-000-00450-7.

FCG Registration Number: |DHM32Y6K2000

Listing

UL 284—Accass Control System Units
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The Resoveey System is based on the successiul non-contact technology that_has
 dlready established Reaovwey in access control.

Personnel, access points and alarm points can be monitored from remete sites at one
central site. All administration and reporting takes place on a Master PC, (a standard IBM
PC/AT or PS/2 or compatible computer) situated al a central locatien.

The centralized equipment consists of the Master PC and prinler, a Reaovey KB000 or
KE000-MS Central Network Controller (which handlas all system communications}, and
a separate power supply unit (included with the KB000 and K&000-MS). i there aré
multiple sites (KE000-MS), modem equipmant and communications knas will also need
to be installed.

Deor control is performed by at least one Reaoykey K2000-N Door Controller (D/C), each
one capable of controlling up to four access points. In single she applications, a single

B wirg cable links up to 32 K2000-M Door Controllers 1o the Central Metwork Condroller
(hareatter relerred 1o as CHC) for a total of 128 access points.

Door controllers on remote sites are linked back to the CMNC using standard RS5232
communications via either leased ling or dial-up modems. Up to three separate R5232
links are avallable on the CNC. All communication oplions are programmabie via the PC,
and include up to two daily automatic dial-up times for dial-up linked sites.

KE00OKE000-MS User's Guide
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CHC

e——r—

Phone Modem
Line

Communications and control are carried out by the CNC without any intervention
irom the PC computer, Both datbase updates and event reports are performed
automatically ence the system is installed. Additional serial ports may be added to
the Masier PC. These are used lo connect lo additional PCs (optional), used lor
menitering the system.

Systern updales and reporling are achieved quickly and eHiciently using a simple
menu-driven operaling syslem and full-screen database operalor.

KE00O/KB000-MS Users Guide
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Enterthe Editor by presenting an editor key to the reader al the front right side of the CNC.
It the key s valid, the display will prompt for a password. Enter the password [maximum
' of & characters) then press RETURM or ENTER. If you make a mistake, the PC willbeep.
It this happens, press ESC and repeat the above sequence. There is a built in delay of
five seconds between repetitive reads of the sama key. Do not hold your key up to the
CNC reader for longer than a few seconds.

Once successiully logged Into the Editor, you will be presented with the Main meny
displaying ten options. If the keyboard is not used for a few minutes, the Editor will exil.
back 1o the normal menitoring mode (except while in the Installation Configuration
Menus).

Remember that not all options may be avallable to all editor keys (see Sysfem Editor
Data). if an editor key has been resiricted lo accept alarms only, il will not be able fo gain
eniry 1o the Editor,

On the K&000-R, some menu oplions are displayed in Bght type because they are nat
available. If the remote or master is ediling a specific screan, the other users will nol be
able 1o edit that screen even though they can view it.

~
rhd.'l.m.tn- Inc. Eeadykey Ke000-HS: ‘Rew 1.1 v2.39 08:25:30 3SR
BPC LIMES: CHCL
CHC1 STHATUS:
Time Site Door / Zone o Hama / Editor Tranzaction
DB:3E CENT Magter editor Editer On
OE:4% CENT Master editor Editor Off
OE:51 CENT Mastar editor Editor On
OB:54 CENT Haster sditor Editor Off
09:14 CENT HMastar editer Editor On
0%:24 CENT Haster editor Editor OfF
09:26 CENT Haster editor Editor On
Q9:26 CENT Haster editor Editor OfF
g9:28 CENT Master editer Editar On
09:26 CENT Master aditor Editor Qff
A

When the Editor program is operating, the user has the choice of two diffarent monitoring
displays — the Transaction Monitoring display and the Doors and Alarm Status display.

KEDDOKBE000-MS User's Guide
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Unless an Editor Key is used 1o gain access to the menus, these arathia only two displays
availabla, . a : £F T v B

PC Links Followed by CHC1, CHNCZ2; Reml, Rem2, Rem3, Remd OrAUX;
indicating the status of tha CNC or olher device with the PC., - -
_CNC1 Status Indicates the number of door controllers assigned lo each site and
the number that are communicaling and on-line (e.g., Site:

1-14/14).
Time Thitime the event occurradintha door controller. Alarms that ocour

while the PC is oFF-LINE from the CNC can be manually ac-
knowledged at the CNC. When the PC s brought back 0N-LINE,
these alarms are reporied with the time of occurrence to the PC.
Sensor restorals are similarly reporied. Acceplance must also be
carried out at the PC.

Transactions can be routed by type and time to the screen (and
highlighted) andior printer. Those that are marked for a perscnnel
trace are shown in a different color and are printed.

The PCis oF F-LINE wilhthe CNC whenin the Configuration manu.

Transaction A list of transactions, and their explanations can be found under
Transaction Types.

Alarms from the Alarm Modules requiring acknowledgement appear at the bottom of the
editor screens. To acknowledge the alarms, return to the Transaction Monitoring display.
Only the first alarm is displayed at the bottom of the screen. Alarms are handled in the
order in which they are received al the PC. :

Note: Events only print while inthe Transaction Monitoring Display. No events print while
in the Door and Alarm Status Display or while in the Editor.

Update :

A display aleng the bottom of the Transaction Monitoring Display and Door and Alarm
Status Display will indicate the progress of any Download Update to the door condrol-
lers.

Auto Index Checking

The system automatically detects problams with the personnel, visitor and adilor key
and name indexes. Validity checks are made on the index during:

1. Ediling, printing and displaying of an indexad file.
2. Transaction printouls that involve retrieving personnel or visitor or editor
namas.

i an indexing fault is found, the following message will appear at the bottom of the
SCreen.

Indexes require re-ordering, Please wait

A count will appear on the right side of the screen which indicates the progress 5o
far. Duplicale records are markad 0-9'.

KE00OKB000-MS Users Guide
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Radionics Inc. Readykey K60OO-MS:  Rev 1.1 w2.39 09:25:30 3/9/92
Bite 1: DsC: ==Last Updated:

~

Special Condition:

Door Statias

Dz Door Hame Seata Ovarride Alarm
1

2

3

4

Alarm Zone Status
Tona State Tane Skata Tone State Zone STATa

Press S to change fo the Doors and Alarm Status Display.
Special Condition Override Alarm or Enclosure Tamper events reported hera.

Door Status

State This is Lecked, Unlocked of Open (if door monitoring is
enabled).

Owverrida EMERGENCY, O0/C OVERRIDE, hAutameatic, Manual Lock
of Manual Unlock will be displayed here.

Alarm Tamper/Forced of Left Open appear here.

Alarm Zone Status

State Clear, Alarm, Iso, Manual Isc, Auto Iso appear
herea.

If an alarmoccurs, the date, time, location and transaction are shown at the bottom of the
screen. Return to the Transaction Menitoring display to view any texi messages
assockated with the alarm, and to acknowledge alarms. You must return to the Transac-
tion Monitoring display before entering the Editor.

The bottom of the screen also shows the status of any updates that are in progress o the
CNC and connecied door controllers.

Use the up and down cursor keys 1o change the display to other docr controllers on-ling.
Press ESCto change fo the Transaction Monitoring Display. Press PGUP, PGDN, F7 or
CTRL/FT to change to a differant site.

KEQDOKEODD-MS User's Guide
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Editor keys may accepl an alarm at a K2000-N door controller. Thera are two types of
alarms reporied at the door controller display: :

« Door Monitoring alamms
* = Alarm Module Input Point alarms (when optional K2015 Alarm Module is installed).

The door controller display indicates the status of each channel in the following way:
CH-nn D nn = The reader channal rumber 071 to 04,
D = Status of the Door Monitoring alarm.,

Flashing D = Door alarm warning. An audible beep
sounds. Acknowledgment with an editor key is re-
Quired.

Steady D = Door alarm is still present although a key
was prasented 1o the door controller.

D not present = Door alarm is not present.

Status of the Alarm Module Input Point alarms are shown in the following way:

12345678 Flashing number = Alarm waming. A beep sounds.
Acknowladgment with an editor key is required.

Steady number = The number appears steady after the
presentation of a key.

MNumber not present = Number disappears when the
cause of the alarm is cleared.

Presenting an edilor key once to the front panel reader acknowledges all alarm
conditions for the channel number displayed.

If alarms are reported on 3 channels, the editor key must be presented to the door
contraller reader 3 times. i the alarm input points are not restored each channel number
will be displayed until the alarm input point is restored.

KE00OKE000-MS Users Guide
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1.

5.

&,

9.

UL 294 Standard for Saftey, Access Confrol Systems Unils raquiras that you manually
tes! critical system compenents periodically. A critical component is one whose makunc-
tioning will impair the operation of the product or will craata tha risk of fire or electric shock.

The manual test, described below, consists of testing the following system components:

11.

12,

13

Power supply
Doors, readers, and monitoring points
Metwork connection and evenl storage/retrigval

. Power Supply

Verify thal AC power is supplied to each door controller by ensuring the red AC
indicator lamp is ON for each door confroliar.

Verify that AC power is supplied to the Central Network Controller (CHNC) by ensuring
that the red AC indicator lamg is on af the CNC power supply unil.

Verily thal the batiery is properly connected by removing AC power fram each door
coniroller and verifying that the door controller continues to operate corractly.

Verify that the battery is properly connected lo the CNC power. If the green LED is
OM either a fully-charged battery ks connacted or no battery is connacted at all,

Reconnect AC power to @ach door controdler and the CNC.

Doors, Readers, and Monitoring Points

Verily the operation of each reader with an authorized Elecironic Key. This process
also verifies the operation aof the locking mechanism and reader REDVGREEN,
GREEN, or REDVYELLOW/GREEN LED.

Insystems whera a request 1o exit is used, verify the operation of each R.T.E. device.
This process also verifies the operation of the locking mechanism.

In systems where the reader operation provides an alarm signal bypass, lest the
operation of the alarm signal by opening the doer (for example, from the inside)
without an elecitronic key or request to exit, and then observing the alarm condition.

In systems where points (alarm medules) are monitored, test each point by activating
the alarm point without a bypass on the point, and observing the alarm condition.

Network Connection and Event Storage/Retrieval
10

Events that occur at each door controller in a KE00O/KE000-MS network will be
transierred to the KE000/KE000-MS for slorage and'or manual acknowledge. Verily
that events occuring at K2000-N door controllers connected 1o network are passed
to the GNC. The deor controller number should appear inthe display of each K2000-
M in the network. Also, each K2000-N should display the status of the individual
channals.

Verily thal database and editing changes made al the CNC are communicated to
each K2000-N. Add a key to the system wilh authority at each door controlier. Verily
this programming change by using the key at aach reader on each conftrolier.

After testing each reader on each controller, delete the key and verify that the key
does not operate doors on each controller.

Print a report to document the manual lests perlormed (reflecting the event storage
and ratrieval) and retain until a subsequent manual test is performed.

When you have completed these lests, ensure that the system has baen returned to
narmal cperation mode.

KESOOKE000-MS Uzer’s Guide
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Editing features are ‘menu driven’, i.e., the user is requested to make one of a serias of
choices 1o carry oul paricular editing functions.

" The following figure shows the relationship betwaen the KE000 menus, and provides an
lllustration of the way in which all files and sub menus can be reached from the Main

FEnid.

1. Alarm Mossages

2. Bite Alarm Respcnias

3. Biie Alarm Sansos

4. Coniral Alarm Flalay Costral

1. Haliday Frofles

Event
Anbives

i
:

!ii

1. Hstorical Everis

2. Wlystar

1. Presenca in Area

4. okl Parsonnal bom A

5. Prinl Cuyman] Lisss Rapon

&. Parsonne Tracs

7. Exiner Awscin Trasll
1. Coniral
. Ko

1. Edilee Isformranon 1. Dwdose Trameacton Data

7. S Islormagon

4, Sia Passtack Codes 1.PC

A, Dowripad B St Y KEY

:wy—m &h‘l —EII i Fioe

!I"Dﬂli' M= 4, lriaize Bhe Files

¥ 5. Ao § Maw Ein

:.mﬂﬂw i . initiaizs & Door Controk

« Eciuor Livele 7. lritiakze mn Mabwork Controler
. Invakrs an Aamom PC
1. Priniw =

1, Fermil & Dishane

2. Sevn Sywiem Dambiss i:'h:::m

3, Pgatizea Spilen Dasabass 4

5. Bachup Masie Tansacson File & Dwbng Mosiiie Sia Areas

f. Exsioda A DOS Command :mmh- =

7. Escara feom HEOOD Systas Set Trarsaction Route Times
B. S Door Alarm Transacion Aloukes
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Entry into menus and files is by the keyboard from the main or sub menus. The ESC key

is used as a convenient means of exil. i causes the system to lerminate the current
editing task and return to the next level up in the command structure. All invalid key
_strokes are ignored, and an audible beep is issued in response 1o scme of these.

All relevant key functions are detailed inthis chapter. As data is changed inthe data-base,
it i& highlightad in red. This signifies that it is nof yet confirmed, To confirm antry, press
ENTER. If ENTER Is not pressed, the field will retain its original contents.

ENTER

DELETE

BACKSPACE

PAGE UP
PAGE DOWN

TAB

SHIFT/TAB

F1

Confirms function or data entry info field. On entry, data turns from red
ta white.

Depending on where the cursor is lecated, it moves to the end or
beginning of a field. Deletes the character the cursor is located under.

Deletes the character before the cursor and highlights other characters.

Moves cursor right one character. i cursor is under the last character of
a fiald, it moves to under the first characier.

Moves cursor left one character. If cursor is under first characier of a
figld, it moves it 1o under the last character,

Moves cursor up one field. i cursor is on first field, it now selects the last
field. This causes update of file information.

Moves cursor down one field. if cursor is on last field, it now selects the
first fiekd. This causes update of file inlormation. :

Moves display back one screan.
Moves display forward onae scraen.

Moves cursor to the next field. If the cursor is on the last field, R moves
to the first field.

Moves cursor 1o the previous field. If the cursor is on the first tield it
maves 1o the last field.

Selacts first line of the data entry screen.
Ends current task.
Brings up the HELP screen for the particular display. Al the Menu level

it explains the ediing options. Althe programming level i explains how
to use the data entry keys. HELP screens are cleared by pressing ESC.

KE000KEO00-MS Usar's Guide
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F2

SHFT/F2

ALTIF2

FS

ALT/FS

CTRL/FS

SHFT/FG

ALT/FG

CTRLFT

Selects a speciic record for editing. When editing personnel, visitor or
operalor records, entering a name will alphabetize the records, and
sebect the record with the nearest match to the entered name. Entering
a number will numerically list the records, and select the record of the
number entered. A Record Selectionpromptappears al the bottom
of the screan. Enter your selection here. Then press ENTER.

Marks a keyholder for Personnel Trace (an asterisk appears naxt 1o the
users nama). Do not use SHFT/F2 In any other screen.

Selects the first available blank name fiekd. This only funclions on
personnel, vislior or operaior data records.

Copies the current field contents info the template. Used with Félorbleck
copying fields. Do not use with multk-ling records.

Coples the selected field ol the record 1o the template. Do not use with
multk-line records.

Clears the selected field (at the cursor) from the template.

Coples the current template contents of the field you are into the field.
Will not copy name fiebkds Inlo personnel, visilor, of oparalor recerds. Do
not use with multi-line records. :

Clears field at the position of the cursor. Will not work on name figlds in
personnel, visilor or operator screens.

Copies the current lemplate contents to all fields in the record. Wil not
copy nama fields In personnel, visiter or operator lields. Do not use with
multkline records.

Moves to the next site.
Allgws you 1o change to a different site by entering the site number.

Prints a specified number of records from the selected file. Note that
when printing personnel, visitor, or operator records, only those records
with assigned names are printed. The system will search for the
specified number of valid records and will display the number of records
it is searching for. Printing always terminates atthe last record inthe file.

Mote: FBis not used on history analysis records. Press ESC at any tima
o stop printing.

Add keys. Functions only on personnel, visitor and operalor records.
Adds the key presented 1o the cument record. Only functions if a name
has been previously assigned to the record, and it has no key. Press
ESC o and the function.

KED0OKEQOD-MS Uisers Guide
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ALT/F9 An aulomatically repeating version of F9. Terminates when no records
wilh namas or keys remain, or whan ESC is pressed.

F10 Vaoids personnel, visitor or operator records. Voids the current record as
long as it has an assigned name. Requires Yes/No confirmation belore
vold is executed.

TEMPLATE  Allows an area of data to be duplicated through different records. To
transfer data from the records 1o the template, place the cursor al the
desired information and press F5. This information appears in the
template. To transfer data irom the template into the record field, place
the cursor where you want the information to appear and press Fé. The
information is placed in the record field.

Mote: During editing, any changes perlormed al the KE00O0 are only sent Lo the CNC and
door controllers when the cursor is moved to ancther record, or editing is ended using
ESC. Changes to remole siles are sent at the pre-defined call-out times, or when a
Download to Remole Site command is issued.

Alltransaction repon printing and alarm acknowledgments are suspended during editing
and resuma on axit from the Main meanu.

Al eritical DOS errors thal can occur on a PG are laken care of by the system.
Whenever a critical (1'0) error occurs, the system will retry up to three times before a
window appears in the middle of the screen.

With most 'O arrore the user has three oplions:
ABORT  The user presses A to exit back to DOS.
RETRY The usar presses R 1o force the syslem 1o retry.

FAIL The user presses F o force the system lo abandon what it is trying and
recover as besl as possible.

The K&000 and K&000-MS software produces the "Index Required” massage when it

determines that the database index does nol match the database corractly. Take the

following precautions to reduce the cccurrence of this message:

a. Do nol power-downor reset the computer without first exiting from Pergonnel Editing
back 1o the main menu.

b. Avoid pressing F1 (Help) while the cursar is positioned on the Access Coda fleld.
¢. Do not allow the editor to "time out™ while In the F2 Record Selaction mode.

The correct procedure for reindaxing the database is:
1. Exitthe Readykey editing system (go to DOS).

2. Althe PE000 direciory, lype PEUTIL SORT. Then prass RETURN.
3. The utility program will ask you if the sort should be on Personnel, Visitors, and
Editors. Answer Y for each.

4. The utility will quickly sort through the database and list any errors discovered inthe
Parsonnel, Visitor, or Editor databases. Delele and re-enter these records from the
Aeadykey system afier the utility is finished.

5. When the utility is finished, retum to the Rleadykey system by typing PCB000 at the

PBO0O0 directory.
KEO00KEND-MS Lzar's Guide
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 Radionica Inc. Readykey K6000-MS:  Fev 1.1 v2.39 08:25:30  3/8/82

MAIN ME

L - Manual Docsr Coenticl
1 = Peracnnel

2 = Vialtora

3 = Alarm Monitoring

4 — Holidays

Salestion:

~

HO

5 - Emergency Call Out

6 = Doors and Accassa

7 - Event Analysis

B - System Configquraticn

% - Disk Functiona

v

The Main menu is the ‘gateway’ 1o the editing lunclions avallable to the user. The screan
presents a ranga of options available to the user. These are selecied by choosing a

numbear 1109, or L.

Any information entered by the user inlo the dalabases requires pressing ENTER. When
information is accepted, the characters change from red lo white. The TAB key enables
the user to move between fields in a record. A constant reminder of the function keys (F1
to F10) Is available along the bottom of the screen. If a function key (8.g., F2 - SELECT)
is pressed when the function is not available on that screen, a beep may sound.

74-05682-000-B 3/93 Fage 16
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Radicnics Inc. Readykey KE000-MS: Revw 1.1 v2.35  10:385:20  12/20/92

Harual Door Contral
Site: HAIN FACTORY

DT

124

Hama Onlocked?

125

126

1zT
128

A s L B

- Tenplate

Fi= |FE= |Fl= [Fiwe |Fi= |F10 =
>amp | temp> | +8its | print | | y

|Fi= | F{ =
1 I

Unlocked?

The door number for this site (1-128).

The door name assigned in Site Access points [Door and Access
Menu - 8). An unassigned door is displayed as - - - - - - - ----- - - J

The current state (Normal or Unlocked). Press the SPACE bar to
toggle between Normal and Unlocked, then press ENTER.

Use FT or CTRL/FT 10 select a different site (KE000-M3S anly).

1. To unlock a door.
A door that is unlocked by the user will stay unlocked until the user telis it 1o lock
again OR a time profile tells it 1o lock.

2. Tolock a door.
A door that is locked by the user will behave like an ordinary door without a time-
profile: this means that access s permitted to the valid key holder, and the usual
Requast-to-Exit and Emergency Override inputs will operate the door lock.

Motae: the user cannol lock doors that have been unlocked by:

a) an emergency override alarm,
b) a fire alarm,
¢} a valid access attempt.

KEQOOKEO00-MS User's Guide
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Hadionics Inc. Readykey KEDO00-MS: Rev 1.1 w2.39% 10:35:20 12/20/52.
Perscnnal
Site: MAIN FACTORY
Persormel  Hame Em. Holiday Access FIN
: Coda Profila  Code
98495 D el 00 OCelel
9aa6 00 o i ] Doo0
9997 e v ] o0 oo oopon
5994 el e el ul i
50949 DG o0 oo aooo
1 EHEANE HEANEY oo T 0D Do 9311
2 WILLIKM YEATES ooa T OD oo TTO0
3 OCTAVIO PAZ oot TY 00 oo 2859
4 AMY LOWELL oo T 00 oog Q&7a
5 HUGEH MEREDITH oop  Too0 oo 0571
= Templats
|IFlL = | F& = IHIIE‘IFITE-I.'FE-IFT | FA = | F# | FlQ =
| halp | select | 1 | *tamp | temp> | +aite | print llcld Ivnid.J

The personnel file holds information relating i all keyholders present in the system.

Description of Personnel Fields

Parsonnel

Em. Code

Holiday Profile

74-05662-000-B 3/93

KE00OKE000-MS User's Guide

The ID number used to refer to this keyholder. Personnel can be
assigned |Ds in any order. Keyholders will be displayed in either
numeric or name order depending on the previous F2 select
command.

A 20 character keyholder name. The name can not begin with
numbers or spaces. It must be entered in capital leters. It must be

unigue.

The Em. Code (0-127) relerences the Emergency Call Out Data
(sea Emergency Call Oul).

The Holiday Profile (1-24 or 0) assigned to this keyholder. A zero
entry disables the holiday feature for that keyholder. A valid Holiday
Profile prevents access by a person for the time the profile Is active.

Thi Access Code (1-128 or 0) assigned fo the keyholder. A zero
entry locks out all door accessorthe key assigned o this keyhelder,

Page 18 € 1991-53 Radionics, Inc.



PIN A four digil Personal |dentification Number derived from the as-
signed key code. Only displayed and printed if the editor has the
acceptable editor level. This number cannot be changed.

A “T" against a keyholder's name signifias a key Is assigned 1o that record. .

An * * " indicates thal a personnel trace is active for the user (activaled by pressing
"SHFTIFZ).

To Add New Personnal
1. LUse the cursor keys or ALT/F2 1o select the nexd free line.

2. Check all fields are clear.

3. Type in the keyholder name in the Name field, then press ENTER.

4. i there is more than one keyholder to add, repeat 1, 2 and 3 for each as required.
5. Wiih the cursor still on the Name field, press F3 1o add a key for the user.

6. I you have more than one key fo add, use ALT/F9 1o add in blocks. The list of
keyholders will now be sored alphabetically by usars with no associated token.

7. Presentkeys to the PG reader, or type in key codes until required records are added.
Adding may be terminated using tha ESC kay.

B. Assign a Holiday Profile and an Access Code for each user as required.

Remember: If a number of keys have identical data, the most efficient way 1o add them
Is to use the template. The template allows an area of data to be duplicated through
diffierent records. Place the cursor al the desired information and press F5. The Infor-
mation will appear in the template. Move the cursor to the desired records and prass FB.
whatever is in the template appears in the field at the position of the cursor, and is
autematically entered. SHFT/F5S clears the lempilate.

Note: The template does not function in keyholder name fields.

To Void Personnel
1. Move the cursor lo the keyholder name field.
2. Press F10.
3. Press Y to void the record; N or ESC to abort the void command.
MNote: Historical iformation Is recorded by keyholder number, not name. Use caution in
re-issuing keyholder numbars immediately 1o new users, because historical data will
reference the new user name. For clarity of historical information, enter a description in
the name field of voided personnel, indicating the prior name and dale voided. Lise an
Access Code of 000 for these entries.

Mote: Use F7 or CTRLFT to select a dillerant site (KE000-MS only).

KEDOOKE000-MS User's Guide
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Radionics Inc. Readykey KEODO-MS: Rev 1.1 w2.39  09:25:30  3/9/92
E6000=-HS CATRBRSE PRINTOUT

Personnal
Site: HMAIN FACTORY

Frinted crdar: i} Alphabetical
2] Humerical
3} EEY Coda
Filter type: 4] Honae

5} Access code
6} Door GEoup
7} Tima Paricd

&) START:DDOL B) RANGE: S55%

|Fl= |F2= |F3=|Fd= |[Fi= |F6= |F1= |F@= |F3= |FID=
| help | I [ I | I | print | |

A

The Personnel Primtout defaults 1o numerical order with no lilter selected. The START
section contains the number of the record the cursor is presently on and the RANGE
section defaults to the maximum number of records in the file. To print out the personngl
file, press FB when you are in the personnal file display.

Description of Personnel Printout Fields

Printed Order (1,2,3) Displays the order in which the keyhalders print. The order
currently selected is highlighted. Enter 1,2 or 3 1o select the
printout order. The Key Code (FFFFFFFF if none is en-
tared) is included with the printed report.

Fliter Type {4,5.6.7) Displays how the keyholders are to be printed, i.e., by
Access Code, Door Group or Time Period. The currently
selected mode is highlighted. Enter 4,5,6 or 7 to select the
filter. i no fiker is required then select 4 and all records
within the range will be printed.

Matching This entry will appear if a filter is selected. An eniry here
indicates a value for the particular type of filler 1o be
matched.

START and RANGE (8.8) Defines which range of keyholders print. Selecting 8 allows
the user 1o specify where keyholder prinfing stans. Select-
ing 9 allows the user to define the maximum number of
keyholders to be printed.

KEQDOKED00-MS User's Guide
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Eadionics Inc. Readykey K00O-MS:  Rev 1.1 ¥2.39 09:25:30  3/9/52
Visitors
Eita: MAIN FRCTORY
Wimitor Hama Acoose Dates PIN
Code  From To
1486 obg  oDsROSOD 00400400 Q009
147 poE  00/00/00 0000000 0000
T8 oot oosoofon 0OSO0VO0D 0000
T4 0oo  oofoofoo DDYOOAOD  DDOD
180 : 000 00/00700  ODAOODSOD  QDOO
1 T.E. Lawrence T ggo  gofoosoo  ODFOOSDO 2TAL
2 E.H. Foreter T 600 00/00/00 ooso0s00 E256
3 D00 D000 Ol Q000,00  ga00
4 poO  posoOsODD 0000400 G040
5 poo oofonfoo  0OSO00S00  DOOD
- Terplate
|FL = | F2 = [Film |[F4= |Fim |FE= |FT= |F8= |F#= |Fl0=
I||I|Il_lhul:].\:r1l-i|u.'|.-::t.| | | *temp | temp> | 4site | print | add |~u--|:|.i.-:1_.lli

The visitor file allows temporary access over a specified length of time.

Description of Visitor Fields

Visitor

Access Code

Dates From

Dates To

T4-05682-000-B  3/93

KBO0OKEO00-MS User's Guide

The ID number used to refer 1o this keyholder. Visitors can
be assigned |Ds in any order. Keyholders will be displayed
in efther numeric or name order, depending onthe pravious
F2 SELECT command.

A 20 character name. Tha name can not begin with num-
bers or spaces. The name must be unique.

As in the personnel file, Access Level relales entry 10
specified areas.

Acalendar date e.g., 09/25/80 o indicate the date akey can
be used from. A date of 01/01/00 or 00/00/00 Indicates an
emply date fleid.

Acalendar date e.g., (59/26/9010 indicate the dale akey can
ba used until. The keywill be automatically invalidated after
thig date.

Four digit Personal Identification Number of the visitor
derived from the assigned key code.

Page 21 © 1681-83 Radionics, Ine.



To Add Visitor Keys
1. Use the cursor keys or ALT/F2 to select a free line.

2. |f fields are not clear, either SPACE over them or use SHFT/FE.
3. Type in the keyholder nama in the name field.

4. With the cursor still in the nama field, press F8. Presant the key 1o the PC Reader
or type in the code. A "T* signifies that the key has been added.

5. LUsethe TAB key 1o move across the record 1o other fields. Type inihe Access Code,
then press ENTER.

The key added bacomas valid from, and including, the first date entered. It remains valid
uniilithe end ol the second date. The access coda dictales where and when the keyholder
Can gain access 1o a given point.

To Void Visitor Keys
1. Move the cursor fo the visitors name field.

2. Press Fi0,
3. Press Y to void the record; N or ESC to abort the void command.

Use FT or CTALFT to select a different site (KE000-MS anly).

KE00OKE000-MS User's Guide
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 Radionics Inc. Readykey KEOOO-MS:  Fev 1.1 v2.39 09:25:30  379/92

.‘I

ALAREM MONITORINWNG HMEHNHD

1 = RAlarm Hessages
2 - Site Alarm Responses
3 - Site Alarm Senscra

4 - Cantral Alarm Relay Control

Selection:

J

Each K2000-N Door Controller can monitor up to 8 alarm zones on @ach reader channel
if 2 K2015 Alarm Medule is installed. Each door controller may have up 10 32 (4 x 8) alarm
sensor inputs. In a maximum cenfiguration of deor controllers on the six-wire bus, you
can install up to 1,024 sensor inpuls. Each alarm module is equipped with four
programmable reday outputs for alarm bells or alarm communicators.

When a possible alarm event occurs, the system chacks that:
1. The alarm occurs during a time that the alarm Is armed; i.e., not isolated.

2. There is no manual override applied by an operator to the alam input.

Once an alarm condition has been established, the Alarm Sensors file describes which
Alarm response the door controller and PC will give. The Alarm Responses file
references the Alarm Messages file i determine what should be displayed on the screen
to alert the operator of the alarm condition,

The Alarm Responses Engage/isolale (enable/disable) the Alarm Sensor inpuls assigned
to the Alarm Response. This is done either manually or by Time Prolile control.

KBOOOKEO00-MS Users Guide
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Radionics Inc. Readykey RE0OD-MS:  Bav 1.1 vZ.38 09:25:30  3/9/92

hlarm Messages
Site: MAIN FACTORY

Alarm Display Taxt
Massage
4052
4053
4054
4055

4098 G
MAIN VEHICLE GATE
CALL {40B) S555=7304
DELIVERY YAED
PLANT MANAGER

UE e B e

= Template

|[Fl= |F2= |F3=|F4= |Fi= |[Fé= |FT= |FE= |F3= |FlLO0=
| help | selest | | | »tomp | temp> | +site | print | I

Description of Alarm Messages

In order 1o provide centralized identification of the alarm conditions, a file containing
programmabde messages is provided. This consists of 4,096 massages, each consisting
of up o 32 characters. Up to 4 of these messages can be automatically displayed upon
activation of an alarm.

Thus, an alarm massage example could read similar 1o:

MARIN VEHICLE GATE CALL (408) 555=T7304
DELIVERY YRED FLANT MANAGER

Mote: These 4,096 messages do not change from site 1o site in a KE000-MS3 system.

HEOOQKB000-MS User's Guide
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Fadionics Inc. Feadykey KE000-MS: Bev 1.1 ¥2.39 05:25:30  3/9/92
Alarm Responsss
Site: MRIN FRCTORY
Blarm Alarm Hassages F Ry
Besponas 1 2 3 L] OFF
2351 [l A el aa0 D000 00 OFF
253 a0 QOO0 o00a i) ag OFF
253 oDOD QOO 4a0a oppn 00 OFF
254 DooD  0oDD 0a0a oooD 00 OFF
255 ool Q000 o0aa oopp 00 OFF
1 001 aooz 003 o004 g Onil
z oooD aano el fululilu] ad OFF
3 oopn  Qooo 00ad oo 00 CEF
4 ulelile] fulau]s) i) gooo 03 OFF
5 aoon aano oogg aooo 90 OFF
— Template
[Fl= |[F2= |Fi=|Fd= |Fi= |F6= |[FT= |F8= |Fi= |Flb=
| help | salact | I | *temp | temp> | +aite | pr.inl: 1 i

.

Description of Site Alarm Responses

Alarm Response One of 255 potential responses to assign o a K2015 Alarm
Input Sensor. The Alarm Sensors flle uses these responses for
each alarm input on @ach alarm module.

Alarm Messages Four alarm messages 1o display In response to the Alarm Input
Sensor, The numbers programmed under alarm messages 1-
4 are derived from the Alarm Messages file, conlaining, for
example, instructions to be followed and the area of an alarm,

TP Automatically isolates (disables) the Alarm |nputs that the
response is assigned to while the specified Time Profile is
active. A TP of 00 is engaged 24 hours a day, every day.

OMN/OFF An onfoff switch 1o manually engage (ON) or isolate (OFF) the
Alarm Sensors that this response |s assigned 1o. (Toggle with
SPACE bar.)

Use FT or CTRAL/FT o select a different site (KE000-MS only).

KEODOKE000-MS User's Guide
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Alarm Sensors
HAIN FACTORY

Inc. Readykey K6000-MS: Rev 1.1 v2.39 09:25:30  3/9/92

-ﬁ

1

Laluls]
ralals]

0000
0000

|Fl = | F2 = |
| halp | sslect |

\

6 e

oop  ODD ooo
aooon
Qoo
Qan
falaluls}
0aoag
ey
0aaa
Lralaled

3 E 4 a8

Qoo oDD 000
aoon
aooo
aao

aa0n
aaon

Qoo
aaon
afule]e}
aoo
puejele]
0aon
Lrale)
0aaa
00a0

aoon
oo

aooo
aaon
aao

aaaa
ajajele)

praluls
0044

aoon
Q000

Fi= | F4=

Fi= |FEwm |FT= |FB= |Fi= |FlO=
| s

I
| *temp | temp> | +aite | print | |

o

Description of Site Alarm Sensors

Alarm Sensors
1-128

Each represents one K2015 alarm module channel (1 1o 4 are
assigned to door controdier 1; 5 1o B to door controller 2,810 1210
door controller 3; and so on through 125 to 128 fo door controlbar
32). One channel covers the eight Inputs, which can be monitored
by 1 alarm module,

A column consists of 3 rows. The first row for each channel refers
to an Alarm Response Number. Each alarm inpul may generate 1
to 4 printable alarm messages, and this first row refers 1o the alarm
response record detailing the messages for a response lor aach
individual input. The second row consists of groups of 4 digits each
representing a momentary (0.5 second minimum) relay state, “-"for
OFF, 1-4 for ON (enter 1, 2, 3 or 4 1o toggle between *-° and the
numiber). Therefore, if relay 3 is required 1o respond momentarily io
an alarm on input 1 then = -3 - will be programmed in row 2 of
Channil 1.

Do mot use the third row.

Use FT or CTRLIFT to selact a different site (KE000-MS only).

T4-05682-000-8 2483
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 Fadionics Inc. Resdykey KE00O-MS{  Rev 1.1 v2.39 09:25:30  3/9/52

Ralay Control
Site: MAIN FACTORY

Ralays
1234
1 1234
- Template
IFl= | Fi = |Fl= |F4d= |F5= |F6= |FT= |F8= |F8= |FIlO=
Ilhelp | select | | | *cemg | tesps | #site | print | | J

Description of Central Alarm Relay Control

Four relays in the power supply unit provide ceniral alarm annunciation (only while
the PC is operating the KB000/KE000-MS softwara). Press the number (1, 2, 3 or 4)
to toggle between enabled (number showing) or disabled (*) for each relay.

1 - Door Left Open Relay activates when a Door Left Opan repon IS re-
ceived at the PC. The relay can be resel by pressing the
SPACE bar when in the Transaction Display Screen.

2 - Anti-Tampar/
Unauthorized Access Relay activates when an Anti-Tamper or Unauthorized
' Access alarm is received at the PC. The relay can be
reset by accepting the alarm at the CNC.

3 - Activated

{Alarm Module) Relay activates when an Alarm Activated is received at
the PC from an Alarm Module. The relay can be reset by
accepting the alarm at the CNC.

4 - Not Used

KEODOKEOO0-MS User's Guide
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HeLIDAY MNEHND

1 = Roliday Frofilea

2 = Holiday Pericda

Selection:

7

The K600 takes account of national and domestic holidays and renders a user's key or
Time Pericd invalid. The Heliday Period file consists of 254 Holiday Periods. each with
the start dates of holidays and the days duration of that holiday. The Holiday Period file
is referenced by the Holiday Profile file. Up to 24 Holiday Profiles, each referencing up
1o 20 Holiday Periods, can be defined.

KEOOOKEO00-MS User's Guide
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 Badicaics Inc. Readykey KEOOD-MS: = Rev 1.1 v2.3% 09:25:30  3/8/82

Asliday Pericds
Site: MAIN FRCTORY

Holiday Pericd Duratiss

Beriod Start Days
250 o0so0,00 ol
251 a0,/00,00 o
252 0o/00/00 i}
253 oo/00/00 o1
254 Qa/ansna 0l
1 aa,/00,/00 oL
2 05/03/80 ol
k| g9/99,/04 e} §
4 aa,/00,/00 a1
5 00,/ 00,/00 a1
- Tamplate
|IFL= |F2 = |F3=|Fd= |[F5im [FE= |F1= |F8= |Fim |FLO=
| help | salast | I | *eamp | temp> | +aita | print | I
. A
Description of Holiday Periods
Holiday Period The period number (1 - 254).
Period Start Calendar date indicating the start of a holiday peried. A date of

01/01/00 or 00/00/00 indicates an empty date fleld.

Duration Days The number of days over which a holiday period is eflactive.

To Create Holiday Periods

1. Ensure the Master PC Is set 1o the current date and time.

2. Maove to Holiday Period number 1. Enter the date (e.g., 07 14 90). Press ENTER.
3. Press TAB to move to the duration field.

4, Type in number of days for Holiday Period (e.9., 14). Press ENTER.

5. It is recommendad 1o get a print out {press F8) of these for quick referance when
editing the Holiday Profila file.

Mote: The 254 Holiday Perlods do not change Irom site fo site in the K&000-MS system.

KEOOOKEDDD-MS Users Guide
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Badionics Inc, Readykey F6O000-MS:  Tev 1.1 v2.30 08:25:30  3/9/92
Heliday Profiles
Sirtae:r MAIN FACTORY
Holiday — OM/ Heliday Periods :
Profile o : : .
23 GFF 00O 000 00D (00 00D 00O OOO OO0 DDD 00O
00O 000 00D 00O OO0 000 000 0OD DOD 00O
24 CFF 000 000 00D 000 000 GO0 000 OO0 ODO OO
000 000 000 000 000 000 000 DOD OOD OODO
1 oW 000 OO0 000 00O 00O 000 000 ODD DOD DO
000 GO 000 o000 000 000 000 ODD OO0 O0DO
2 cfF 00D DDO 000 D00 000 000 000 DOD OO0 OO0
ODD OO0 000 D00 000 000 000 OOO OO OOD
k| cFF 00D OB 000 O3) 000 000 000 000 000 000
00D 000 000 000 0G0 000 000 0OO 00O QOO
= Template
IFl = | FX = |F3i= |F4 = |Fi= |Fé= |[F1= |FE= |F3= | Fil0 =
| halp | salect | | | *>temp | temp> | +aite | print | 1
\ v,
Description of Holiday Profiles
Proflle The profile numbser (1 - 24). To provide system-wide holidays, you

can assign profile number 1 1o the holiday control of Time Profiles
assigned o Access Codes, Access Points, Alarm Responses, and
Transaction Routing. This is done using Time Periods and Time
Profiles. In Time Periods, select Holiday by pressing 8 in the Valid
Days field. In Time Profiles, assign the Time Periods with Holiday
1o Time Profiles, which are ON. Ensure that a Time Profile greater
than 00 is assigned to the desired Access Codes, Access Points,
Alarm Responses, andfor Transaction Routing. When users are
denied access on these Holidays, the Transaclion screen displays
[No Access: Time].

Also, you can use Holiday Profiles (1 - 24) 1o assign individual users
vacation schedules. Assign a profile 1o the users in the personnel
file. When users are denied access on these Holdiays, the Trans-
action screen displays [No Acess: Holiday]

Holiday Perlods  Up to 20 of the Holiday Periods (1 - 254 or 0) previously assigned.

To Create Holiday Profiles
1. Maove to Profile number. Sat OMN/OFF to ON with the SPACE bar. Press ENTER.

KEDOOKEODD-MS User's Guide
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2, Press TAB io move 1o the first Holiday Period Enter a8 Holiday Period numbar (001
- 254). Press ENTER.

3. Press TAB 1o move 19 the next Holiday Period field.

4, The tab key will take you through all 20 record fields. To move hndma:dsprm
SHIFT and TAB logether.

5. Press ESC 1o axil the Hollday Profile file.

Note: The 24 Holiday Profiles do not change from site to site in the KB000-MS system.

oY
4 Fadicnics Inc. Headykey RE000-BS: Bev 1.1 wi.3% 0%:25:30 3/9,/92
Emargency Call Cut
Site:r MAIHM FRCTORY
Em. 5 Emargency Gall OCut Data
cop
123
124
128
126
127
i
2
|
4
5
= Template
[Flm | F2 = |Fi= |F4= |F5= |FE= |FI= |Fie= |F8 = |FIO =
| belp | select | | | =t | tamps | 4#site | print | I y

Description of Emergency Call Out

Em. COD The ID used Io identify personnel.
Emergency Call
Out Data Information regarding emergency procadure is enterad hare.

Each user is assigned to one of the 127 lines. This is used as
emergency information for ditferent depariments, cost centars
elc.

Prass ESC 1o retum o the Maif mignu.

Note: The 127 EM Codes do not change from site to site in the KE0D00-MS system.

KEOOMKBO00-MS User's Guide
74-05682-000-B 303 Page 31 £ 1991-83 Radionics, Inc.




’~
 Radionics Tnc. Readykey KE00O-MS:  Rev 1.1 w2.39 09:2%:30  3/9/02
CDOOCRSE & ACCESS MHEHWGOD

1 - Bite Ahccess Codes 4 — Sitea Tima Profiles

2 = Bite Rocceas Levels 5 = Site Timea Pericoda

3 = Site DoaE ml E = Bite Access Pointa

Saleccionm:

.

1

A

The Doors & Access Menu refers to all aspects of the systemwhich relate to a particular
location (Access Points, Door Groups and Access Lavels), or a given time (Time Periods

and Time Profiles) in the system.

Time Profiles, Door Groups and Access Levels form an Access Code. This Access Code
is than assigned to the Parsonnel or Visitor file. This means that where and whan a key
is valid is established in this section.

The Doors & Access Menu consists of six options. The logical order o program these
items (the order presented in this manual) is:

1) Site Time Periods
2) Sita Time Proflles
3) Site Access Points
4) Site Door Groups
5) Site Access Lavels
B) Site Access Codes

74-05682-000-B 3183
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Application of time to an access control sysiem is used for a variety of reasons:

'+ To define when a person is allowed access through a particular door. - -
» Tounkock a door, e.g., a receplion door, between 9:00 a.m and 5:00 p.m.
« To prevent a door from unlocking during a preset holiday period (see Holiday

Profiles).
= To Isclate alarm sensors during working hours and then re-enable them outside
working hours.
«  To define transaction routing to the display screen and printer.
Ir"' i

Radionics Inc. Readykey KE000-MS: Bev 1.1 vZ.3% 09:25:30  3/9/92

Tima Parciocds
Site: BMRIN FRCTORY

Tima Peried Faeriod valid Days

Fericd Start = End MTWTFSSH
28 o000 o000 R el
20 i LT, Y 1 o] o
30 0000 O0I00 0 e s amw
1 Ol O 00 R e
a2 BT YT S SR
1 (nli il 1 F T e
> oo o0 DO G -
3 DOEOD  O0E0E e e e
4 Qo:oo 00l e el -
& oo oo DOEO) @S- mmim mie-
= Template
|[Fl = |F2= (Fi=|F{= |F5= |Fé= |F?T= |FBE= |F9 = |FlO=
| help | select | | | »temg | temp> | +site | print | |
\_ J

Description of Site Time Periods

Time Period 1 - 32 Time Periods. Up to 3 Time Periods are assigned to each Time
Profile.

Period Start  Start time of tha pariod.

Period End  End time of the period. Time Periods should nol cross midnight.

Valld Days  Select days Monday (1) through Sunday (7) and Holiday (8). When
selecied, Holiday prevents the Time Profiles from activating when
Holiday Profile 1 Is active.

Mote: Use FT or CTRL/FT o select a difierant site (KE000-MS only).

KEOOOKE000-MS User's Guide
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Radicnics Inc. Resdykey X€DOO-MS:  Rev 1.1 v2.39  09:25:30  3/9/92

Time ou/
Profile COFF
28 oFF
249 =3
an oFF
3l CFF
a2 (= 3
1 o

F O

3 (= 3oy
4 or
5 T

Tima Profiles
Site: MAIN FACTORY

\

Time Paricd Tims Paricd Tima Feriod

SEE8B8E8BEEEE~
SEE8EEBEBEEw
SBES5B8EEBEBEEw

= Template

2

= |Fl= |F@= |Fii=|Fl0=
emp> | +site | pEint | I

¥

J/

Description of Site Time Profiles

Time Profila

ON/OFF

Time Period 1
Time Period 2
Time Perlod 3

1 - 32, Each Tima Profile is made of 1, 2 or 3 Time Periods linkad
together. A printout of Time Periods makes this sasier.

OM enables the Time Profile; OFF disables the Time Profile.
(Toggle with SPACE bar.) A Time Profile that is OFF is active 24

hours, 7 days (.g., there is no schedule for the Time Profile). A Time
Profile that is OM, yet has no Time Periods, is also aclive 24 hours,

7 days.
The first Time Period inthe Time Profile.
The second Tima Pariod In the Time Profile.

The third Time Parod In the Time Profile.

Note: Use F7 or CTRLIFT to select a different site (KS000-MS only).

T4-05682-000-B 393
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Radionics Ino. Readykey FE000-MS: Row 1.1 jﬁ‘.ﬂi:'jﬂi:lﬁ:‘ﬂq_ 3!5!_5_1_3?
Bccesa Palnts
Site: MAIN FACTORY
Accass Hame IFET DOT TR Lock
Point Mode
124 P00 000 DO = === ===
125 000 Q00 DO ww =i o -
126 oo 000 DO mowmececamm
127 D00 D00 D0 s
128 000 QOO0 00 == = === =
1 UMILSED B SO0 DO Eee e s -
z USED ood Q00 00 = = = =laie -
3 BOILER ROOM o2 G000 00 = = = = = = -
4 FRONT DOOR TO LOBEY 0o Q05 00 == = = ='= =
g 000 M0 D = === == =
= Teamplate
|FL = | F2 = | Fl= |Fd = |F5= |Fé= |[F1 = |Fi = | Fa = | FlO =
| help | select | [ | *temp | temp> | +aite | print | [ =

This file consisls of 128 Access Points, four for each door controller at this site.

Description of Access Points

Access Point Each represents one reader channel. Channels 1 to 4 are assigned
to door contreller 1; channels 510 B are assigned o door controller
2; and so on through channels 125 to 128 assigned lo door

controller 32.

MName The door is given a name of up to 20 characters for identification
purposes, A name must be assigned.

LRT LOCK RELEASE TIME is the fime in seconds that the electric lock
is unlocked allowing entry / exit (0 - 255 seconds).

DOT DOOR OPEN TIME Is thetime in seconds that the door may be held

open. After this set time an alarm may be activaled and a door left
open alarm generated (0 - 255 seconds). For reader wiring tamper
monitoring, always program door open time (DOT) = 0.

TP This is the TIME PROFILE allocated to a door. When the Time
Profile Is active, the door will be open allowing “free access™. An
automatic unlockfock transaction report will be genarated at the
beginning and end of the Tima Period.

Lock Mode This is primarily a feature which the installer will be involved in. The
lock modea of the door defines the manner in which the combination
of door contact and lock sirike operate, Enter 1, 2,3 ... or8tologgle
betwaan *-" and the numbear.

KEOOOWKEON-MS User's Guide
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Explanation of Door Lock Modes

1 Lock Typa Power To Unlock Powar to Lock
2 Door Contact Dioar Alarm Free ExitEM OVAD
3 RTE Report Requast To Exit Request For Entry
4 Mot Used Leava in aff position Do Hat Lsa
g Alarm Moduls No K2015 installed K2015 installed
€ | Exfou hours ot allowed Allcwed
7 Not Used Leave in off position Do Nat Use
B Not Usad Leave in off pasition Do Not Use
1) Lock Type
OFF (-) The coniroller will apply power 1o cause the
electronic lock 1o open the door. The door Is
secure when no power is applied 1o the lock.
ON (1) Power iz applied to the lock to secure the door,
and power Is removed to allow the door 1o ba
openad.
2) Door Contact Affeciihe repors produced andthe operationo!l REQUEST-TO-EXIT
and DOOR CONTACTS.

When OFF (-) the system operates as follows:

Door Contacts:  The door contacts will parform the usual door
alarm monitoring functions. Whan the door con-
tacts are opanad (without an RTE or key use)
and a door open fime of greater than zero has
been set, an appropriate alarm report will be
produced. A “Door Left Open™ raport will be
produced as a result of accessing tha door and
leaving it open, an “Unauthorizad Accass” raport
will be generated if the door is forced open.

Requesi-lo-Exit: Whenihe RTE button is pressed, the respective
door lock will be released and either a "Request
to Exit® or a "Request for Entry” report will be
produced based on how the ATE Report Type of
the door lock mode is sel.

When ON (2) the system operates as follows:

Door Contacts:  When the door contacis are opened, a “Free
Exit” report will be produced. Doors fitted with
such an option willtypically hava a handie onone
side and a reader on the other. The result of
using the handle, for example fo get out of a
room, will be 1o generale a “Free Exil™ repor.

KE00OKBO00-MS User's Guide
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3)

4)

6)

7)
8)

RTE Report

Naot Used

Alarm Module

Exit Qut
Hours

Not used

Mot Used

Request-to-Exit: When the RTE bution is pressed, the report
generated will be an "Emergency Override On”.
Whan the RTE button is released, the repor
generated will be an "Emergency Override Cif".
In this application a slandard pull station wil
probably replace the RTE bution. Note that the
reports generaled here are not effecied by how
the RTE Repon Type of the lock mode is set.

When OFF (-, a “Request to Exit” report will be generated each time
the RTE button is pressed.

When ON (3), a “Request for Entry” report will be generated each
time the RTE button is pressed.

Whenthe RTE button is baing used as an emergency ovemide, .g.
a pull station, the above reports do not apply.

Unused, leave OFF (-).

When OFF (), an alarm module is nol connected 1o this channel.
When ON (5), an alarm module is connecled. it is necessary 1o
specily lo the system whether an alarm module is connecled lo a
reader channel so that the system knows which commands to usa

to light the led on any reader thal may be attached or whether or nol
to produce alarm reports based on activity at the alarm module.

Allows users 1o exit via this exil door, even though their time
profile is inactive.
Unused, leave OFF (-).

Unused, leave OFF (-).

Use F7 or CTRUFT 1o select a different site (KE000-MS only).

74-05682-000-B
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Radicnics Inc. Readykey KEDDO-MS:  Rev 1.1 w2.39  09:35:30  3/9/92_
Door Groupa
Bita: MAIN FACTORY

Door Doors  Line 1@ '1-32, Line 3: 65-96

Group Line 2: 33-84, Line 4: 97-128

iza .

1 TRCMT DOCRET e e
|F1 = | F& = |Fi= |Fd= |[F5= |FE= |FT = |Fé= |FS= |FlO=

L|h-.'|.p | lact | | | »emg | tesps> | fsita | pr | | 4

Description of Site Door Groups
Door Group  One of 128 available Door Groups. Grouping enables doors to be
assigned quickly 10 Access Levels. .

*Door Group A 16-character name that can be assigned to the door group.
Hame

Doors 1-128  Any combination of 110 128 doors can be assigned to each Door Group.
Line 1 controls doors 1-32 (lour per door controdler), Line 2 controls
doors 33-64, Line 3 controls doors 65-96, and Line 4 contrals doors 97-
128.

Mote: Use FT or CTRL/FT to select a different site (KE000-MS only).

KEOOMKEODD-MS User's Guide
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Acceas Lavel Hame GrEap Group

1 0o ann ———
000 - goa -—
L] 000
oli ] 00D =
000 - Q0o -
a0 000 ——=m=————mmm————
L] B ===—————mm— _—
i) — Af0 =——————mm—————a=
gop ————==——————m———— Q00 =—————===—————===
aan - D0 ———==m—————mm———

|Fl = | FE = lFi-lFI-I!‘E!-II"E-Iﬂ-IFE-- | F9 = | FIO =

Inmlwl.uittlprintl I

| balp | salect | 1
L

...
Radionics Inc, Readyksy KE000-MS:  Rev 1.1 w2.39  ©00:28:30 . 3/9/92 |

Aooess Levaels
Site: MATH FACTORY

v

Description of Site Access Levels

Access Level mndimlmmummmwmanm1tuiﬂl:lmrﬂnww.
The Access Level allows the user to assign an Access Lavel nama
wwwamwﬂmthndnnwﬁwmmmmkauphm;s

Lavel.
Hame 20 character name for the ACCess Level.
Group The group number (the name is supplied automatically) from the
Door Group definitions.

As door group numbers are entered info the Access Level the comresponding group name
will be displayed. if a deor group number of zero has been entered, then the siring,
B ewnnansssne=-==="wil be displayed.

Mote: Use FT or CTRLFT 1o select a difterent sita (KE000-MS only).

KE00OKED00-MS Uiser's Guide
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 Radionica Inc. Readykey K60OO-MS:  Rev 1.1 v2.39 09:25:30 . 3/9/92
hocaas Code
Sita: MAIN FACTORY
Access Primary T Secondary
Code Lewel T# | Lavel ™
124 000 == 00 000 00
125 000 -= 00 000 === 00
126 000 -- 00 oo --- oo
127 009 -— 00 oD 1]
128 000 -- ©0 oo oo
1 001 ALL DOORS 01 oob == DO
2 000 - == 00 00D =====mmmeme——————— oo
3 000 -— 02 oop Do
4 000 -- 00 ooo 20
5 000 == 00 DOO == 0o
- Templata
|IFl = | F2 = |Fi= |Fd= |Ff= |Fé6= |FT= |FB= |F3= | FLO=
| halp | salect | | | *tamp | temp> | +site | print | | y

Description of Site Access Codes

Access Code One of 128 Access Codes that refer io the information in the Access
Lewvel and Tims Profile files.

Primary

Level One of 128 Access Levels that refer to the Access Level file.

Primary

TP Ona of 32 Time Profiles that refer to the Time Profile file, ¥ the TP
is OFF (not enabled), 24 hour access is allowed.

Secondary

Level One of 128 Access Lavels that refer lo the Access Level file.

Secondary

TP One of 32 Time Proliles that refer to the Time Profile file, i the TP

is OFF (not enabled), 24 hour access is allowed.

The use of Primary and Secondary codes allows two distinct combinations to be
assigned to one Access Code, providing flexibility and control over access.

I required, Access Levels or Door Groups can be Ireated as departments, thus breaking
the personnel file inlo more manageable sections. You can use this to printout all staff
who are allowed access through a particular group of doors (see Personnel screen
description of Fitter Types in the FB Print Menu).

Mote: Use FT or CTRUFT to select a different site (KE000-MS only).

KECOQKE000-MS Users Guide
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Badicnics Inc. Readykey KE00O-MS:  Rev 1.1 v2.35 09:25:30  3/9/82

EVENT ANRALYBEIS MEHND

1 = Historical Evants 5 = Print Current Usar Raport
2 - Muster Hoda & - Fersonnal Traca
3 - Fresence in Area T - Editor Rudit Trail

4 - Void Fersonnel From Area

Smlection:

. w,

Event Analysis Menu

KEOOVKE000-MS Uisers Guide
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‘.,

o Hama I Site Door Trans
& OF 0000 gop ©o0 OO
L FF 0000 gog oo OO
8 FF 0000 gag coo OO
L FF 0300 pag OO0 OO
0 T 0000 pgg ooo 04
i oF 0000 ggg ODO 00
2 FF 0000 pgg DO 00
a EF 0000 pag DOD 00
4 FF o000 pog OO0 00
5 ar 0000 pog DOO 00
- Tamplate
|jFl = |F2 = |Fi= |Fd = |F8= |[Fé= |F1= |FE= |F¥= |Fl0 =
| halp | select | I | >tamp | temp> | +site | print | dates |

This allows a search o be performed based on data that is presant in the KE000/KE000-

MS files.

Description of Historical Events Analysis
Up to 10 selection criteria may be entered.

ON/OFF

Mame

EE

g

Trans Type

74-05682-000-B 3/83

KEOOOKEN00-MS User's Guide

OMN/OFF acts as a switch (space bar to toggle). If set 1o
OFF, tha search for that criterion will not be carried oul. Up
1o 10 criteria can be spacified. More than one crilerion can
be selected simulaneously.

Keyholder's identification (optional).
Personnel record number (entry of 0 = all personnel).

Site number. F7 and CTRL/FT do not affect the Historical
Event Selection criteria.

Select access points (entry of 0 = all doors).
Search for a given transaction report (entry of 0 = all

transactions). Sea Transaction Types baginning on page
[}
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To Analyze the History
1. Eslablish the search parameters.
2. Press F9.
‘3. Entertha Start and End dates and times for the search period. You will be prompled
to insen an archive transaction disk i the transactions required are prior 1o those
resident on the system hard disk.

4, Press F9. The search will commence on the crileria which have “"ON" selecled and
report to the printer.

The number of personnel in the system has now been increasad to 9999, This has meant
changing the formal of personnel IDs stored inthe ASClltransaction file (ATRANS.DAT)

o the following:
Personnal ID Range ASCI Transaction Format
Parsonnel 0001 - 6000 0001 - BOOO
Vigitors 0001 - 0750 €001 - 6750

Parsonnel 6001 - 6999  GOO1 - G999
Parsonnel 7000 -7985  HOO1 - H399
Parsonnel 8000 - 8595 (001 - 1999
Parsonnel SO0 -9989  JOO1 - J959

: N
Fadionica Inc. FReadykey EKEMI0-MS: Fev 1.1 w2.39 O%:25:30 39092

EVEHNT ANMAMLYESIE HEHWNU

1 - Historical Evants 5 = Print Current User Report
2 = Mostar Moda & = Personnal Trace
3 - Fresance in Area 7 = Editor Audit Trail

4 = Void Personnel From Arsa

Salecticn:

KEOOOKEO00-MS User's Guide
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Once selected, this option places the K6000 in a special mode in which the K000 will
print all “Exit” and "Entry Authorized”, and "Access Authorized™ transactions taking place
at certain pre-selacted readers or 'Muster Points’ (see the KBOOO/KB000-MS installation

Manual.

.This provides a means of accounting for personnel in the event of an emergency

evacuation from a building.

To Select the Muster Mode

In the event ol an emengency the operalor should perform the following:
1. Select the Muster Mode from the Event Analysis menu.
2. Select the site.

3. Escape from the editor. A yellow prompl appears at the bottom of the transaction
scraen.

Personnel present their ID keys to pre-determined readers. The system can then
generate a printed report of those people who have left the building in the following
farmat:

Muster Printout for Site; MAIN OFFICE ~-Taken:04/20/%2 13:01:06
Time ic Hams Muster Polint

13:01 3500 THE MASTER EDITOR BooR 9

13:01 vid3 HNORTH, JANE pooR 9

13:01 3600 SMITH, JCE OSSR B

13:01 Ja00 JONES, ROGER DoOR B

13:01 3700 PATH, MARY ANN DOOR O

Muster Mode is cancelled by re-enlering the editor.

Notae: All non-access transaction reporte and all reports from the non-muster points will
appear on the screen but will not reach the printer.

Alarm reports will still require acknowledging by the operator, however thesa reports will
not be sent ko the printer éven on cancelling the muster mode. It is tharalore necessary
to retrieve them by Historic Analysis (option 1) of the Event Analysis Manu.

Monilored Areas and Muster Points must be defined for Musier Mode to operate. Seethe
PC Configuration Menu, page 66,

KEQDQKE000-MS User's Gukde
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Radicnica Inc. Resdykey KG000-MS:- Rew 1.1 v2.39. 08:25:30  3/9/92-
EVEHRNT AWALYSIE MEMND
1 — Historical Events 5 — Frint Current User Baport
2 = Mugter Modas & — Parsonnel Trace
3 - FPrasance in Ares 7 = Editer Audit Trail
4 - Void Personnel From Ares
Salection:

L A
This option allows the operator 1o request a print out of all personnel In a specified
drea.

Application

Typical uses are areas that have potentially dangerous chemicals, or resiricled areas.
In cases where salety or security are essential, the Presence in Area facilily indicales
who ks in the area of question al the currant tirme.

The actual area to be monitored is defined using doors specified as entry doors and exit
doars. These are set up during the installation configuration of the KE000. See the PC
Cenfiguration Menu, page 66

The site must be speciiied for KE000 or KE000-MS sysiems.

KEOOQKE000-MS User's Guide
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 Radionies Inc. Readykey MEODO-MS: ~ Mav 1.1°v2.39 09:25:30 - d/e/e2 |

Void Persormeal From Araa

Void which parsonmel ¥

-

This option is used to clear the indicalor that is used to record the prasence of an
individual in a manfiored araa.

Application

The K&000 can wrongly repor that personnel might be in a monitored area due lo
individuals not presenting their ID key to the reader because the door was held open by
a colleague to allow a number of paople to leave logether. To correct this situation, the
presance in area flags can be clearad.

To Void Personnel from an Area

1. Select option 4 of Ihe Event Analysis menu.
2. Select the site.

a T',-patr-a1ns+:r1'll'muuumlhilmtﬂbanamullnﬂﬁ-s,ﬁiﬂj.PraasEHTEFt.Trplm
im “All" will void all keys from the area.

4, Press ESC o relumn lo the Event Analysis menu.

Mote: Where a range of 1Ds are sequential, the range of numbers can be quickly entered
by typing the lowest and highest IDs of the range separated by a hyphan (-).

Tha Monitored Area is set up in the PC Configuration Menu, page 86.

KE00OKE000-MS User's Guide
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_ Radicnics Inc. Readykey K6000-MS:  Rev 1.1 v2.39 09:25:30 - -3/8/82

Print Current Usar
Site: MAIN FACTORY

Aute Time of Days After
Report Report FEY® Daed

- Template

I F2 | F2 =
| halp | select

| Fim [Fd= |[F5= |Ff= |F1= |Fi= |F3= |F1O =
I I | >camp | temp> | +site | peint | Eeport| 3

Obtal

This report can be used by the operator to oblain a list of all personnel whe were not
granted access over a specilied numberof days. This printout can be obtained manually
at anytime, or produced automatically at a time the user programmed. The advantage of
this repon is its ability 1o detect users.who no longer use their keys.

Programming for the New Report

The "AUTO REPORT" fiedd may be set to ON or OFF. OFF indicates that an automatic
report should not be made. If sat 1o ON then the current user report will be automatically
made at the time of day indicated in the figld labelled “TIME OF REPORT".

The field labeled "DAYS AFTER KEYS USED" holds the number of days that the
keyholder may be allowed nol 1o use their key before being reported. For example, if this
field contains “02", then the system will print out all those personnial who have not used
their key for two days or more.

ning the Report

The Current User Report can be obiained manually at anytime by pressing F9 when the
Current User Report record is being displayed. Note that after obtaining a manual report,
the automatic report (if enabled) will not be produced later that same day.

KEOOOKEO00-MS User's Guide
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The Current Usar Raport may also be obtained automatically each day by programming
the required paramaters into the Current User Report record. This record can be obtained
by choosing Option-5 of the Transaction Analysis menu. Having obtained the record, the
user should program in the time of day for the repor to occur {in 24-Hour format) into the

ield labelled “TIME OF REPORT". The user should also check that aulo reporing is
enabled.

Please note that the Automatic Report will not be given at the specified time until the
ransaction screen is displayed. Norwill it be produced if the printer is off line, out of paper
or switched off,

4 ~
Fadionics Inc, Readykey KE000-=MS: Rev 1.1 vw2.3% 09:25:30 379792
Personnel Trace
Site; MAIN FACTOEY
Traca Traca to
oz Printer?
i oFF HO
- Template
|[Fl = | F2 = | Fiw |[Fd = |FS= |Ff= |Fl= |Fd= |Fi= |FLO =
|balp | select | I | *camg | temp> | +site | print | I
. A

This allows the system operator to tag’ keys, This will highlight thelr movements on the
screan or culpul events 1o the printer as an event occurs.

Description of Personnel Trace

Trace ON/OFF  ON = Enable Trace. OFF = Disable Trace. (Toggle ON/OFF with
SPACE bar)

Trace to Printer  NO = Oulput evenl to screen only (in a different color).

YES = Output events to screen and printer; """ appears against
traced events at the printer. This selection of the type of trace is only
done once. From then on, keyholders requiring atrace are selacled
by entering the Personnel or Visitor file and pressing SHFT/F2 al
gach record selected for a trace. These records are identified by an
asterisk beside the keyholder field.

KEOOQME000-MS User's Guide
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The trace may be cancelled by pressing SHFT/F2 on a 1agged’
field. The asterisk will disappear. Al the transaction screen, the
botiom blue bar will indicate that a irace is in operation.

Mote: f muster moda is invoked, the trace facility is overridden.

y ™
‘Fadienics Ine. Readykey KE00O-MS:  Rev 1.1 w2.35 08:125:30  3/9/82
Editor Audit Trail
Sita: MAIN FRCTORY
e P Editer Editor [pdate
oFF Rame ID Type
& OFF L] Qoo
7 oF ol 800
B oFF 00 800
$ OFF o0 000
10  CFF o 200
1 OFF L gag
2 oEF o0 600
i OFF 00 000
i OFF oo 000
5  OFF oo 000
- Template
|Fl= |F2= |Fi=|Fi= |Fi= |F6= |F1= |F8= |Fi= |Fi0=
| help | select | | | >temp | temp> | 4site | print | report|
A J
This allows actions taken by Editor Keys to be displayed 1o the printer or screen.
Description of Editor Audit Trail
Up fo 10 criteria may be selected.
OFF/ This filter will not be used (use SPACE bar to toggle).
ON This filter will be active.
Editor Name Emter the Editor name (optional).
Editor ID Enter the System Operator number (1-33) or 0 for all operators.
33 = Master Key.
KBODOKBO00-MS User's Guide
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Update Type

One of the following:

All update lypas
Parsonnel

Mot used
Visitors

Mot used

Mot used
Holiday Profiles
Holiday Periods
Alarm Messages
Editor Reconds
Kot used

Mot used
Passback Codes
Accass Code
Mot used
Access Points
Time Proliles
Time Periods
Alarm Responses
Alarm Sensors

:—:;Wiﬂ‘dﬂmhﬂﬂ—‘ﬂ

—
=

T
DO~ O U s GO R

To Analyze the Editor Audit Trail
1. Establish the search parameters.

2, Press F3,

TERUEBENEREBRES

Analysis Records
Transaction Dates
Muster Points _
Area Prasance
Mot used

Mot used

Door Groups

Mot used

Mot used

Mot used
Transaction Routing
Route Times

Poll Table

Relay Control
Recording Control
Door Exclusion
Personnel Traca
Editor Audit Trail
Audit Dates

Mot used

3. Emnterthe S1art and End dates for the search pariod. You will be prompled to insen
an archive Iransaction disk if the fransactions required are prior o those resident on
ihe sysiem hard disk,

4. Press F9. The search will commence on the criterla which have “ON" selected.

5. Press ESC 1o return to the Audit Trail Analysis screen.

F10toggles between output of information to the printer, file or the screen. I output to file

is selected, the file TRACE DAT is created.

The description indicates the Editor key, time and date, file affected and a representation
ol the record change, describing what the field previously siored and what it was changed

to.

74-05882-000-B 3/93
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Fadionics Inc. Readykey FGODO-MS: = Rev 1.1 w2.39  09:25:30  3/9/82
: 8Y S CONFIG MEND
1 - Systam Editor Data 5 = Sita Foll Table
2 - Site Information & = Data Frotection Meri
3 - Door Control & — Installation Configuraticn
§ - Download to Site § — Editor Levels
& = Synchrenize Bystem Clocks
Ealection:
N .
System Configuration Menu
KEOOOKBO00-MS Uisers Guide
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I"" h
Radicnics Inc. Readykey KE000-MS:  Rev 1.1 v2.39 09:25:30  3/9/92 .

Editors
Site:r MRIN FACTORY

Editor Hama Fassword
28
29
30
31
32
1 TOH JOMES T
2 ED BROWH, WT GUARD T
3
q
5
- Tamplate
|IFl = |F2 = | Fi= |Ffd=|F5=m |FE= |FT= |FB= |Fé¢=|FID=
I help | select |ed lava | | *temp | temp>|+site | print | add IWHJ
L

There can be up to 32 editors. Each editor has an identity password and editor level
selection. Press F3 to display/assign an editor level to a specific editor (or use Editor
Level section, Sys Config Menu - 8). Editor levels are automatically associated with the
corresponding Editor number. F7 and CTRLU/FT site seleclion does nol afiect Editor
assignment. All 32 editors are assigned to all sies in the K&000-MS system.

Mote: When a key is entered info this database it bacomes an Editor, This does not mean
it will spen any doors. If the opening of doors is also required, the key must also have
its code assigned in the Personnel Database in the same way as other keys do.
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Badienics Inc, Readykey KEOOO-MS:  Rev 1.1 w2.39 09:25:30 3/8/52°
Site Informaticn
Site: MAIN FACTORY
Site Bame Pert © Raf Baund
Telephans Timal Tima2: - Length
2 REHOTE WAREHOUSE o oo 0300
00100 D000 Qg
1 MAIN FACTORY ] oo Q300
OO0 0000 i}
[Fl= |F2= | F3i=|Fd= |Fi= |FPéf= |F1= |F@= |Fi= |[Fld=
'I..__Ih“p | selest | I | *temp | temp> | +aite | print | I

o

Each site that makes up a KE000/KE000-MS system has set up data held for i in the
Site Information Fila. The Site Information File may be accessad by salecting option &
at the Main Menu and then oplion 2 at the Site Configuration Menu.

Configuring the Central Site

The ceniral sile is always the first site on the CNC; this location is whare the network
controller is assumed to be.

All door controllers of the central site will be assumed to be using the six-wire bus
(continually on ling}.

KE0OGKEO00-MS User's Guide
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Configuring Non-Central Sites

Sites olher than the Central Site assuma site numbers 2 to 128. Set-up data held for
these in the Site Information File consist of the following items:

BAUD

TELEPHONE

TIME1 and
TIME2

T4-08882-000-B 393

Enter whatever name you wish to call the site. Up to twenty
characters may be enterad. This name will be used 1o earmark
all transaction reports from that site.

This is 1o tell the network controller which of its ports are con-
nected to the site in question. The ports of the network controllar
are the 25-way D type sockels on its rear. The sockel marked
HOST RS232 is always connecled to the PC and therefore
cannot be attached to any other communication device. The
other sockets can be connected to modems or data swilches.
Each socket is numbered according 1o the following:

RS232 Port1 =1
RS232 Port2=2
RS232 Port3=3

This field indicates the type of device connected o the port
specified (see PORT above). Device types are as follows:

0 = & wire bus (only available for first site on each CNC)

1 = straight serial link (e.g., ling driver)

2 = data switch

3 = diagl-up modam

4 = remote cluster (up 1o 8 door controllers connected o the
system via a dala swilch and a modem)

The modem links can be forced dialed, i.e., override the dial-up
times by adding 16 to the REF number (e.g., 19 or 20 for 3 or 4,
respectively). This may be helpful during the commissioning of
the site. To break tha modem link, change the REF number back
o3 ord.

The BAUD field spacifies the speed of communications for the
communication device selected (see REF above). Data swilches
can have the following baud rates: 300, 1200, 2400 and 9600.
The value in this field has no affect on the sbe-wire bus communi-

cation spaed,

This field holds the telephone number of the site to be dialed and
is only relevant when modems are being used o communicate
with the site. All telephone numbers must contain only digits —
na letters or punciualion,

These fields contain two dial-up times for modem managed sies
only; data switch managed sites are continually on-line. It is
recommended that the dial-up times be selected wisaly 1o gather
transactions just alter the busiest periods on a site.

KE00OKE000-MS User's Guide
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LENGTH By entering a maximum number of minules in this lield you can
fix how much time the network controlier spands on line to the
gile. This tima s only relevant to dial-up sites and can be any-
thing from 0 to 99 minutes. This field is particularly useful for
allocating time to the most bus sites. If ihe second time is set to -
0, the system only dials the remote sile once per day.

f '
Radionics Inc. Readykey KEDDD=MS: Fev 1.1 +2.39 089:25:30 T ¥
D/C Comtrol
Sita:
Door Fassback Passhack Beadar/Lock
Ctrlr Code Timacut Combination
28 P oo =
29 g oo el
30 4o oo =
a1 i ao -
az e ag b
1 - == 3] - -
2 gl 00 i
3 imel 00 ==
4 v S ] -
= Tesplate
|F1 = | F2 = | Fi= [Fd= |F5= |[F6= |F1= |Fi= |F3= |Fl0=
LI halp | salact | | *tamp | temp> | +site | print | | y

Passhack control is used to prevent a key from being passed back through an access
point allowing sequential access for several people. With passback control in operation,
a key will allow entry through an IN door once, preventing re-entry until it has been
presented 1o an OUT door, Passback contrel is limited to operation on a single door
controller. For purposes of Passback control, the IN channels are 1 and 2; the OUT
channels are 3 and 4. Place the cursor Inthe Passback Code field, and use the number
keys 1 and 2 to setireset the Passback Code to the required value as shown below.

KEOOOKBO00-MS User's Guide
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Description of Door Control

Door Ctrir Door Controller (1-32).

Passback Code 1--  Tosel Passbackonchannel 1 (channel 4 isthe axit
door). :

-2- To sl Passbackonchannel 2 (channel 3 is the exit
door).

12-  Toset Passback on channels 1 and 2 (channels 3
and 4 are exil doors).

In a similar way to control passback on entry, it is possible to prevent repeated use of the
key on an EXIT reader. To control the passback on exil, place lhe cursor anywhere inthe
Passhack Code field and press the 3. A "T" is displayed in the third position. It a door
comtact is installed and the door monitoring is selup (Le., door open time = 0), the
Passhack restriction is not started until the door is opaned.

Passback Time-out Under normal circumstances the passback control remains
in force indefinitely. For example, it Passback control is set
ondoors 2 and 3, and a key is presented 1o door 2, that key
cannot be used again on door 2 until it has been presented
at doar 3. 1 is often required to set the Passback control if
the chances of someone leaving a protected area without
presenting their key (e.g.. leaving with someone else) are
high. Using the timeout facility in this instance enables the
person to re-enter the area after completion of the timeout
cycla.

To set the Time-out period (10-30 minutes), place the
cursor in the Passback Timeout field and insen a number
represanting the timeout in minutes. Any number between
10 and 30 will enable the facility. An entry of O represents
no timad forgive.

Mote: An Emergency Override will not cancel Passback
and may require a “Void Personnel from Area” command.

Reader/Lock In addition 1o programmable Passback control.a channel

Combination linking facility, allowing channels 1 and 4 1o operate lock
output 1, and channels 2 and 3 1o operate lock output 2.
Place the cursor in the ReaderLock Combination field
and use the number keys 1 and 2 to set/resel to the required
value as shown below.

To set reader combination 1 and 4 to operate bock 1 1-
To set reader combination 2 and 3 to operate lock 2 -2
To set both combinations 12

In the case of inked readers, the door contact and request to exil input are also linked
and should be fited as follows.

Readers 1 and 4 linked - wired 10 door 1.
Readers 2 and 3 linked - wired 1o door 2.

Use F7 or CTRL/FT to select a different site (KE000-MS only).
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""'I
 Badicnics Inc. Readykey KE000-MS: ~ Rew 1.1 vZ.39 ©09:25:30  3/8/92.

Enter Site Purber _- [max = |
Door Controller Humber?

Rre You SURE?

J

This allows tha editor of the system lo send a copy of the databases o all door controllers.
This is usedul if a Door Contreller had been taken off line for any reason. A Download
updates the contents of all door controllers to that stored in the KE000/KE000-MS. A
special download file is generated by the system and passed fo the CNC lor distribution
to all door conirollers.,

The site number and door controller number must be specified. A blank entry selects all
door condrollers for the site.

Once the download file has been generated the user is returnad to the Editor while the
download continues transparently. The percentage of the download 1o the CNC is

displayed.
A download must be completed before the system will allow another download 1o be

stated. The progrese of the download is displayed on the KS000 screen. Always
INITIALIZE a new door controllar prior 1o a download.
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: ™
Fadicnics Tnc. Feadykey KEODO-MS:  Rew 1.1 w2.39 09:25:30 . 3/8/92 _
= - COHNFIG MEHNTU
1 — Eystem Editor Data & - Bite Poll Table
2 - Site Information & — Data Frobtection Menu
3 - Door Control B - Installation Configuratian
4 = Downlosd to Site 9 = Editer Levals
E = Synchronize System Clocks
Eplection:
Bysten Synchronlzed with PC Cloak
J

This function allows the CNC and all the door confrollers time keeping clocks 1o be set
to thal of the K&000/KB000-MS. This will be done automatically at system stan-up, 12
o'clock midday and midnight by the KE00W/KE000-MS, but will need 1o be done manually
at Daylight Savings Time changeovars. The CNC will beep severaltimes 1o acknowledge

the clock sync command,

T4-05682-000-B 3593
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e

Fall Table
Site:
Site Docr Controllexr
Hurbars
1
= Tamplata

|IFl = | Fg = |Fi= [Fd= |F5 = |Fé= |FT = |F&= | F# = | FID =
Ihalp | salect | | | >t | temp> | 4site | print | |

~
Fadionics Inc. BReadykey KEO00-MS:  Rev 1.1 w2.39 09:25:30 3/8/80

S

The address of each Door Controller attached to the CNC is entered here. Satisfactory
communication'pelling is indicated for each controller on the Transaction Mondtoring
Screen.

To Inseri an address, type the door eoniroller numbers separaled by commas or enter
a range separated by a dash, e.g., 1,2,35-Tor 1,3,5812.
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Radicnics Inc. Readykey KEOOD-MS:  Rev 1.1 v2.39 09:25:30  3/9/92

DATA PROTECTION MEHNHD

1 - Eecording Contral
2 - Door Exclusian

3 - Delete Transactiocn Data

Salection:

A

Due fo the increasingly wide-spread use ol computers as large data retrieval systems,
some govemments have introduced data protection acts. Most data pretection acts apply
nat just io personal computers and mainframes, but to anything slering data which can
ba directly or indirectly Bnked 1o a specific person; this includes access control sysiems.

The KEOOO/KE000-MS offers faaturas for controlling when, what and how transactional
information is recordediprinted/displayed. Old transaction data that is no longer required
may ba dalatad.

Description of Data Protection

Recording Control

- Control of when personal transaclions are stored, displayed and printed.

«  Control of what type of personal transactions are stored, displayed and printed, i.e.
valid or invalid access attempls.

Door Exclusion

«  Conirol over which doors transaction reports are stored or displayed.

Dealate Transaction Data
« Deletion of unwanted transaction information.

KEO0QKE000-MS User's Guide
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There are two types of reporis that can be produced relating 1o personnel transactions:
negatlve and positive reporis. Positive repons are authorized access attempls. Negative
reporis are invalid access attempls. Each type of report is shown as follows:

Positive Reports Negative Reports

Type 1- “Exit Authorized” Type 10 - “No Access: Level -
‘Type 2- “Entry Authorized” Type 11 - "No Access: Locked Out”
Type 3- “Access Authorized” Type 12 - "No Access: Tima"

Type 13 - "No Access: Passback™
Type 14 - "No Access: Holiday"
Type 32 - “No Access: Visit Time"

r Y
Radicnica Inc. Raadvkay KEOOD-ME; Rev 1.1 wi. 3% 09:25:30 a/8/92
Racording Control
Sita:
Teanaaction ROES e
Ewitch HEG
1 e | ROS aa
= Teamplats
|Fl m | FZ = |Fi= |F4 = |F% = |Féw= |[FT= |FE= |Fi¥= |FlO0=
[ help | salect | | | >t | templ | +site | print | |
b 7

Description of Recording Control

Transaction This field can be toggled ON/OFF using the space bar.

Switch OFF Indicates that all parsonnel transactions whether negalive
or positive will not be recordad.
ON Indicates that all iransactions (types depending on the

satting of POS/NEG) will be recorded.

POS/NEG This field can be toggled between POS and NEG using the space bar.

NEG Allows only negative type persannal transactions will be
recorded, providing the OMN/OFF field is set fo ON.
POS Means that all perscnnel transactions are recorded,
provided that the ON/OFF field is set to ON.
KEOOOKEDND-MS Uiser's Guide
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TP Specifles a Time Profile for personal transaction recording purposes. A
Time Profile number of 0-32 should be entered hera.

When the Time Profile is not active, personal transaction recording will
be inhibited. When the Time Profile is active, parsonal transaction
recording will cocur as long as theTransaction switch s setlo ON.

I It is recommended that a separate Time Profile (i.e., nol one used for doors, personnel,
elc.) should be set aside for transaction recording control. If timed transaction control s
not required, the TP field should contain zero.

r o
Radienics Ins. Readykaey KE000-MS: Rav 1.1 w2.3% 09:25:30 3Sa062
Door Exclusicn
Slbe:
Site Door Mumbers to ba Excluded
1
- Template
|F1 = | F& = |Fi= | Fd = |F5= |Fé= |FT= | FB = | F@ = | FlO =
| halp | salect | I | *tamp | tesp> | +site | print | I
. v,

Description of Door Exclusion

Excludes personal transaction reporis - positive and negative - being generated for
certain doors in the system. Normally, these will be high activity doors such as a main
entrance. A list of door numbers may be entered separated by commas or spaces.
Dashes may also be used lo represent a range of doors.

Use F7 or CTRL/FT to select a different site (KE000-MS only).
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Fadionics Inc. Readykey NEDOO-MS:  Rev 1.1 w2.39 " 09:25:30 . 3/9/82
Data Range
Site:
Start Period End Period
Date [ Time Date / Time
1 0O/ODS00  DO:OO0 00/00400 00=00
= Tamplata
|Fl= |F2 = |Fl= |Fd=] F5= |Fé= |F1= |Fl= |Fs= |FlO=
|help | select | I | »temp | tempr | +site | print | delete|
' I

Explanation of Delete Transaction Data

Allows the deletion of all personal transactions - positive and negative - between a stan
and end date. Once the two required dales have been entered, press F9 1o star a search
of all recorded trangactions 1o be voided from the sysiem.

Voiding of personal transactions is carried out by the systam erasing any p_amnnn&l.n'
visflor name or 1D held against the ransaction. Once all the specified transactions have
been erased, the system will retum fo the Data Protection meny.
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fadicnics Inc. Readykey M6000-MS:  Hew 1.1 Configuration Dhilicy. .
Salect option:

PC Configuration

Changa Master Key

Initialize Glokal Filea
Intialize Site Filea

Add & New Sita

Inditialize a Door Controller
Initialize Hetwsrk Controller
Initialize Remotae FC

Esc to save changes and axit from CONFIG

~

The K&000 system comes with two versions of the Configuration Utility program.

The CONFIG.COM program is run immediately after the software is initially installed. it
can also be executed iram MS DOS by typing A-CONFIG while in the CAPE000 directory
and the relevani distribution digk is in Drive A:. This form of the configuration utility has
been provided so that installers can assign a new master key 1o the system. If the file
CONFIG.MD2 is deleted iromdrive C: and the system conligurationis selected, the error
message “CONFIG MODULE NOT PRESENT™ will appear on the screen.

Description of the Installation Configuration Utility Menu

1 - PC Configuration

2 - Change Master Key

3 - Inktlalize Global Flles

T4-05682-000-B 253
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When selecied, this puts the user into a new sub-meanu
for setting up PC characteristics. (See Description of
PC Configuration Menuj.

This allows a new master key 1o be assigned. Press 2;
present the key that will become the mastar key to the
CMC readar. Enter a password (optional). Press
ENTER.

Will erase all data flles, such as alarm messages,
personnel files, visitor files etc. Use this command
with care.




4 - Initialize Site Flles Erases all data files for the site. Use this command
with care.

5- Add a New Site Adds a new site 10 a KED00-MS system. Once added,
a sie CANNOT be deleted. ‘

-6 = Initialize Door Controller Erases all data in the door controller. You will be
prompled 1o enter the address (2, 3 or 4) of the door
controller you want 1o clear. This command is normally
followed by a Download Door Centroller command.

T = Initialize Network Controllér
Erases all data in the CNC, including any bulfered
events.

8 - Initlalize Remote PC Erases all data in the Remote PC event buffer.

E6000=HS PC Configuration Menu

Salect option:

1 = Printar = EFSCH M{/LN/TX SERIES
i - Configure Forts

3 - Assign Sites to CHCa

= Bet Muster Paints

Defire Monitored Site Areas

Define Transaction Routes

Set Transaction Boute Times

Sat Door Alarm Transacticn FRoutes

o =] & N fe
[

ESC to main manu

\, w

Description of PC Configuration Menu

1 Printer = EPSON MX/LX/FX Serles
Defines what type of parallel printer is in use at tha master PC. Press 1 to change
batwaan EPSON MXULX/FX series and MICROLIMNE 1821892 series prinlers.

KEOOOKB000-MS Users Guids
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2 Configure Ports
When installing on a PS/2, the addresses are:
Pori Address |IRQ
com1 03F8 IRC4
com2 02F8 IRC3
coma3 3220 IRC3
comd 3228 IRC3
coms 4220 IRG3
comG 4228 IRG3
com?y 5220 IRG3
coma 5228 IRG3
o ™
PC Serial Pert Configuration BScrean
CHC #1 Baud rate: 19200  Port Addr:03Fa Interrupt Line: IRQ4
2nd Hetwork Controller: OFF
CHE k2 Baud rate: 00000 FPort Addr:000 Interrupt Line: IRQ3
Remcta PC1 Baod rate: 00000 Part Addr:000 Interrupt Line: IBQ3
Remote B2 Baud rate: 00000 Fart Addr:000 Interrupt Linei: IBQ3
Remote B3 Baud rate: DRDD Fort Addr:000 Imterrupt Linei: IRQ3
Remote FO4 Baud rate: 00000 Fort Addr:00d Interrupt Line: IFQ3
Transacticn cutput enabla: OFF
Trans. Qutput  Baud rate: 00000 Port Adde:Q00 Interrupt Line: IRQ3
" i
3 Assign SHes to CHCs
The installer uses this facility to dafing which sites each network confroller monifors.
The K&000-MS system as awhola can only monitorupto 128 sites, regardiess of how
many netwerk controllers may be attached to the master PC at the time. Therefore,
it is necessary to enter all the numbers of all sites assigned to each CNC in the form
of a list separated by commas. Mote that the first site enfered in the list for each
network controller will automatically become the & wire bus site.
4 Set Muster Points and
5 Define Monliored Site Areas
Assigns readers with special monitoring functions lor purposes of muster or
identitying personnel within an area bounded by reader points. Enter commas
between individual doors and a dash for door ranges (e.g., 1,23 or 1,2,5-7).
KEOOOKE000-MS User's Guide .
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& Define Transaction Routes

This facility determines whether a transaction is displayed on tha scréen or printer
and, if it is an alarm condition, whether it should be acknowledged. In addition, it can
be determined whether a transaction is displayed on the screen in white or red.
Routing framas are used 1o determine where each of tha 48 different type of
trangaciions are sent. Each frame takes two screens and up to 8 frames can be set
Each frame can have a Time Profile set. This allows diff@rent transaction reporting
for day and night. (See 7 Sel Transaction Route Times.)

When the transaction route frame is displayed the up and down arrow keys swilch
batwaen the four screens of each frama, and from one frame 1o another. The frame
numbeér is displayed at tha fop of the screen. Use tha TAB key o move from one
transaction o another, Coee

To select transaction routing oplions, pressthe1,2,3,4,5,6, 7, Bord keys 1o swilch
ON and OFF 1,2, 3,4, R, X, A, P or 5, respectively.

1 Remole PC1
2 Remota PC 2
3 Remole PC3
4 Remote PC 4
(confinued)
( )
Transacticn Route Configuration
Fouting Frame: 1
Transaction Boutas Transaction Reutas
Typa 123456789 Type 123456784
01 Exit Authorized 1234-%--8 13 Mo Entry: Passback 1234R¥-E5
02 Entry Avthorized 1234=¥==5 14 He Aecess: Holiday 1234R=P8
03 Access RAuthorized 1234=%==5 1% Door Laft Opan 12348X-F5
0d Free Exit 1234-%--2 1& Door Clomed 1234R0M-F5
05 Emergency Owerride On  1234RX-PS 17 Anti-Tamper Alarm # 1 ZTARMAEE
06 Emargancy Owerrida Off 1234RK-PS 18 Rlarm Cleaped 1234-H--5
07 Reguast to Exit 1234=-%-=5 1% Overrida Alazm * 1 234RMAFS
08 Request for Entry 1234-%--8 20 Cwerride Alarm Reset 1E34-X—8
09 Dnavthorized Accass * 1234R0APS 21 Manual Lock 12%4-H==5
10 Bs Access: Laval 1234RX=P5 22 Manual Unlock 123d=X==5:
11 Mo Accaess: Locked Out 1234RX=PS 23 Automatic Lock 1234-H—5"
1Z Mo Acoess: Time 1234R%-F3 24 MAutomatic Unlock 1234-X—5
. ’
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R setsthe color of ransactions sent 1o the screéen 10 red, if not set they will ba
in whita.

X sends the Iransaction to the transaction output (Aux) enabled in the PC
Serial Pord Conliguration screen.

A indicates that alarms (tlems marked with an asterisk) need 1o be acknowl-
edged at the PC reader.

P sends the transaclion to the printer.
% sands the ranzaction to the screen.

Note: Transactions are always stored even though they may not be displayed at the
time thay occur (unkess the events are controlled by Recording Control in the Data
Protection Menu). )

Changing the routing (1,2,3.4) for the remate (from the remoles) has no effect.

r Ty
Transacticn Boute ConllguEaticn
Fowting Frama: 1
Transacticn Routes Transaction Routes
TP 123456789 Typa 123456TES
25 Editor Off 1234-%--5 37 Ovarride Alm hocepted 1234-X--S5
26 Editar On 1234-%--5 i@ RTE Button Held Down 1234RX-FS
27 Alarm Activated 1234RXRFPS 39 Repeated Fay Usa 1234FX-P5
ZB Sansor Fasat 1234=¥X==5 40 Urused 1234EXRAPS
29 htomatioc Isolate 1234=X--5 41 Urused 1234=X==8
30 Automatic Engage 1234-%--8 42 Urused 1234-%X--8°
31 Local Alarm Accept 1334-%--5 43 Orused 1234-%--8
32 Mo Access: Visit Time 1234RX-PS dd Orused 1234-¥--5
33 No Acceas: Unknown ID 1234RX-PE 45 Mo Exit: Passback 1234RX-P5
34 Marual Isclata 1234-¥==5 46 Exit Dut of Hours 12534R¥=P5
3% Marual Engage 1234=¥==5 47 Opused 1234=¥==5
36 Alarm Acknowledged 123]=¥==5 48 Urmasad 1234=X==5
. v,
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'3 Y
Transactien FRoute Configuration
Bouting Frame: 1
Transacticn Routas Transaction Routes
Type 12345670 Type 123456785
49 trangaction type 4% 1 X3RN=PS 61 cransaction typa 61 1234=X==5
50 transaction typa 50 AZTARH=-F'E 6% transaction type 62 1234-X—5
51 transaction type 51 1234RX-¥5 €3 transaction type 63  1234-%X--B
52 transaction type 52 1234RX-F2 €4 transsction typs €4  1234-X-—-5
53 transaction type 53 1234RN=PE 65 transaction type 65  1234=X--5
54 transaction type 5i 1234RX-F5 66 Comma Session Start  1234-X-F8
55 transactisn type 55 1234-X—8 67 Comms Sesslcn End 1234-%=P5
56 transactlon typa 56 1234-H=—=5 68 Redialling 1234-%-F35
&7 transaction type 57 1234=X=-=-5 69 Line Unocbtainable 1234-%-F8
58 transaction type SE 1234-4—5 70 Comma Session Timesut 1234-X-F5
55 transactian type 59 1234-¥—8 71 Comms Session Aborted 1234-K-PS
60 transaction type &0 1234-%--5 72 DT net Responding 1234=-¥-P5
L _
i \
Transaction Route Configuration
Bouting Frama: 1
Transaction Aeutas Transaction Routas
Type 123456789 Type 123456789
73 Modem not Connected 1234-X-F5 85 transaction type BS 1234-%--8
74 Comms error type 1 1234-X-F8 86 transaction type 86  1234-X--5
75 Comma error type 2 1234-X-95 87 transacticn type B7  1234-X--5
76 Comma error type 3 1234-X-F5 B8 transacticn typs BB 1234-X-=3
77 Comms Restored 1234-%-PE 89 vransacticn typs BS  1234=¥==3
78 transasticn typa T8 1234 =Y==5 90 transaction type %0  1Z234=X=--3
79 transaction type 7% 1234~-¥-—5 91 transaction type %1  1234-X—-8
B0 transaction type BD 1234-X—8 92 wransaction type 52  1234-¥--3
81 transaction typa 81 1254 =H==5 #3 transactiom type 53 1234-¥--8
82 transaction type B2 1234-%—5 94 transaction type 54  1234-X--5
83 transacticon type B3 1234-%—5 95 transaction type 53 12M-K==8
84 transaction type Bd 1234-%—8 96 transastion typa %6  1334-X==5
\ J
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7 Set Transaction Route Times
This fadility allows different transaction routes to be set at ditferent times, or
manually switched on and off, Use the TAB key to move between fields. Use the
SPACE bar to switch between ON and OFF and anter a number between 0 and 32
for the Time Profile.

An entry of 00 in Time Profiles specifies 24 hours per day, seven days per week. if
two route frames have overlapping Time Profiles, the lower number Route Frame

5 used.
Route frame #1 is used whan no other frame Is active, even il Enable = OFF and
Time Profile=00,
f ™y
Transaction Routing Timea
Bowte Frame #1 Enable = DOH Tima FProfile i1
Route Frama §2 Erabla = OFF Time Frofile 00
Foute Frama §3 Ernable = CFF Time Frofile L1
Foute Frama #4 1 Enable = OFF Time Prafila 1]
Eoute Frame #5 Enakble = OFF Tima Frofile [
Foute Frame #6 Enable = OFF Tima FProfile o0
Boute Frame §7 Enak:lea = COFF Tima Profile o0
Route Frame §8 Enabla = OFF Time Profile oo
h >
KEOOOHBO00-MS Uiser's Guide
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B Set Door Alarm Transaction Routes
The transaction routing of the KE00WKE00-MS has been expanded lo allow the
userto route alarmtransactions on an individual door basis. ﬂnlfiha 'f:::llm'ing ly'pu
of transaction reports are aliected by Door Alarm Filtering:

Unauthorized Access - Type 8
Door Left Open - Type 15
Door Closed - Type 16
Anti-Tamper Alarm - Type 17
Alarm Cleared - Typa 18

To move to a different site, use F7 or CNTRL F7. To select another route, for example,
REMOTE PC 1 or REMOTE PC 2, use PAGE UP or PAGE DOWN.

Door numbers must be entered separated by commas or dashes.

This screen has no effect when entered from a remate PC.

i ™
DOCR ALARM TRANSACTION ROUTING
ZITE: D1
Doy Rlarms Routed to: Haster PC Screan
Foute Deer Exclusion
Frame
1
i 1=4,8,9
3
4
5
L
7
a
Y o
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An example of an editor level display ks shown below:

» ——
Fadicnics Inc. Readykey K6000=MS: Fev 1.1 v2.39 09:25:30  3/9/92
Editor Accesa
Siter HAIN FACTORY
H " - = :
1 Bditer Type Bditing | Pers Bditing | Add & Void PIN Codes  Display
Paca Trace Acoess Vis Editing  Add & woid Access Codes Hodify
Levs i Group Modify Tima Frofs = Modify hoo Points  Hedify
Alarm Monlt ‘Medify Bolidays Madify Hisc Anals hocess
Muster/Fres AcCcess Cuppant User : Access Editor hodit Access
Editor Infe  Add & Weld Bite Infa Modily Fassback Madify
Sice Dload Access Syne Clocks ACCeEss Data Protect  Madily
Trans Delete Accaas Inst Config HediEy Farmat Disk Rocess
Savae Dbase RooeEss Eeatre DEase - AccEss Arch Trans Access
Exit to DOS Access HManual Lock | Hedify Emg Callsut Modify
|Fl = |Fé = | Fi= | Fd = | F§S = | Ff= |F7 = |Fi= |[|F8= |FlO =
| halp |salect| ed name | | | | +site | print | |
. i

Usa SPACE 1o loggle, then press ENTER.
There are a total of 32 editor levels, oneé for each editor.
The EDITOR TYPE defines one of three types for the associated editor:

LOCKED OUT  With this selected, the associated editor is nol allowed to use any
of the editing facilities, and cannot acknowledge alarms.

ALARMS This selects alarm acknowledgment features, but does not allow
the editor to enter the System Editor.

EDITING Once selected, parmits the editor access to the System Editor, and
allows alarms to be acknowledged.

Editing options are No Access, View Only, Modify or Add & Void,
System command oplions are Accass and No Access. Pin display
options are Display and No Display.

74-05882-000-B 393
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r- S . " e
‘Radionies Ino. Readykey K6000-MS:  Rev 1.1 v2.33 09:25:30  3/9/92

)

DISE FUORNCTIONE HERD

1 - Fozmat a Diskatte 5 = Backup Master Transaction File

2 = Save System Databasa 6 - Execute a DIS Command
3 - Restore System Database 7 = Escaps from KEDO0 System

4 = Archive Transaction Filea

Selection:

o

This manu enables the user 1o carry out computer operating system commands without
laaving tha sysiem.

This command allows the normal DOS diskette format command 1o ba run from inside
the KE000 program. All new disketles used on a computer must be formatied belore use.
The function assumes tha disk is 1o be formatted in the system A:drive, and that DOS s
installed. The function formats the disk for the highest capacity of the drive. Use high-

density disks.

This command writes all data files o an already formatted diskette Inserted inthe system
A: drive. It |s good practice to save the syslem dalabase every time any significant
changes are made to the system database. Mulliple diskettes should be used, these
being rotated between each database save, This way, even if one disketie gets lost or
corrupted there is always a previous back up available.

This command relcads the data files from a disketle in the system A: drive onto the

system hard disk (CAPG000).

KE0DOKEDD0-MS User's Guide
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This function copies archived transaction files on the system hard disk fo disketie for
archive storage. The funclion is automatic ance imvoked and will prompt for insertion of
diskettes as required. It is essential that each diskette is marked with the disk number and
date, and stored in a safe place for later use for data retrieval if needed.

This facility saves the current TRANS. DAT file onto disketie. After selecting option 5, the
following message will appear on the screen;

READY TO BACKUP TRANS.DAT
INSERT BACKUP DISKETTE IN DRIVE A:
Press (ESC)cape / (Continue

After the user has inserted a formatted diskette imo the system A: drive and pressed a
kay, the system will check that there is enough room on the diskette to backup the
transaction file. |l the disketle does not contain enough free space, the sysiemwill display
Ihe following message.
READY TO BACKUP TRANS.DAT
NO ROOM ON DISKETTE : REPLACE AND
Press (ESC)ape / (C)ontinue

Once copying starts, the following message is displayed:
COPYING ARCHIVE FILE CAPS00ZTRANS . DAT TO DISK A:

When the backup is finished, the system displays the message:
ARCHIVE FILE A:TRANS.DAT COPIED TO DISK A:
REMOVE DISKETTE AND

Press (ESC)ape / (Clontinue

On pressing a key, the system will return to the Disk Functions Menu.

Mote: This backup is to save transactions thal have not yet been archived. In the event
that a problem occurs on the system computer that requires the disk to be restored, copy
the file TRANS.DAT back onto the CAP&000 directory from the disketie to restore these

This stops the K000 program, rekeasing it to do other functions. However, the CNC, and
all centrollers connected o it continue to operate as normal. Reinvoking the K&000
program will pick up the transactions as normal. A form feed is sent to the printer.

KEOOKEA00-MS Users Guide
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The following provide explanations for transactions which may appear in Transaction
column of the Transaction Monitoring display:

© 1, Exit Authorized
2, Eniry Authorized

3. Access duthorized
4. Free Exit

5. Emergency Ovarride On

6. Emergency Override Off

7. Requestio Exi

8. Regquest for Entry

9. Unauthorized Access
10. Mo Access: Level

11. Mo Access: Locked Owl
12. No Access: Time

13. Mo Entry: Passback

14, Mo Access: Holiday
15. Door Left Open

16. Door Closed
17. Anti-Tamper Alarm

18. Alarm Cleared

19. Owerride Alarm

20. Override Alarm Resel

T4-05882-000-B 33
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An exit door was opened with a key.

if an ID and name are reported, an eniry door was
openedwith akey. f no name or ID are reported, an entry
door was opaned using the RTE bution.

Am.nmmmnaludunmryuraxﬂ,wmm
using a key. .

A door was opened from the inside using the door
handle.

The monitored pull station associaled with a door has
been struck, The door is no longer securg, This evant
may require editor acknowledgement, and is primted as
an exceplion.

The monitored pull station associated with a door has
been repaired, This is printed as an exception.

An axit door was opened using the ATE button.
An entry door was opanad using tha RTE button.
A door has been forced apen.

The key used has not been assigned access to this
particular door.

The key used has not been assigned access to any door.

The key has been used ouiside of iis assigned Time
Profile.

An allempt has been made to access an eéntry door
withaul axiting first.

The key used is assigned an active holiday profile.

A door has been left open for longer than s specified
*door open lime” after a valid access.

Adoorhas closed afler a previous "door left opan” alarm.

The reader cable associated with a door has been
savered or disconnected. This alarm may require editor
acknowledgemant, and is printed as an exceplion.

A previous door alarm has baen accepled by the system
and ils cause removed.

The override input on this door coniroller has activated.
This may require editor acknowledgemeant and is printed
as an exceplion,

The override on this door controller has reset. This is
printed as an exceplion.




21. Manual Lock
22 Manual Unlock

. 23. Automatic Lock

24, Automatic Unlock

. Editor Off
. Editor On
. Alarm Activated

5B B

. Sensor Reset
. Automalic Isolate

B 8

30. Automatic Engage
a1, Local Alarm Accept

32. Mo Access: Visit Time

33. Mo Access: Unknown 1D
34. Manual Isolate

a5. Manual Engage

36. Alarm Acknowledged

37. Owverride Alarm Accepted
38. ATE Bution Held

39. Repealed Key Use

40, Pin Reader Duress

41, Duress Acknowledged
42, Local Duress Accepled

A door has been locked manually.
A door has been unlocked manually.

A door has been locked automatically by its assigned
Time Profile activating.

A door has been uniocked automatically by its assigned
Time Profile aclivating.

An editor completed editing on the system.
The editing system was entered by an editor.

The alarm zone specified has been activaled. This
event may require editor acknowledgament and is printed
as an exception.

An alarm input has reset following a reported alarm.

An alarm input has been automatically disabled by its
assigned Time Profile activating.

An alarm imput has been automatically enabled by its
assignad Time Profile activating.

A previous alarm (locally accepted) has been accepted
atthe K2000-N and passed onlo the KE000/KED00-MS.

A visitor has attempted to access a door outside the
assigned Time Period. This event is printed as an
exception.

A key not present in the system's dalabase has been
used. This is printed as an exception.

Confirmation that an alarm input has been manually
disabled.

Confirmation that an alarm input has been manually
engaged.

Confirmation that an operator has acknowledged an
alarmm, This is printed as an exceplion.

Override acknowledged at the PC.

An RTE button has either gotten stuck, or has been held
down too long.

User denied access because key was hald in front of
reader too long.

EVENT TYPES 43 THROUGH 44 ARE NOT USED
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45, Mo Exit: Passback
48, Exit Out of Hours

47, Editor Off (Paneal)
48, Editor On (Panel)

The key used was presenied without having registered
as entering first,

The key was used to exit through an EXIT door afier the
user's Time Profile (lor their Access Code) had expired.

An editor accessed the K2000-AM editing system.
An editor compleled editing al the K2000-AM. -

EVENT TYPES 49 THROUGH 65 ARE NOT USED

66. Comms Session Start

67. Comms Session End

68. Redialing

9. Line Unobtainabde

70. Comms Session Timaout

71. Comms Session Abored

74-05882-000-B 353
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This event is recorded when the dial-up time for a
remaote sile has amived, and the network controller is
attempling telephone contact, Mote that this report will
only be seen when the network controller is supervis-
ing sites of comm type 3, 4, 19, or 20.

This event is recorded when the network controlier
has finished communicating with a remote site and
has dropped the telephone line. This event is a
satistactory finish fo a communications session. Note
that this report will be seen only when the netwaork
controller is supervising sites of comm type 3, 4, 18,
or 20,

This event occurs when the nebwork controller is
unable to conned with a remole site on the firs
attempt, and subsaquently redials the telephone
number, The network controller will redial a remote
site up 1o four times (a iotal of five attempts). There-
fore, up to four consecutive “redialing” reports could
be seen for tha same remole site, followed by a "line
ynobfainabla™ evant [see below).

This event is generated when the network controller's
modam is unabla 1o use the tebephone line either
because it is nol connacled, is engaged, or the
remole modem is nol answaring. This event signals
the end of a communications sassion that never
managed a connection to a remote sité door control-
lar: nio further confact will be made wntil the next
programmed lime.

This event occurs when the maximum programmed
duration for a communications session is reached.
The associated repor signals the forced ending of
communications with a remole site from which the
network controller had inadequate time 1o finish
transmitting and/or receiving dala.

This repor is produced by the network controlier
when it cannot communicate with any door controlier
on a remote site, and has thus given up and dropped
the telephone ling.

Mote that this event can only occur once the network
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T2, D/C Not Responding

73, Madem Mol Connactad

74, Comms Ermor Type 1

75, Comms Error Type 2

76. Comms Error Type 3

77. Comms Restored

contreller has successiully connected with the remote
modem, but was unable 1o communicate 10 gny of the
door controllers connaecled to It

Once the said event has oocurred, the network
controller will not attempl to connect again wilh the
remate site until the next programmed time.

This avent occurs at the end of a communications
session for all door conirollers that the network ©
controller was not able fo communicale with, This
gvent is also briefly shown on the PC monitor and
network controller Vacuum Flucrescent (VF) display
as an Error-18 for all the affected door controllers.

Mote that this event can only accur once the network
controller has successfully established contact with
the remaote madam.

This event occurs when the network controlier is
unable 1o receive replies for its commands transmit-
ted to the modem, preventing the communications
segsion from baginning. Once this event occurs, the
network controller will not attempl further communica-
tions with its modeam until the next programmed time
for a ramole site targeted by the modem.

The PC monifor and network controller VIF display
show this condition as an Emor-17 for the first door
controller assigned to he remote Sile.

This condition can occur only for door controllars
connectad 1o the six-wire bus. The network controller
records this event whean a door controller has failed to
reply, on two consaculive occasions, 1o an address
the CNC has transmitted on the six-wire bus’ AB1
line. A valid address transmitted down the AB1 line
expects a reply within 60ms up the USD line.

This condition is also echoed fo the PC monitor and
network confroller VF display.

~ This rare condition occurs whenever the network

confroller receives a garbled/unrecognizable reply 1o
a command it has iransmitled 10 a door coniroller,
Mote that this bad reply has passed a checksum test.
This condition is also also echoed to the PC manitor
and network controller VF display.

This report occurs when the network controller has
transmitted a command 1o a door controllar and does
not recelve a reply on two consaculive occasions.
This condition is also also echoed 1o the PC monitor
and network coniroller VF display.

This report occurs when the network controller has
re-established communications with a door controller
after reporting an Error-1, 2, or 3 for it.

EVENT TYPES 78 THROUGH 86 ARE NOT USED
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