Software License Agreement

Digital Monitoring Products, Inc.

This License Agreement is your proof of license. Treat it as valuable property.

This is a legal agreement between you (either an individual or entity) the end user, and Digital Monitoring
Products, Inc. If you do not agree to the terms of this Agreement, promptly return the disk package and
accompanying items for a full refund.

Digital Monitoring Products, Inc. Software License
Digital Monitoring Products, Inc., hereafter referred to as DMP, agrees to grant, and you agree to accept on
the following terms and conditions, a non-transferrable and non-exclusive license to the use of the software
program herein delivered.

License
This license authorizes you to:

1. Use the enclosed program on multiple computers within your company.

2. Copy the program in printed or machine readable form for the purpose of backup or
modification in support of your use of the program.

You may not use, copy, modify, or transfer the program or any copy or merged portion, in whole or in part,
except as expressly provided for in this license.

Terms
This Agreement is effective from the date you receive the program and shall remain in force until
terminated. You may terminate it at any time by destroying the program together with all copies and merged
portions in any form. This Agreement shall also be automatically terminated if you fail to comply with any
of the terms or conditions in this Agreement. You agree upon such termination, to destroy the program
together with all copies, modifications, and merged portions in any form.

Disclaimer of Warranty
DMP makes no Warranty of any kind, either expressed or implied, with respect to the use of the licensed

program. DMP expressly disclaims all implied Warranties of merchantability and fitness for a particular
purpose.

Limitation of Liability
In no event shall DMP be liable to you for any damages, including any lost profits, lost savings, or other
incidental or consequential damages arising out of the use or inability to use the program, even if DMP has
been advised of the possibility of such damages.
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General
You may not sublicense, assign or transfer this license or the program except as expressly provided in this
Agreement. You acknowledge that you have read this Agreement, understand it, and agree to be bound by its
terms and conditions.

You agree that this is the complete and exclusive statement of the Agreement between us, which supersedes
all proposals, oral or written, and all other communications between us relating to the subject matter of this
Agreement.

If any of the provisions, or portion thereof, of this Agreement are invalid under any applicable statute or rule
of law, they are to that extent to be deemed omitted.

This Agreement shall be governed by the laws of the State of Missouri. Should litigation arise concerning
this Agreement, the prevailing party shall be entitled to its attorney's fees and court costs, in addition to any
other relief it may be awarded.
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All Rights Reserved
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Information furnished by DMP is believed to be accurate and reliable.

The information in this user's guide is subject to change without notice. The software
described herein is furnished under a license agreement. The software may be used or
copied only in accordance with the terms of the agreement.

No part of this document may be reproduced or transmitted in any form or by any
means, electronic or mechanical, including photocopying, recording, or information
storage and retrieval systems, for any purpose other than the purchaser's personal use,
without the express written permission of Digital Monitoring Products, Inc.

* IBM is a trademark of International Business Machines Corporation

* Windows™ is a trademark of Microsoft® Corporation

Unless otherwise noted, all names of companies, street addresses, and persons
contained herein are part of a completely fictitious scenario and are designed solely
to document the use of the Remote Access program.
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About Remote Access™

Introduction

About Remote Access

The Remote Access™ program from Digital Monitoring Products, Inc. is the
software that will transform the way in which you manage your subscriber

accounts. Its easy to use Microsoft® Windows™ interface, combined with the

power of complete panel programming, signal processing, and fast downloading,

will save you hours of on-site installation and service time. W e're confident you'll
be impressed by its capability and by its simplicity

Remote Access and Remote Access +

About this guide

If you are unable to access an
operation described in this guide,
verify you have the correct
authority level and the appropriate
version software.

Special note

‘ Remotez x CCEeSS

Digital Monitoring Products, Inc.

There are two versions ofthe Remote ~ Access program.

Remote Accessallows remote programming of DMP  Command Processor™
panels. This version also allows limited monitoring of system events but does not
store that information for future retrieval.

Remote Access {plus) - provides the full remote programming capability of
Remote Access and additionally allows you to monitor the alarm and system
reports transmitted by your subscriber's DMP panels.

Chapter 1, Getting Started, gives you a general introduction to Remote Access
and then takes you through the necessary hardware setup and software

installation. An additional section shows you how to log onto Remote Access and
configure the program on your computer

Chapters 5through1 1 detail the specific menu options found in the File, System,
Panel, Program, Command, Inquiry  , and Help menus. Each of the menu chapters
first lists the menu options with a brief description of their use followed by a
"Whento use" statement.  Thisis intended to let you determine as quickly as
possible whether this chapter contains the information you're seeking.

Remote Programming

Chapter 12 provides you with details on performing specific tasks associated
with the remote programming of panels.

Throughout this guide only the name Remote Access is used when referring to
functions common to both program versions. When referring to any of the
additional functions found in Remote  Access +, that product name is used and/or
aRemote Access +logois placed in the left margin. See example at left.

Remote Access User’s Guide
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About Remote Access™
. _______________________________________________________________________________________________________________________________|
How to find your information on the page

Atthe beginning of eachmenu chapter  , there is a screen image of what the menu
looks like when pulled down. Below that are bullet list descriptions of the various
Menu Options withinthatmenu. These can help you determine whether you're
looking in the right chapter Whento use is a general description of what the
menu and its options are used for

After this introductory information, each of the individual menu options are
described in order of their appearance in the menu.

Actual screen images from the File Menu
Remote Access program at the
beginning of each chapter show

you the various options contained I
in the menu.

The chapter heading helps
you locate the chapter
you're looking for when
going through the pages.

Each menu option is described in Menu Options + New - Allows you to create a new account or programming file
a short bullet to he[p you easi/y \ + Open - Opens new or existing account or programming files.
. . + Close - Closes an open programming fle
locate the information you need. \ + Print - Allows you to print subscriber and system information The authority level shows

+ Database - Allows you to manage account and programming files

you at a glance the level
required to access this
menu option.

« About - Displays version and licensing information for this program
« What's New - Shows new changes since last revision
+ Exit - Quits the Remote Access program

| — When to use

The When to use section gives / e el mens e reaing a new b accoun
you a summary of what the OpﬁOﬂS print specific account information and manage
in this menu allow you to do. New

famming file

e Access database files.

Authority Level: 3

Screen images are used
throughout the user's guide
to highlight and help
explain specific features or
options of the program.

After logging onto the Remote Access systemNbe/option in the File menu

becomes active. Selecting New opens the New Account Number box in which
you enter the account number for the new
ol account file
Enter the new account number in the Account
box. You can only enter an account number

that s not already on file

After entering the account number, select the correct panel type and choose

Callouts in the margins give you
descriptions of screen elements
Open. Remote Access opens a blank Account Information box for you to enter

or concise versions of help ful the new account's information
information found elsewhere in Dighal Monitoring Products, Inc Remote Access Users Guide
the guide. Werus 51

Recommended documentation
Before using Remote  Access, you should read and be familiar with the following
documents:

* Remote Access User's Guidehis guide is the basic installation and
operation instruction book forthe Remote  Access program. The Remote
Access User's Guide takes you from the Hardware Setup through a
description of each program menu item and its function.

» Command Processor Programming Guid&ere is a programming guide
for each DMP Command Processor panel that fully details the various
programming options available. For a complete list of guides, or to order a
guide, call DMP Customer Service at 1-800-641-4282 or contact your
regional DMP Sales Representative.

Using Microsoft Windows
This guide assumes you are familiar with the Microsoft W indows program and
how it operates. If you have notused W  indows before, or would like to refresh
your skills, we recommend you read through the Microsoft Windows User's
Guideincluded along with the Microsoft W  indows program. The W indows
program also contains an excellent on-line tutorial that easily teaches you how to
use the various menus, boxes, and utilities to make your use of Remote Access
more productive.

Remote Access User’s Guide Digital Monitoring Products, Inc.
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Hardware Setup

Hardware Setup

Description
There are two main components required to operate the Remote Access program,
an IBM compatible 486 or higher computer and a DMP SCS-1 Receiver or SCS-
105 Single Line Receiver

The SCS-1 Receiver consists of the receiver and main processor board,

monochrome SCS-CR  Tdisplay , keyboard, and activity printer . The SCS-105isa
single line receiver that connects the Remote Access computer to anincoming
phone line and allows remote connection to DMP Command Processor™ panels.

SCS-1 Firmware Requirements

The SCS-1 Receiver must contain firmware revision level 801 or higher . Ifyour
receiver firmware level is less than 801, contact DMP for an SCS-1 Firmware
Update kit.

If you're not sure which revision level your receiver is currently running, follow
the steps below:

1. Open the front of the receiver by turning the four quick disconnect screws
counterclockwise.

2. Remove the plexiglass cover and press the Processor Restart button on the far
left side of the SCS-120 Power Supply board.

The receiver restarts and displays its firmware revision level on the CR T for
about three seconds before returning to the Operator Sign On screen.

SCS-105 Firmware Requirements

The SCS-105 Receiver must contain firmware revision level 204 or higher f
your SCS-105 firmware level is less than 204, contact DMP for an SCS-105
Firmware Update kit.

If you're not sure which revision level your SCS-105 is currently running, follow
the steps below:

1. Remove power from the SCS-105 and disconnect all cables.
2. Open the front of the SCS-105 by removing the two machine screws.

3. Gently tilt the SCS-105 face down and hold the processor board as it slides
out.

The SCS-105 firmware chip is located about two inches above the internal
speaker . Ontop of the chip is a label with the firmware revision number

Digital Monitoring Products, Inc. Remote Access User's Guide
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Hardware Setup

SCS-1 Receiver Hardware

Receiver output ports
Onthe back of the SCS-1 Receiver there are three DB-25 output ports used to
connect the receiver with Remote ~ Access orahostcomputer ,aCR T,andalocal
printer. See below:

o) Connect the receiver system
monitor to the CRT port.

Connect the RS-232 cable from CRT
your automation computer to the ~
Host Output port.

HOST OUTPUT]

ACTIVITY LOG

N You can connect a serial printer
® to the Activity Log port for hard
copy records of report activity.

CRT port
This port is where you connect the monochrome monitor (SCS-CR T) shipped
with the receiver to review account activity asit’  sbeingreceived. The SCS-1
Receiver system keyboard connects into the back of the monitor and allows you
to set up the SCS-1 for proper operation

Host Output port
The Host Output port is a standard RS-232 connection that operates at either
1200 or 9600 baud, eight bits per character , No parity , and two stop bits.
The specific Host Output port pinouts are listed below:

Pin 1 Shield ground

Pin 2 Receive data Host Connector P”\/l 13 PIN 1
Pin 3 Transmit data doooooooooooqé/
@O [CRCNCNONONONONONG]

Pin 7 Signal ground Y
PIN 25 PIN 14

Activity Log port
This port allows you to connect the Okidata 184T serial printer (SCS-PTR) to the
SCS-1 Receiver and maintain a printed record of all account activity

Remote Access User’s Guide Digital Monitoring Products, Inc.
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Hardware Setup

Host cable specification
The SCS-204 Host Cable allows you to connect the Host Output port on the back
of the SCS-1 Receiver to the serial port on the Remote Access computer or host
automation computer . The Host Cable can be purchased separately from DMP
Refer to the diagram below for Host Output port pinout descriptions.

DB25P DB25S

[) A

© e ® 9

© e ® 0

Caution: Do not disconnect the [P 9

Host Cable while the SCS-105 g o|g bl

modem is powered. Doing so 0 ol 7 7la :

can cause damage to the g ofg : °
modem. ToSCS-1 |0 L4 3 3|® : To Host
Receiver |0 == Loy Computer

0 ol 2 | o °

Gl

1 cable shield

When using the SCS-105, connect the cable shipped with the modem to the
computer's serial port. See System Menu/Configuration.

Host Communication Specification

During communication between the host computer and the SCS-1, Remote
Accessrespondswithan ~ ACKNOWLEDGE (ACK) character to each signal it
receives. Ifthe Remote  Access program cannot interpret the signal from the
receiver , itresponds withaNOT ACKNOWLEDGE (NAK) character . The
receiver then displays a Host Failure message onits CR T display and reverts to
requiring a manual acknowledge from the operator's receiver keyboard.

The communication failure is also logged on the Activity Log printer. The
receiver's change to manual operation is referred to as the Host Failure Mode.

Note: The SCS-105 Receiver is unable to display a Host Failure and should not
be used as a primary receiver

Host Failure Mode
While in the Host Failure Mode, the SCS-1 Receiver continues to send its
messages to the host computer Only alarm messages are displayed on the
receiver CRT.All other messages are printed on the local printer only

Alarm messages are sent only once and, if not accepted by the host computer
remain onthe receiver CR  Tto be acknowledged by an operator

If there is another message pending when the operator acknowledges amessage,
itis removed fromthe CR T display allowing the next message to be displayed.
This process of allowing manual acknowledgment helps prevent a memory
backlog from occurring in the SCS-1 during a Host Failure.

Digital Monitoring Products, Inc. Remote Access User's Guide
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Hardware Setup
. _______________________________________________________________________________________________________________________________|
Additional Host Failure causes

Another cause of the Host Failure Mode occurs when the SCS-1 Receiver does
not receive anyresponse to its communication from the Remote Access program.
When the receiver first sends a message to the host computer , itwaits five
seconds for aresponse. If there is no response, it again sends the message. The
receiver makes a total of five attempts to send its message to the host computer
after which it reverts to the Host Failure Mode.  This Host Failure is also logged
onthe Activity Log printer.

To verify the Remote  Access program is continuing to operate during low activity
hours, the SCS-1 sendsan SCS-1 Test Signal (S99) every minute. Ifitreceives a
NOT ACKNOWLEDGE or no response from the host computer , itenters the
Host Failure Mode. This Host Failure is logged onthe  Activity Log printer.

Enter SCS-1 activity
During a Host Failure Mode, you can manually enter account activity directly
into the Remote Access system by usingthe  Alt+F10 command from the Remote
Access computer keyboard.

This can help maintain the account activity on record until communication
betweenthe Remote  Access program and the SCS-1 Receiver can be restored.
When communication is fully restored, acknowledgment capability of alarm

system reports returns to the Remote Access program. Both the Host Failure and
Host Restore events are logged on the Activity Log printer.

Remote Access printer output
In addition to the printer connected to the SCS-1 receiver ,you can also have a
parallel printer connectedtothe Remote ~ Access computer . Thisisreferredto as
the Remote Access Report Printer

The Report Printer connects to the first parallel port (LPT1) on the host computer
andisused by Remote  Access to print all reports for the various system
programs. Refer to the Print Manager section of the Microsoft Windows User's
Guide

Remote Access does not provide the parallel printer or printer cable.

Host computer startup

The Remote Access program requires DOS version 5.0 or higher , Microsoft
Windows version 3.1 or higher , and atleast 4MB of RAM on the host computer
to operate properly .

Remote Access User’s Guide Digital Monitoring Products, Inc.
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Software Installation

Getting Started

What's required

Software Installation

Installing the Remote  Access software is relatively simple and should only take
about 10 minutes for most installations. Before you begin please take a moment
and read through this chapter . It'simportant that you are familiar with the system
requirements of Remote  Access and the procedure for properly loading itinto
your computer .

If you're not familiar with loading programs through W  indows, refer to the
Microsoft Windows User's Guidier detailed instructions.

Before installing Remote  Access, make sure your computer meets the following
basic requirements:

* IBM compatible with a 486 or greater CPU, up to 20MB of available hard
drive space, and a 1.44MB 3.5" floppy disk drive

*  Aminimum of 4MB of RAM (8MB recommended)

» Atleast one Com port, two for pass-through

» AVideo Graphics Adaptor (VGA) or better monitor

» Microsoft Windows version 3.1 or W indows 95

* Amouse

What's included in the Remote Access package

Your Remote Access package contains the following items:

» Two 3.5" floppy disks
» ARemote AccessUser'sGuide (L T-0194)

Install the program from the disks provided

Important!

Digital Monitoring Products, Inc.

Install the Remote  Access program onto your computer directly from the original
disks. Afterinstalling the program, we recommend you store the disks in a
secure, dry place.

If you're installing the Remote  Access program onto a computer where the DMP
Security Information Management System (SIMS) is installed, you must make
sure the SIMS programming and account files are located in the C:\SIMS
directory . Failure to do this may result inincomplete conversions of the SIMS
database files.

Remote Access User’s Guide
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Modifying your Autoexec.bat file

Exil Windows...

Click on the File menu and select Run.

Mutepad - [Untitled]

Pege Selup,..
Print Setep.

Uit il o L thems i
[tfesrimp iy 8] [ s ]

In the File Name box, type
c:lautoexec.bat and press Enter.

When installing Remote  Access onto your computer , you must make some slight
modifications to your autoexec.bafile. These modifications consist of using the
Windows Notepad to add the Share program to your autoexec file and set the

files and locks to levels required by Remote Access.

How to do it

Turn on your computer and startthe W  indows program (your system may start
Windows automatically). If your computer is already running, quit any open
applications and returntothe W  indows Program Manager

Follow the instructions below:
(The diagrams on this page follow the sequence of steps detailed below )

1. Fromthe File menuinthe W ,selectRun. TheRun

dialog box appears.

indows Program Manager

2. Type in the following: c:\windows\notepad.exand press Enter . (You can also
just double-click on the Notepad icon fromthe W  indows Program Manager .)

3. InNotepad, click on the File menu and then on the Open option. ( Alt+F, O)
This brings up the Open dialog box. (Before making changes to the
autoexec.bat file, you should make a duplicate and name it autoexec.old. This

allows you to restore the file if necessary ~ .)

4. Inthe File Name text box, type inc:\autoexec.batind press Enter . Notepad
will open a copy of your computer's autoexec.bat file in which you can make
the necessary changes.

5. Position your cursor at the far right end of the line that starts with the word
"PATH" and press Enter . There should now be a space between the P
and the next line of text.

ATH line

6. Place your cursor to the left in the blank space and type in the following:
C:\dos\share.exe /L:750 /F:8000

7. Fromthe Notepad File menu select Save.
file to your computer .

Quit Notepad and returnto the W
Note: You must restart your computer for the changes to take ef fect.

This saves the modified autoexec.bat

indows Program Manager

Film Ess Sessch  Help

E#e  Edit Hearch [Hels

BECHD OFF
SET WER=DOES_@
PFROWPT $pdg

ConMIEDNEE L EHARTRRLY L EXE

©2 4| bl SriaR TR EE
HECES OFF

SET WER-BSS 0

FRAEFT Splip

FRTE 2y Bard 2w el

PATH G005 ;0 s wdndows

LOADHIGH TP% S

HODE COMD 968 H.B 4P )

DOSKEY In the autoexec.bat file,
place your cursor at the

end of the Path line.

Press Enter.

HERU
SET TEWP=LC:%THP

LR SRaRE EXE L7500 SF 000
LbabEICE IFX

HIEE BT %6 M. B F
BGEET

PRGEELL

HEH®

SET TEWF=CLTHP

Add this line only to the
autoexec.bat file.
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Software Installation

Loading Remote Access onto your computer's hard drive

Starting the program

Once back atthe Program Manager  , you're ready to installthe Remote ~ Access
program.

Follow the instructions below:
1. Insertthe Remote Access disk #1 into the computer's 3.5" drive. On most

computers, this is drive "a".

2. Fromthe W indows Program Manager File menu, select Run. The Run dialog
box appears.

3. Click once onthe Run option.
4. Type "a:setug' and choose OK.

Ifyouinserted the Remote  Access disk into another drive besides", use its
letter designation in place of the "a" in the example given above.

Theinstall program onthe Remote  Access disks automatically loads the program
and program icon onto your computer's hard drive under a separate group icon.

Follow the on-screen instructions for additional installation information.

Once Remote Accessisinstalled, you can start the program from the W indows
Program Manager by double-clicking its icon.

Double-click on the I —"""'|
Remote Access icon to |
start the program. m' “""::

As the program loads, it displays a start-up screen followed by the Remote
Access application window . This window contains the menu bar with the
program's menutitles shown.  The Program, Command, and Inquiry menus are
grayed out until you open afile or connect with a panel.

Chapters5to1 1inthis guide detail the operation and use of each menu item
optioninthe Remote Access program.

Remote Access System Status

RemoteA CCEeSS

Digital Monitoring Products, Inc.

This optionis available inthe Remote ~ Access +versiononly . When the Remote
Access+ program starts, the Remote Access System Status box is displayed on
screen. This status box provides you with important information about your

system and any account information currently in the Alarm List.

The next page contains descriptions of the various fields on the status box.

Remote Access User’s Guide
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System Status Box fields

Remote Access User’s Guide

Unacknowledged AlarmsThe number of alarm, trouble, and restoral reports
received but not acknowledged by an operator

Acknowledged AlarmsThe number of alarm, trouble, and restoral reports in the
Alarm Listthat have been  Acknowledged by an operator

Disabled AlarmsThe number of alarm,
trouble, and restoral reportsinthe  Alar
List that have been Disabled by an
operator . See Alarm Listinsection6. T
System Status box only shows a count of
one for each report regardless of how
many timesit'sreceived. To seethe
actual repeat count, use the Disabled - F4 option while in the Alarm List.

Aemole Acteas Sysiem Sialus

Non-Restored AlarmsThe number of alarm and trouble reports that have been
received but that have not been followed by a restoral report.

Receiver Statud'he current status of the Remote  Access program's connection
to the SCS-1 Receiver or SCS-105 Modem.

OK-Remote Access is receiving an S99 message from the receiver at least
once each minute to verify its communication link.

Fail - Aloss of Host Cable connection or other communication failure has
occurred.

—(dash)- The Com port assignmentin System/Configure/Remote Access/
Receiver 1 has been setto None

Host StatusThis shows the current status of the Remote Access program'’s
connection with a Host automation computer

OK-Remote Accessis able to verify communication with the Host
computer .

Fail - There have been at least five non-acknowledgments of a message
passed through to the Host computer

—(dash)- The Com portassignment and Pass Through options in System/
Configure/Remote Access/ have not been selected.

Stay On Top When this box is checked, the system status box remains visible
on screen regardless of whether Remote Access or another program is currently
the active program.

Ifyou uncheck the Stay On  Top box and then click outside of it, the status box
falls back behind the active application.  Toretrieve the status box, usethe  Alt+
Tab keys until you see the display RA_ST AT

The system status box is only visible when Remote Accessis running.
The date and time displayed in the status box are taken from the W indows
program.

Digital Monitoring Products, Inc.
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Logging On

Passwords appear as
asterisks when typed in.

\

Operator Log OnfOff

Password: _
@ On O o

| Enter l | E xit l

Logging On

Introduction

Before you can use the Remote  Access program, you must log on with a valid
password. When first installed, the default password to log on is "New". Tolog
on, follow the steps below:

1. Fromthe System menu, selectLog On/Of  f(orpressF1 1).

2. With the cursor flashing in the Password box, type in your password (or type
Newif you have justinstalled Remote  Access). As you type in the password,
Remote Access displays asterisks in place of the typed characters to prevent
others from seeing your password. Press Enter

3. ALog On box confirms a successful log on. Choose Enter to continue.

Configuring Remote Access

After logging into Remote  Access for the first time, you must configure the
program to operate with the SCS-1 Receiver or SCS-105 SDLC Single Line
Receiver connectedtothe Remote  Access computer . From the System menu,
select Configure/Remote  Access.

Remote Access Configuration

Digital Monitoring Products, Inc.

Onthis screen you'll see a palette with four index tabs. Select the individual tabs
for Remote Access, Receiver 1, Host, and Defaults and make the appropriate
selections to configure your system. Refer to section 6, System Menu, for
descriptions of each of the options.

Once you've configured the system, copy your entries onto the System
Configuration Record Sheetocated in Appendix Aat the back of this guide.
Store the completed record sheet in a safe place where it can be easily accessed
by personnel when needed.

Special notes for SCS-1 Receivershe Remote Access program defaults to
Com 1 forthe SCS-1 communication port and 9600 for the baud rate. You can
change these to match the particular configuration of your computer

Remote Access User’s Guide
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Logging On

It is important to note that Com 1
has the same interrupt as Com 3
and Com 2 has the same interrupt
as Com 4. You cannot use Com 1
for Remote Access if you are using
Com 3 for another device and you
cannot use Com 2 if you are using
Com 4 for another device.

The communication port selected must be free from use with any other device

drivers such as modems, mouse, scanners, or printers. The port must also be free
of TSR (Terminate and Stay Resident) programs running in the background such
asBtrieve. These programs can cause communication errors or preventthe

Remote Access program from starting. If you are unfamiliar with the

configuration of your system, contact your local computer service company

DMP Technical Support can assist you with the installation of Remote Access but
cannot help you configure or troubleshoot problems on your computer

Note: Make the selections in the Receiver section the same as those setin the
LSU/H screen on the SCS-1 Receiver

SCS-1 System Configuration

The System Number precedes the
subscriber account number on all
Remote Access account,
programming, and Alarm List
displays as well as all account
report printouts. The System
Number allows you to have
duplicate account numbers on
multiple receivers and be able to
determine from which receiver a
report was sent.

SCS-1 Line Configuration

Remote Access User’s Guide

After configuring Remote  Access, you need to configure the SCS-1 System and
SCS-1 Line(s). Under the System menu, choose Configure/SCS-1 System. Inthe
configuration box, e nterthe System Number , Company Name, and Receiver Key
in the appropriate text boxes. Choose Save Changes to save this information to
Remote Access.

About the System Number

This is a number that allows you to identify which of two or more receivers are

being used with Remote  Access. If you have only one receiver , enter number 1. If
you have two or more receivers, enter the System Number of the receiver you'll

be using with Remote  Access.

About the Receiver Key

The Receiver Key is an identifier used by the receiver to confirm its authority
with your installed base of Command Processor panels. Before a remote
programming or diagnostic session can take place, the contacted panel confirms
the Receiver Key you enter here with one already programmed or remotely
entered into its memory

If the numbers match, the remote session is allowed. If the numbers do not
match, the communication link is terminated by the panel.

Once you enter a Receiver Key , itis important that you write it down on the

SCS-1 System Configuration Record Sheahd store it in a safe place. Refer to
Appendix Afor the record sheet. If you change the Receiver Key , You will not be
able to remotely contact DMP ~ Command Processors containing the previous key

Under the System menu, choose Configure/SCS-1 Line. Remote Access displays
the line configuration box.  You must set up a configuration profile for each line
card used in the SCS-1 Receiver

Enter the appropriate line number in the Line No: box. You can only enter single
numbers from 1to 9. If you are connected to an SCS-1 Receiver or SCS-105
Modem, choose the Requestbutton to automatically upload the line data. Refer
to the System Menu section of this guide for descriptions of each of the SCS-1
Line Configuration fields.

Repeat this process until a line configuration profile is created for each line card
inuse.

Digital Monitoring Products, Inc.
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File Menu

Menu Options

When to use

New

Enter an new account
number to start an account
or programming file.

Refer to Creating a new
account file in the Remote
Programming section of this
guide (section 12).

When you create a new
account, Remote Access
opens both a new account file
and a new programming file.

Digital Monitoring Products, Inc.

File Menu

* New - Allows you to create a new account or programming file

* Open - Opens new or existing account or programming files

» Close - Closes an open programming file

 Print- Allows you to print subscriber and system information

» Database- Allows youto manage accountand programming files
o Exit- Quitsthe Remote Access program

Use the File menu when creating a new subscriber account or programming file
or when opening or closing an existing file. ~ The File menu also allows you to
print specific account information and manage Remote Access databasefiles.

Authority Level: 3

After logging onto the Remote  Access system, tiidewoption in the File menu
becomes active. Selecting New opens the New Account Number box in which
you enter the account number for the new accountfile.

nter the new accountnumberinthe  AccountboX. You can only enter an account
number that is not already on file.

S After entering the accountnumber , selectthe

correct panel type and choose Open. Remote

| Accessopensablank  Account Information box
for you to enter the new account's information.

Remote Access User’s Guide
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File Menu

Using an existing account number file
If you want to create a new account by using an existing account file as a
template, enter the existing account number (including the system number) in the
middle text box and then choose Open. This opensthe Account Information box
under the new account number with all of the existing account's information. See
Open.

Enter an existing account number to open.

Refer to Opening an existing account \
file in the Remote Programming section of
this guide (section 12). \

When opening an existing
account to use its file as a
template, make sure that both
panel types match. If the panel
types are different, only a
default program file for the new
panel type is opened.

Important!

You can now make changes and customize the inférmation-er-sereenforthe-rew
account. Use the Save command to save the new account information into the
Remote Access accountdatabase.

Open
Authority Level: 1
Use the Open option from the File menu to open an existing subscriber account

or programming file. Inthe  Account Number box, enter eitherthe  Account
Number , Name, Panel Phone, or Locator

Selectwhether youwantthe  Account Information file or the Programming
Information file option, then choose Look Up.

[T
Locator
To open an existing account or L This is a unique word or number
programming file, choose t_he & Ham sequence, created by you and .
method Remote Access will use to [ entered into the account information
locate the file by selecting the T Fhene: |_—file, that allows you to group and
option button next to Account, £ Locater search for associated files or
Name, Panel Phone, or Locator. accounts.
W Anroent belossation

Once selected, enter the 1 Prograseing |nbsmatisn For example, you may want to use the
appropriate information in the word FIRE for all of your fire accounts
textbox and choose Look Up. or use a subscriber's name if they

[ Progieur | [ Re | have multiple accounts.

[ e ] |_Ea |

Remote Access retrieves the file, or one that most closely matches the
information you entered, and fills in the remaining text boxes with the account
information.

If the wrong file is being displayed, you can scroll through the files in the
Remote Access account database using the Previous and Next command buttons.
Once the correct file information is displayed, choose Open.

Remote Access User’s Guide Digital Monitoring Products, Inc.
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Open continued

Note: You must have a level 3
authority or higher to Save any
changes to the open account file.

Also, you must have a level 4
authority or higher to Delete an
account file.

Note: Only a level 9 authority can
toggle between the File and Panel
files while online with a panel.

Close

Print

Digital Monitoring Products, Inc.

Account Information

With the Account Information option button selected, choosing Open will open
the Account Information file. If you have a level5 authority , theProgram/
Schedulesand Holiday Dates options are also activated. If you have alevel 6
authority , theProgram/Schedulesand User Codeoptions are activated.  Alevel
7 and higher authority has access to all the Program menu items.

Programming Information (minimum authority level 5 required)

With the Programming Information option button selected, choosing Open will
open only the account's programming file.  You'll be able to tell by Pregram
menu title at the top of the screen becoming active allowing you to access the
programming options. It's not necessary to be on line with a subscriber's panel to
make changes to a programming file.

Authority Level: 1

Use this command to close any open subscriber programming files. The Close
command does not save any changes made to an open file. Use the Save or Save
As command in the appropriate box before closing.

The Print option allows you to print, or display on screen, account, programming,
activity, and event information to a local printer connected to your computer
This information is taken from various database and subscriber information files
storedinthe Remote  Access system.

Select the option you want from the Print sub-menu. The selected option's
window appears allowing you to enter in specific information regarding the type
of printing to initiate.

Select the Print menu option to access
these functions. Then use the cursor
keys to highlight the correct function and
press Enter.

Note: Each of the Print sub-menu boxes contain a Print Setup command button.
Choosing this brings upthe W  indows Printer Setup dialog box in which you can
configure your printing options. Detailed information on using the Printer Setup
options can be found in the Microsoft Windows User's Guidmder Printer Setup
command.

Remote Access User’s Guide
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Print continued

Print Account Reports

Print Panel Programming

Remote Access User’s Guide

The following print options are available from the Print sub-menu:

Authority Level: 4

Allows you to print account information for one or more subscriber account files.

Account

Low- Enter the starting account number B

from 0-00000 to 9-99999 et Frmmat

High - Enter the highest account number FE:‘" [?L‘:.._
from 0-00000 to 9-99999 o 2=
Report Format T80 o |
Account Information- Prints the Low ] [egwe] oo |

subscriber account information file
including name, address, phone number ,and emergency call list.

Account List- Prints a list of current subscribers and their addresses within the
range of selected accounts.

Use Color- Prints the page headingin color . (Color printer required.)

Sort by
Account- Prints the selected files in numeric order
Name- Prints the selected files in alphabetic order

Output Selection
Window- Provides a Print Preview on you computer screen.
Printer - Prints the information directly to your default printer

Authority Level: 5

Prints a subscriber's panel programming or a list of saved programming files for a
selected range of accounts.

You can select print options from the choices listed below:

Account
Low- Enter the starting account number from 0-00000 to 9-99999
High - Enter the highest account number from 0-00000 to 9-99999

Report Format

Panel Programming Prints the panel's full programming information.
Programming List- Prints a list of current subscriber programming files.
Print Code Information- Prints user code information and code numbers.
Use Color and ShadingPrints the page heading in color and the account
information box shaded.

Output Selection
Window- Provides a Print Preview on you computer screen.
Printer - Prints the information directly to your default printer

Digital Monitoring Products, Inc.
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Print Activity Reports

RemoteA CCEeSS

Remote Access + also
displays remote
command processor
signal activity.

Print Panel Event Buffer

Note: You can only print the
events last retrieved from a
subscriber's panel. The Remote
Access program does not store
event information in the database.

Note: You must use a valid
System Number for events to be
printed. Alpha characters prevent
the panel events from printing. See
SCS-1 Configuration for the correct
System Number to enter here.

Digital Monitoring Products, Inc.

Authority Level: 1

Prints areportof Remote  Access system activity . You can select print options
from the choices listed below:

Account
Low- Enter the starting account number from 0-00000 to 9-99999
High - Enter the highest account number from 0-00000 to 9-99999

Date (use two digits for each entry --/--/--)
Begin- Enter the starting date for the report.
End- Enter the ending date for the report.

Report Format

Customer Mailout Prints the subscriber's name, address, phone number
other account information at the top of the activity report.

Summary- Prints the selected start and stop dates and the account number range
at the top of the activity report.

Use Color Prints the page heading in color

,and

. (Color printer required.)

Messages in Report (check each box to enable the option)

Alarm Restoral Open/Close rduble Supervisory  Other

Output Selection
Window- Provides a Print Preview on you computer screen.
Printer - Prints the information directly to your default printer

Authority Level: 5

Prints the stored events uploaded from a subscriber's panel.
options from the choices listed below:

You can select print

Account

Low- Enter the starting account number from 0-00000 to 9-99999
High - Enter the highest account number from 0-00000 to 9-99999
Date (use two digits for each entry --/--/--)

Begin- Enter the starting date for the report.

End - Enter the ending date for the report.

Report Format
Customer Mailout Prints the subscriber's name, address, phone number
other account information at the top of the panel event report.

Summary- Prints the selected start and stop dates and the account number range
at the top of the panel event report.

Use Color- Prints the page heading in color

,and

. (Color printer required.)

Messages in Report (check box to enable the option)

Alarm Restoral Open/Close rduble Supervisory  Other

Output Selection
Window- Provides a Print Preview on you computer screen.
Printer - Prints the information directly to your default printer

Remote Access User’s Guide
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Remote Access User’s Guide

Print Recall Failure List

Database

Purge

Authority Level: 1

Prints a list of subscriber recall test reports that have not been received by the
scheduled frequency entered into the account information.

Sort by

Account- Prints the selected files in numerical order

Name- Prints the selected files in alphabetical order

Use Color- Prints the page headingin color . (Color printer required.)

Output Selection
Window- Provides a Print Preview on you computer screen.
Printer - Prints the information directly to your default printer

Authority Level: 8

The Database menu options allow you to manage the files stored by Remote
Access onyour computer . You can Purge Activity files and Compact Database
files to free up disk space, Repair files that have been damaged, and Convert
previous Security Information Management System (SIMS) database files to
Remote Accessfiles.

Select the option you want from the Database sub-menu. The selected option's
window appears allowing you to enter in specific information regarding the type
of action to initiate.

The Database sub-menu contains four
database related options for optimizing
your system's performance.

The following options are available from the Database sub-menu:

Authority Level: 8

This function allows you to purge Remote  Access Activity files from the
database. Selecting this option brings up the Purge Activity File box in which you
can enter the start and ending dates for the purge.

After entering the dates, choose the Purge command button. Aconfirmation box
appears asking "Are you sure?". Choose Yesto continue.

Digital Monitoring Products, Inc.
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Compact
Authority Level: 8

This function allows you to compact the Remote Access database files to remove
file fragmentation. This fragmentation can occur when you make many changes
toadatabase. The Compact function requires the following:

* Sufficient disk storage for a temporary duplicate file
+ All database files must be closed

Repair
Authority Level: 8

This function allows you to repair damaged  Account Information, Activity, Alarm
List, Panel Programming, and Configuration files.

| Repeir Dafabage |

As the repair process is
I scosust Indsimation  Complse

completed or underway, the —_|

The Remote Access program
L informs you of the status of the

checkbox is darkened. T B Activig FRs Cemzleln / repair process.
I e it ‘mkng.
[E] Paivel Posgisimisg
E] contaguiation
By checking this box you | —

can select the individual file
bypes 1o repair [ ]

These database files may become damaged if Remote Access quits unexpectedly;
for example, if there is a power outage or your computer experiences a hardware
or software problem.

Caution: Before performing any database maintenance function, itis
recommended that you backup all .MDB filesinthe RMT  ACC\DB directory to
prevent the possible loss of existing database information.

Convert SIMS Files
Authority Level: 8

This function allows you to convert existing SIMS account and programming
filesinto Remote Accessfiles. The SIMS program mustNOT  be running and all
SIMS files must be in the C:\SIMS directory for the account information, panel
telephone numbers, and panel keys to be properly converted.

After selecting this option, Remote  Access opens the Convert SIMS Files dialog
box. Verify the information shown in the box is accurate and that all SIMS files
are correctly located in the SIMS directory

Digital Monitoring Products, Inc. Remote Access User’s Guide
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Convert SIMS Files continued
The conversion routine provided with Remote  Access converts SIMS files
according to their file name and extension. See below:

The SIMS files subfile.dmp, rmtphone.dmp,
and remotek.dmpare converted to a Remote
Access account.mdbfile.

All SIMS files with a ".pnl" extension are
convertedtoaRemote  Accepsogram.mdb
file.

Leading Digit
Itis important that you enter into the Leading Digit box the same System

Number entered into the SCS-1 System Configuratiortialog box. See System
menu in section 4.

To verify the number , click on the
Configure option in the System menu and
then click on SCS 1 System. Note the
System No. shown in the top text box.
| Thisis the number that must be entered
into the Leading Digit box in the Convert
SIMS Files dialog box.

Pl

Leading Digit box for
entering the SCS-1
Receiver system number.

Exit

Authority Level: All

The Exit command allows you to exit the Remote Access program. You may be
required to log of fthe system if that option is selected in System/Configure/
Remote Access. Before using this option, make sure all active files are closed and
any changes to subscriber files have been saved.

If you are still connected to a subscriber's panel when you select Exit, a warning
box is displayed requiring you to disconnect from the panel before exiting the
Remote Access program.

Remote Access User’s Guide Digital Monitoring Products, Inc.
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System Menu

Menu Options

» Alarm List - Displays current and past account alarm activity
* Log On/Off- Requests operators password to log on and of f
» Configure - Allows you to change the receiver and system setup

* Operator Passwords-  Allows entry and deletion of operator names,
authority levels, and passwords

When to use

Use the System menu whenever you are logging on or of fthe system or
configuring the setup of either the SCS-1 Receiver , SCS-105 Single Line
Receiver , orthe Remote Access program.

This menu also allows you to display the  Alarm List window (F3) for viewing
real time and past account alarm activity and the Operator Passwords window for
adding and deleting system operators.

Alarm List
Authority Level: All

When an account activity report is received from the SCS-1 Receiver or SCS-105
Single Line Receiver ,the Alarm List window automatically appears on screen
Alarm List has priority over all with the report information highlighted and a beeping audible tone sounding.
other Remote Access functions - (Remote Access +beeps continuously . Remote Access beeps only once.)
If you are performing any Remote Multiol rt b ived and| d theR t A Al List
Access function while a report is ultiple reports can be received and logged on the Remote ccess Alarm List.
received, that function is aborted ) .
and the Alarm List is displayed. With the account report displayed, you can press the F1 key or choose Ack-F1

You must first acknowledge the to acknowledge the report. Remote ~ Accessand Remote  Access + handle
report before continuing. . . . )
acknowledging reportsinthe  Alarm List differently. Read the next two
paragraphs carefully

After you've acknowledged the report, Remote Access clears the report
information and closesthe  Alarm Listwindow . If there are multiple reports in the
list, you must openthe  Alarm List from the System menu and acknowledge each
reportseparately .

Digital Monitoring Products, Inc. Remote Access User’s Guide
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Alarm List continued

RemoteA CCESS

Remote Access + also sounds a beeping audible tone until you acknowledge the
report. After acknowledging, Remote  Access + keeps the report and also keeps the
Alarm List open allowing you to use the functions at the bottom of the window to
processthereport. These functions are described after the Alarm List Display
Description.

Alarm List Display Description

Account
Number

Record
Selector

Zone Number or
Report Identifier

The Repeat Count displays
how many times the report
has been received.

There are three columns of account activity report information within the Alarm
List display: Message, Time,and Acknowledge Time.

Message
The message column uses three lines of text to show the subscriber and event
information.

The first line shows the account number of the reporting account, the zone number
or reportidentifier (eg. WARNING, ALERT, ABORT), the actual keypad
description of the zone, and the report type (Fire Alarm, Burglary Alarm).

The second line in the message column shows the account name and address.

When report
[ T was first
DG ARSGE Bu-ﬁml-_:ﬂmn . EZrmi " received.
0 an: Lehmas U4 Eact McHale [e Aock Sgisge 1E:04 Pl
e \ =<
Message Subscriber State
Status Address

The third line shows the Repeat Count if the report has been received more than
once, the status of the report (non-restored), and whether the report is disabled.

Activity Report Colors
All non-acknowledged reports appear in violet. Once acknowledged, they appear
with either ared, yellow , green, or white background.

Color Signal type

Red Fire Alarm/Restore/T rouble

Yellow Burglary Alarm/Trouble

Green Emergency reports

White All other reports
Time
The Time shows the date and time the report was received by Remote Access.
Acknowledge Time
This isthe date and time the report was acknowledged by the Remote Access
operator .

Pointer changes
Resizing the Alarm List columns to dual arrows.
You can make any of the columnsin the
. . . e 4 g #H Tame Aok T

Alarm List wider by placing your mouse e i ioced 112 T
pointer directly on the line between two — S ——
columnsinthe gray bar outside the list. =~ Th TROEATAM |18 2617 AM

Remote Access User’s Guide

pointer changes to a double-arrow . Press and hold the left mouse button while
dragging the column or row separator to the width you want.

Digital Monitoring Products, Inc.
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Option Buttons

All-F3 - This provides for the ~ Alarm List to display the current reports received

& anra by Remote Access. When there are more than six reports stored in the alarm list,
[ ek -F1 . ) :

) Darabled : scroll bars appear ontherightofthe  Alarm Listbox. This allows you to scroll

O manfommotanes | Ll 72 through those reports that have not been deleted or placed into the Disabled or

Non-Restored list.

RemoteA CCESS

{ Disabled-F4- Lists reports disabled using the Disable F2 command.

Non-Restored-AltF3 Lists reports that have been acknowledged but for which
no restoral has been received.

Command Buttons
Acknowledge-F Allows you to acknowledge the current activity report
selectedinthe Alarm List. The Remote Access + program sounds an audible alert
until you acknowledge the report being displayed.

You can tell when a
report in the Alarm

List is selected by | Ack - F1 I | Look Up - F& | | Sort | | Remove-F9 |
noting where the
triangular pointer is Dizable - F2
positioned on the
record selector
to the left.
T

repeatco  Disable-F2- Pressing the F2 key disables the selected report and prevents it from
. " 1t ALEART: 5 having to be acknowledged each time it's received by Remote Access. Thereport
pﬁi,'zgf‘fo ¢ is instead counted each time it's received. You can view the number of times the
another item in report has been received while disabled by pressing F4 or choosing the Disabled-
the Alarm List, use F-4 option and checking the Repeat count. See Alarm List Display Description.
the up and down
keyboard cursor . . . . .
Keys. Look Up-F5- This allows you to view additional information about an account

whose reportisinthe  Alarm List. First, select the report with the Record Selector
(black pointer) then press the F5 key or choose Look Up - F5.

This pulls up the Alarm List Account Information window . This window is
similar to the Account Information window and contains the subscriber's name,
address, phone numbers, and the emergency response agencies and call list.

RemoteA CCEeSS

received. The Sortoption allows Remote  Access to organize the reports by order

{ Sort- Account reports are placed intothe  Alarm Listin the order they are
of their priority. This priority order is shown below:

Fire alarms

Emergency or panic alarms

Burglary alarms

Fire trouble

Burglary trouble

Fire supervisory
Remove F9 Deletes the alarm report currently selected in the Alarm List after it
has been acknowledged.

Exit - Quitsthe Alarm List window and returns you to the Remote  Access main
screen.

Digital Monitoring Products, Inc. Remote Access User’s Guide
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Log On/Off

Authority Level: 1to 9

All operators mustlogon Remote  Access using a password assigned by either the
system administrator or by an operator with a level 9 authority Passwords can
have up to 10 alphanumeric characterd?roper use of passwords can help

protect the system from unauthorized access.

Remote Access allows only one operator to be logged on at any one time.

The Operator Log On/Of biox contains the following functions:

Operator Log OnjOff

®i0n: O oK

Enter I | E xit I

Password - This text box allows you to enter your assigned password of up to
Note: When logging on to ten charactersinto the system.  Asyoutype, asterisks appear in place of the

Remote Access for the first time, characters. This prevents other persons from seeing your password displayed on

use the password "new". This is . .

the default password and the screen. The password function is not case sensitive.

operator name placed into

Rem%ff Accesi- Aidsogg c’;l?s On- This button is active if you are logging on to Remote Access and there are

possiole, you snoula a the . .

name and password for at least no other_operato_rs logged on. If another operator islogged on, the Of foption

one operator with a level 9 button will be active. Choose Enter to complete the log on process.

authority and then delete the

default “new” name and Off - When this button is active, choose Enter to log of f Remote Access.

password. Refer to the Operator

Passwords section in this . .

chapter. Enter - After typing your password into the text box, choose Enterto complete
the log on process and allow the system to verify your authority . After your

password is verified, the Log On box appears with your name. Choose Okay to
complete the log on procedure.

If you enter an incorrect password, a Log On Error box appears. Choose Okay to
acknowledge the error box then check your password and try entering it again.

Exit - Choose the Exit button when you want to cancel the Operator Log On/Of
option.

Only authorized functions are displayedfter successfully logging on to
Remote Access, only those functions for which you're authorized are displayed.
Restricted functions are shaded gray . Check the authority level shown for that
function in the appropriate chapter

Remote Access User’s Guide Digital Monitoring Products, Inc.
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Configure

Selecting Configure brings up a submenu box that allows you to change the
operating parameters of your current SCS-1 Receiver system, the SCS-1 Line, or
the Remote Access program.

For additional information on configuring the SCS-1 and SCS-105, refer to
Logging Onsection in this guide and the following DMP technical documents:

SCS-1 Installation Guide (L  T-0065)
SCS-105 User's Guide (L T-0153)

Configuring the SCS-1 System

Caution: Before making any
changes to the Receiver Key,
write down the current key and
store it in a safe place for use
should you have a problem
connecting with a panel.

Digital Monitoring Products, Inc.

Authority Level: 9

This option allows you to modify the company name, system number ,and
receiver key stored in the EEPROM memory of the SCS-1 Receiver or SCS-105
Single Line Receiver . You can also modify this information using the Configure
System (CON) menu option on the SCS-1 Receiver CR T.

The SCS-1 System Configuration box contains the following functions:

EmHtI:EI

Capmpany Rame. |Wzu=lan Aamra, Inc.

L —

System Number|f your central station has more than one receiver ,enterinthe
number assigned to the receiver you are configuring.

Company Name Enter up to 24 characters for the name of the company that
owns this receiver .

Receiver key This is the key all DMP  Command Processor panels look for at

the start of a remote programming session. Itis not necessary to enter a new

receiver key to begin using the Remote Access system as the key is initially set to
a default of eight spaces.

Command Buttons

Save ChangesChoose this button to save any changes to the System
Configuration box into the SCS-1 Receiver system.

Exit - Choose this button to quitthe SCS-1 System Configuration box and return
to the main menu.

Remote Access User’s Guide
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Configuring the SCS-1 Line Cards
Authority Level: 7

This option allows you to modify the telephone line information stored in the

memory of the SCS-1 Receiver or SCS-105 Single Line Receiver . You can also
modify this information using the Configure System (CON) menu option on the
SCS-1ReceiverCR T.

The SCS-1 Line Configuration contains the following options:
Line Number- Enter in the line number you are configuring.

Line Type- Selectthe Line Type that defines the line card installed on the
receiver system.

None Select None to clear all programmed information for the line prior
to reprogramming.

MPX Select MPX if the line card is configured for multiplex accounts.
You can have up to 128 multiplex accounts on one line card in the
SCS-1Receiver .

DD Select DD if the line card is configured for digital dialer accounts.
You can have up to 65,535 digital dialer accounts on one line card
ineach SCS-1 Receiver

DDMX  Select DDMX if the line card is configured for digital dialer/
multiplex accounts.  You can have up to 128 DDMX accounts on
one line card in the SCS-1 Receiver

ASYNCH Select ASYNCH ifthe line card is configured for asynchronous
network communications.

Phone Number Enter the phone number to which the receiver is connected.

Billing Number - Enter the telephone company billing number of the telephone
line connected to this line card.

Comment Enter in any comments regarding this line that can assist you in
billing or system maintenance.

Checkboxes 0 to 127Select the checkbox next to the number that corresponds
to each multiplex account connected to this line card.

You must use the Request
command button after Command Buttons

entering a receiver line  ——____ . . .
number before making any Request Choose this button to request the current receiver programming from

changes to the card's the receiver .
configuration.

Save ChangesChoose this button to save any changes you've made in the SCS-
1 Line Configuration window .

Exit - Choose this button to quit the SCS-1 Line Configuration window

Refer to Appendix B for a copy of the SCS-1 Line Configuration sheet.

Remote Access User’s Guide Digital Monitoring Products, Inc.
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Configuring Remote Access

Important!

Before making any changes to
the database location or its
files, you must first copy all
files with the extension .mdb
from the location shown to the
new Remote Access directory
location.

To do this:

1. Quit the Remote Access
program.

2. From the Windows Program
Manager, start the File
Manager program. Use the
COPY option (F8) in the File
menu of File Manager to
COPY all .mdb files to the new
location. It is important that
you copy the files and not just
move them.

3. Once all files have been
copied, return to the Windows
Program Manager. Double-
click on the Remote Access
icon to start the program.

4. Log in and open the Remote
Access configuration box.

You can now use the pull-
down box to search for and
select the new database
location. Once you've selected
the new location, choose Save
to save the new location to the
Remote Access program.

To delete the old .mdb files,
you must quit the Remote
Access program again and
return to the Windows File
Manager. Locate the old files
and use the Delete (Del)
option in the File menu to
remove them from the system.

Digital Monitoring Products, Inc.

Authority Level: 9

This option allows you to

Bevoimdooess | Fiogesl | Hos | Cujoks |

configure the output and =

communication configuration of r Lot e b Lecalien
theRemote Accessprogram. Thel|| L=™ e . .
configuration window provides r;:‘"’""'““"g;‘;_ f;“ = .
individual Remote Access — =

Receiver 1 Host, and Defaults F; Em

index tabs allowing you to select # i [101] R

specific configuration options. e

The following sections detail the g N
items on each index tab:

Remote Access Index Tab

Require Logoff- Yes requires operatorstologof fRemote Access before they
can quit the program.

Automatic Panel Recall CheckAllows Remote Access to generate an alarm if
the panel doesn't check in according to the programmed time.

Time Zone- Select the time zone in which the SCS-1 Receiver is located.

Select Other ifitis not in one of the predefined time zones then enter the number
of hours the receiver time zone is from Greenwich Mean Time (GMT).

Options- This text box is for future use.

Configuring the Remote Access Database
Database location Displays the current drive and directory were Remote
Access database files are located.

The upper box shows the drive on which the database files are located.
The center box shows the directory tree leading to the database files.
The lower box lists the actual database files allowing you to verify the filenames.

Database files not foundf the database files are not shown in the lower box,
use the mouse pointer to search the directories in the center box or use the upper
box pull-down menu to change the drive.

Choose Save to save any changes you made to the Remote
options before selecting another index tab.

Access configuration

Remote Access User’s Guide
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Configuring Remote Access

Note: The communication
port selected must be free
from use with any other
device drivers such as
modems, mouse, scanners,
or printers. It is important to
note that Com 1 has the
same interrupt as Com 3 and
Com 2 has the same interrupt
as Com 4. You cannot use
Com 1 for Remote Access if
you are using Com 3 for
another device and you
cannot use Com 2 if you are
using Com 4 for another
device.

Important!

These options set the
expected format of the
messages received by
Remote Access from the
SCS-1 Receiver or SCS-105
Modem.

These same options are also
programmed into the SCS-1
Receiver. All of the option
settings must match.

Remote Access User’s Guide

continued

Receiver 1 Index Tab

Communication port Specifies the serial communication port into which the
cable from the SCS-1 Receiver or SCS-105 Receiver is connected. This port
cannot be used for any other purpose while Remote Access is running

Baud rate- Select a baud rate between 150 and 9600 for the serial data between
the communication port and the SCS-1 Receiver Use9600baud for SCS-105
Single Line Receivers.

Panel Connectiorr The Panel Connection section allows you to specify the
communication mode of the Remote
changes the configuration settings on the screen to that mode's defaults.
then make any necessary changes to fit your application.

SCS-1/SCS-105Select thisifthe Remote  Access computer is connected to either an
SCS-1 Receiver or SCS-105 Single Line Receiver . When this option is selected, the
Default Receiver textbox on the Receiver 1 tab is hidden.

HST Monitoring - Select this if the Remote  Access computer is being used to monitor
DMP Command Processor panels on an Ether-Com™ network or a direct computer
connection.

Direct Prog- Select this when you are programming a panel directly from the Remote
Access computer . An example of this would be programming an XR200 panel through
a 462N Network Interface Card from a laptop computer running Remote Access.

Ether-Com Prog Select thisifthe Remote  Access computer is connected to a Ether-
Com™ network and is used to remotely program DMP panels on the same network.

None- Select this option if the Remote
communication device.

Access computer is not connected to a

Areas- Select 2-character decimal (Deg) or 2-character hexadecimal (Bin)
reporting format for area numbers. Usebinary for SCS-105 Receivers.

CRC-Select Yes for messages from the SCS-1 Receiver using the 4 hexadecimal
ASCII character format. UseNo for SCS-105 Single Line Receivers.

Sequence NumbersSelect Yes for messages from the SCS-1 Receiver to be
prefixed with a sequence number UseNo for SCS-105 Single Line Receivers.

Line Number Length Select the number of decimal ~ ASCII characters used to
report the receiver line number of a signal. Use-- (dash, dash) for SCS-105 Single
Line Receivers.

Loop Number Length Select the number of decimal ~ ASCII characters used to
report a zone number Use3 (three) for SCS-105 Single Line Receivers.

User Number Length Select the number of decimal ~ ASCII characters used to
report a user number Use3 (three) for SCS-105 Single Line Receivers.

Start Character The character used at the start of a Host message. UseNonefor
SCS-105 Single Line Receivers.

Digital Monitoring Products, Inc.
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Default Receiver When the communication mode isHST ~ Monitoring, Direct
Prog, or Ether-ComProg, the number placed here should match the receiver
number of any existing database account numbers. Example, if an existing
account number is 1-20002, a 1 placed here would match the receiver numberin
the existing account number

Choose Save to save any changes you made to the SCS-1 Receiver configuration
options before selecting another index tab.

Configuring Remote Access continued

Host Port Index Tab

Computer Host Port Select the serial communications port through which the
Remote Access computer passes data received from the SCS-1 Receiver or SCS-
105 Single Line Receiver to the host automation computer

WhenusingRemote AccessinthePass  Through mode, standard command
processor panel reports will be sent to and acknowledged from a host computer
Only remote Commands and Inquiry functions will be handled by Remote
Access.

Note: If the host system fails, the Remote  Access system allows the operator to
acknowledge incoming reports.

Pass Through Selecting this option button activates the available Com port
option buttons in the Computer Host Port box. TodeselectPass Through, choose
"None".

Command Buttons

Save- Choose this command
after making any changes to
the information displayed in
the configuration window .

Exit - Choose this command
to quitthe Remote  Access
Configuration window and
return to the main menu.

Default Panel Software
Index Tab

Enter the highest firmware level for each panel type to which you want to limit
the Remote Access program.

For example, entering a firmware level of 104 for the 1512 panel restricts
Remote Access to only those programming options available in firmware version
104 and earlier Enter 3 digits only with no decimal points.

If you increase the firmware level for a panel type, only account records created
afterthe change will show the new options.

Digital Monitoring Products, Inc. Remote Access User’s Guide
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Operator Passwords

Operators can be required to sign
on using a password with each
shift change. This allows Remote
Access to log the operator activity
and restrict an operator's access to

selected functions.

As part of a routine security
procedure, you should change
passwords that may have been
compromised or that have been in

use for an extended period.

Authority Level: 9

ihptdalnr Paogdswnrds

Use this to enter and update operator — -
names, access levels, and passwords. Y Mulne ke A
can enter an unlimited number of R 3 | e
operatorsintoRemote  Accessdepending | |, it e 3 | ey
on the amount of available disk space. T Do Solrbi % e
Operator Passwords box contains the *

following columns: T ]

Name- Enter up to 20 characters for the full name of the operator to whom
access to the system is being granted. After entering the name, pressthe  Tabkey
to move the cursor over to the Level box.

Level- Enter from 1 to 9 for the authority level being assigned to this operator

with 1 being the lowest and 9 the highest. Refer to the Appendix at the back of
this guide for a list of the system functions available for each authority level.
Pressthe Tab key to move the cursor over to the Password box.

Password Enter up to 10 alphanumeric characters for the operator's password.
The password allows the operator into the system with access to only those
functions authorized by their authority level.

Command Buttons

Exit - Choose Exit to quit Operator Passwords and save any Operator Password
information you have added or changed.

Operators with level 9 authority

Important!

Only level 9 operators can access the Operator Passwords function. Before
deleting anylevel 9 operators, make sure there is at least one remaining personin
the system with a level 9 authority who can access this function.

Deleting an operator record

Viewing the operator list

Remote Access User’s Guide

Occasionally , you'llwant to delete an operator record due to a change in that
person's status. Remote  Access makes this simple by allowing you to highlight
the row in which the operator's record is displayed and press Delete. Remote
Access displays a confirmation box to make sure you wantto delete that record.
Once the row is deleted, choose the Exit button to quit the Operator Passwords
function and save the change to the Remote Access database.

To highlight arow , place your cursor on top of the grey box (record selector) to

the left of the row and press the left mouse button. If you accidentally delete the

wrong operator record, you must reenter their information again. There is no way
to recover deleted records.

Each name entered into the Name box goes into a list with the other authorized
operators. Once this list exceeds 16 operators, a scroll bar is automatically placed
to the right of the Password column allowing you to scroll up or down through

the list.
Digital Monitoring Products, Inc.
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Panel Menu

Menu Options

When to use

Connect

Digital Monitoring Products, Inc.

Panel Menu

» Connect- Allows Remote Access to connectto a panel

Disconnect - Disconnects Remote  Access from a panel

Send - Sends a copy of a program file to a panel

Retrieve - Uploads a copy of the panel's program

» Request Events - Uploads a copy of the panel's event history

» Trap- Traps panels dialing the SCS-1 Receiver or SCS-105 Receiver
» Hangup - Disconnects an indicated dialer line

Use the Panel Menu option to first make contact with a subscribers panel for
programming or downloading purposes.  The Panel Menu also allows you to trap
apanelwhenitcontactsthereceiver  , send and retrieve programming files, and
force a receiver to Hangup a phone line after a panel has dropped of f.

Authority Level: 5

This option allows you to connect the Remote Access program to a subscriber's
panel for programming, problem diagnosing, or downloading stored information.

After connecting to a panel, the Program, Command, and Inquiry menus become

active allowing you to perform the remote control and diagnostic functions. Also,
the Connect menu option becomes grayed out as you can only connect to one

panel atatime.

Remote Access User’s Guide
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Connect continued

The Connect window contains the following options:

File Information [ CesediFas
To find a file previously @ et [ e retn o
savedtotheRemote Accesy & Mae[ | Oxm  unme [T
database, you can search O P [
using eitherthe Account O oake Homa fssa Gade: ||
number , account Name, T —
Panel Phone number ,IP

address, or Locator . The —
Locator can be the panel . | 2]
type, city, account type, or o q‘g B
whatever other type of >
information would help you [ gwe | [ Pope | | M | [ Em ]

easily find the correct
accountfile. Thelocatorisenteredinthe  Account Information when first setting

up the account.
Once you've made a successful
connection to the panel, Remote Use the mouse pointer to click on one of the five option buttons. Choose Look
Access displays the Connect box . .
showing the panel model, frmware P t0 begin the search for the accountfile.

version, and whether the panel's
program has been changed since .
the last download. Dial?

Once the correct account information is displayed, you need to select the options
for the Dial? portion of the Connect screen. Select one of the following options:

No - Do not dial the panel phone number to make contact with the panel. Thisis
used mainly for multiplex and asychronous accounts. Choose Connect

Yes- Use the Panel phone number entered in the Account Information file to dial
the subscriber's panel. Choose Connect

Use Pickup Only with SCS-105 Pickup Only- Select this option when connecting to panels through a DMP SCS-

Receivers to allow connection to 105 Modem. The alarm technician at the subscriber's site and the central station

subscribers’ panels. operator must be talking on the same phone line as the panel and the SCS-105.
The technician first enters 984+Command at the keypad then the operator
chooses Connect

The information at the bottom of the Connect to Panel window is for verifying
the account address and remote key . There is also the Notes box from the
Account Information screen that shows any specific account information.

Command Buttons
Save Saves any changes made on this screen to the main accountfile.

Previous- If the information displayed after using the Look Up button is not
correct, choose the Previous button to scan back through the list of account files.

Next- Same as Previous but allows you to scan forward through the list.

Exit - Exits the Connect to Panel screen.

Remote Access User’s Guide Digital Monitoring Products, Inc.
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Disconnect

Send

Important!

Loading new user code, schedule,
zone, or area information into a
panel that has been previously
programmed may not clear all of
the old information. You must select
the Clear option buttons to clear the
specific information from the panel
being programmed.

Example: If you are loading a new
program file into a panel that
contains previously programmed
zone information, only those zones
with the same zone numbers will be
overwritten by the new zone
information. This may leave the
panel with some old and incorrect
zone information. Use the Clear
Loops? option to set all zones to
"UNUSED".

Retrieve

Note: You must have a file
open for the correct panel
type before this menu option
is available.

Digital Monitoring Products, Inc.

Authority Level: 5

This option allows you to disconnect the Remote Access program from a
subscriber's panel.  After selecting this option, a confirmation box appears and
asks if you're sure you want to disconnect. Choose Yes to disconnect from the
panel. Choose No to remain on line with the panel.

Authority Level: 5

This option allows you to send a hew or revised program file to a subscriber's
panel. After selecting Send, the Send File to Panel window appears.
beingloaded, Remote  Access tracks the percentage of completion of the data
transfer .

Fancl Madel 151 26
Softwme Lovel 105

Dnw Codur® Mo e

File St tn Pansl
o i B Ove AL 4:14 FH
Do Laaza? Mo ves
Fit Flwtsrvnd o Fase
Clnar fumaa? Mo L Tes RIS 4:12 FH

The status bar keeps track
of the loading progress.

Before sending the file, you can also select to clear the codes, schedules, zone,
and area information from the panel. These programmed features are not
cleared or reset by loading a new programming file into the panel.

Authority Level: 5

This allows you to retrieve a copy of a subscriber panel's programming,
schedulesand user codesind save them as a record in the Remote Access
database. After selecting Retrieve, the Retrieve File window appears allowing
you to initiate the retrieval of data from the panel.

Fiemieve File Inses Panel |

Pancl Madel 191200
Soltwame Level 105

This message shows the
last date and time the
programming information

Filz Sual to Panel
IO 4214 PR

Film A strrnd hom Panel . .
BRI 412 PH was retrieved from this
Syctam Fmprsts account.
R e
Fit
=]

As the file is being uploaded, Remote ~ Access tracks the percentage of completion
ofthe datatransferinthe statusbar . After the information has been retrieved,
Remote Access displays the date and time under File Retrieved from Panel.
Choose Exitto return to the main menu.

Remote Access User's Guide
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Request Events

Printing the Event Buffer

Trap

Manual Download

Remote Access User’s Guide

Authority Level: 5

This option allows you to upload a subscriber panel's event buf ferintoa
temporary recordinthe Remote  Accessdatabase.  Thisrecord can then be viewed
using the Print option in the File menu.

After selecting this function, the Request
Fans Meckl: 21200 Events from Panelwindow appears.  This
Soltwe Level 108 i
contains the panel model and the software

level of the panel.
] =) v P

To continue, choose the Request

command button.  Aconfirmation box appears asking if you are sure. Choose Yes
to retrieve a copy of the panel's event log. Choose No to return to the Request

Events from Panel window

While the Remote Access program is retrieving the events, an hourglass replaces
the mouse pointer . This hourglass remains on screen until all events are copied
from the panel and stored in the Remote Access database.

Once the events have been successfully retrieved, a Request events complete
window appears. Choose Okay to quit the Request Events function. Choose Exit
from the Request Events from Panel window

To print the events, disconnect from the panel and select the Print option under
the File menu. Selectthe Panel EventBuf  fer print option.

Authority Level: 1

This option allows you to initiate a trap so that when a subscriber's panel contacts
the SCS-1 Receiver or SCS-105 Single Line Reciever ,itis held online and can be
connected towith Remote  Access.

Below are instructions for the two dif  ferent Trap functions.

1. Fromthe Panelmenu,select  Trap. The Trap Panel window appears allowing
you to enter the trap information.

2. Inthe Panel column, enter the account I T
number (minus the system number) of the ' |

panelyouwanttotrap. Press  Tab. Thefile] ; w e« ¥
number (system number and account
number) is automatically placed into the File
column.

If youwantto send a dif ferent file to the
panel, enter that file's system and account =1
numberinstead. Press  Tab.

Digital Monitoring Products, Inc.
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Manual Download continued

3. Under Send File?enter N for No to require an operator to manually send the
file tothe panel. Press  Tab.

4. UnderChanges Only?enter Y to send only changes made to the program
file. Enter N for No to send the entire program file to the panel. Choose Exit.
The nexttime the panel calls in, the receiver holds it online and displays a
message box showing the account number being held.

5. While the panelis being held, select Connect from the Panel menu and in the
subsequent Connectto Panel window ,choose Connect. Once aconnectis
made, you must begin remote commands or programming within five minutes
or the SCS-1 Receiver will release the panel.

. * After connecting to the panel
2 * *
Send File? Yes Yes No No you can use the Panel/Send File

Changes Only? Yes No Yes No menu option to send selected
- changes or the entire file to the
Sends changes | Sends entire | Connects | Connects | panel. You can also make and

only. file. only. only. send changes using any of the
Program menu options.

Automatic Download
This option allows you to specify a file to be automatically downloaded to a
subscriber's panel the next time it reports into the receiver

1. Fromthe Panelmenu, select  Trap. The Trap Panel window appears allowing
you to enter the trap information.

2. Inthe Panel column, enter the account number (minus the system number) of
the panelyouwanttotrap. Press  Tab. The file number (system number and
account number) are automatically placed into the File column.

If youwantto send adif ferentfile to the panel, enter that file's system and
accountnumberinstead. Press  Tab.

3. Under Send File?enter Y for Yes to automatically send the file to the panel.
Press Tab.

4. UnderChanges Only?enter Y for Yes to send only the changes that have
been made in the program file. Enter N for No to send the entire program file
to the panel. Selecting No also initializes the panel. Press the Tab key and then
Choose Exit.

The nexttime the panel calls in to upload a report, the receiver will hold it
online and automatically download the specified program file.

What you'll see

When a panelistrapped,asmall  Automatic Sen
File to Panelwindow appears.  Thisisto alertthe CORMECTED
operatorto atrapin progress.  The window displal Panet SI07
CONNECTED when online with the panel.

An Automatic Send File to Panel window next appears showing the status of the
data transfer and whether the transfer is of changes only or the full program file.

Digital Monitoring Products, Inc. Remote Access User’s Guide
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Automatic Download continued

These option buttons show the operator Fua i et Gt S S This option button shows
that the panel is being initialized. These — the operator that the
i (et O S ile i
cannot be changed during the download complete program file is
process. being downloaded to the
panel.
e Remssdn s Baead
[kt T Sl srifrs bukam
[P Fa:lima] |
LR R
. N .
To prevent the panel from being e
initialized, you can choose EXxit ] [ .
during the download then return

to the Trap function window and
select Yes for the Changes
Only? option. This will allow the
Remote Access program to only
send changed information and
not initialize the panel.

Hangup

Remote Access User’s Guide

Within the window are four option buttons that show the operator whether any
initialization of the panel is occurring. When a complete program file is being
downloaded into the panel, all four buttons show Yes The Changes Only? option
button shows No. These options cannot be changed during the download process.

Authority Level: All

This option is for use after a subscriber's panel has dropped of fline from Remote
Access due to no activity . An attempt to send data to the panel results in a
communication error box.

Selecting Hangup forces the SCS-1 Receiver to release the phone line and restore
its on-hook status. Do not use Hangup to disconnect from a panel while still on
line.

Digital Monitoring Products, Inc.
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Program Menu

Menu Options

» Communication - Configures the panel's communication options
 Device Setup- Assigns device types to keypad bus

» Remote Options - Sets remote command and program options
 System Reports - Sets the reports the panel can send

» System Options - Sets the operating parameters of the panel

» Output Options - Assigns system events to outputs

» Menu Display - Enables system displays at selected keypads

* Status List - Selects alarm, trouble, and status keypad displays
* Printer Reports - Selects the type of reports sent to printer

* Area Information - Selects area functions and characteristics

* Zone Information - Selects zone functions and characteristics
 Holiday Dates - Sets dates for the Holiday Schedules

» Schedules - Sets scheduled panel activities

» User Codes - Modifies current user code programming

Access Code - Changes the access code to the panel

When to use

Use the Program Menu anytime you need to change one or more programming
options in a subscriber's panel or database file. Panel programming options can
also be changed by a service technician at the subscriber's premises. Changes
made in the field may not match an account file saved in the Remote Access
system so it's important to verify all programming before saving any changes or
deleting any files.

Digital Monitoring Products, Inc. Remote Access User’s Guide
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_________________________________________________________________________________________________________________________________|]
Additional Information About the Program Menu
One ofthe goals ofthe Remote  Access system was to allow you to easily
program any DMP Command Processor™ panel type. But, because there are
differences in some of the programming options and their order between each of
these panel types, it has been necessary to make slight adjustments to the
information in the Program menu.

These adjustments are reflected in three ways:

1. Some menu options are not accessible (grayed out) depending on the panel file
type you are programming.

2. The menu option Device Setup is replaced with Control Setup when working
with a 1912 or 1512 panelfile.

3. Individual menu option screens show only those programming items for the
selected panel type.

Aside from these three exceptions, there is little dif ferenceinthe Remote  Access
Program menus.

Refer to panel programming guides

The remainder of this chapter will only attempt to cover the basics of each
programming item. For complete descriptions of the various program options and
their use, please refer to the appropriate panel programming guide.

Important!

Programming information Source

On each screen, you'll see a "Source" box with File and Paneloptions. If you are
entering data or making changes to a subscriber's database file select the File
option. If you are online with a subscriber's panel and entering data or making
changes, select the Panel option.

Communication
Authority Level: 7

Arcoeni Mo

Th|S Optlon aIIOWS yOU ol sl 'I T uzt Tarm 1 Hucarm ] '] HAucarm 2
to configure the
communication . st T o
options for the O Rane ) Dbl
subscribersCommand | | g -
Processor™ panel. ) fosat X Debaye [20 |
The Communication R How Choekte: [ | [
options screen uses
. .. ~Secend Line Varezarraal Lo Toens Evmalz b
index tabs to divide # Rane |_:;1 Rane —| ® i

. i ) 00 - 3
the program items into A o A F“*“*m
four groups: S

Method - Allows you
to setthe Communication  Type, Second Line format, Second Line Test, Events
Manager , DTMF, Transmit Delay , and Host Checkin.

Remote Access User’s Guide Digital Monitoring Products, Inc.
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Communication continued

Test Timer - Allows you to setthe time, day , and frequency and whether the test
is deferred in the event the panel makes a valid communication to the receiver
between test periods.

Receiver 1- Allows you to enable  Alarm, Supervisory/T rouble, Opening/
Closing/User , Test Timer, and Door Access reportsto Receiver1l.  ABackup
option also allows the Receiver 1to act as a backup to Receiver 2 after a
communication failure. Two text boxes also allow you to enter primary and
secondary phone numbers.

Receiver 2- Allows you to enable  Alarm, Supervisory/T rouble, Opening/
Closing/User , Test Timer, and Door Accessreportsto Receiver2.  ABackup
option also allows the Receiver 1to act as a backup to Receiver 2 after a
communication failure. Two text boxes also allow you to enter primary and
secondary phone numbers.

If you're programming a panel that has Pager Direct™ capability (Models

XR10, XR20, 1912XR, and XR200), the Pager Direct option box allows you to
specify Numeric, Alphanumeric, or No pager output from the panel. If you select
either numeric or alphanumeric paging, the "2nd Phone Ng'item changes to
"Pager ID". Enter the pager ID number for the subscriber's pager if one is
required.

Device (Control) Setup

Authority Level: 7

This option allows you to enter or update the physical configuration of the panel
including the number of partitions or systems, types of devices connected to the

panel's keypad bus, and in which partitions those devices are assigned. Also, in
access control panels, areas of access and egress are assigned, door strike time,

and fire alarm doors are defined.

Remote Options
Authority Level: 7

This option allows you to enter or update the panel's Remote Options
Programming information. The options you can selectinclude:

Armed Answer Rings Disarmed Answer Rings
Remote Phone Number Remote Key
You can also enable or disable the options for: Alarm Receiver , Service Receiver

Manufacturers Authorization, and Remote Disarm.

System Reports

Authority Level: 7

This option allows you to enter and enable or disable the types of reports the
panel sendstothe SCS-1 Receiver . You can also enable keypad door access
reports by device address and enable the panel's Ambush code option.
Digital Monitoring Products, Inc. Remote Access User’s Guide
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System Options

Authority Level: 7

This option allows you to enter or make changes to the panel's Entry Delay times,
Cross Zone Time, Zone Retard Delay , Power Fail Delay , and Swinger Bypass
Trips. You can also enable or disable the Closing W ait, Reset Swinger Bypass,
and V ideo options.

C100/FA100 NO YES If you're remote programming a new panel in a system
with existing C100 or F A100 wireless transmitters, selecting  YES allows the
panel to recognize them and not require they be reprogrammed locally

Output Options

Authority Level: 7

This option allows you to enable the panel's alarm output options by selecting an
output other than None. Selecting None disables the output option. You also use
the Output Options screento setthe Bell Cutof ~ fTime, Output Cutof fTime, and
Cutoff Outputs (1 to 8) and enable or disable the Automatic Bell Test.

Menu Display

Authority Level: 7

This option allows you to individually enable or disable ~ Armed Status, Time
Display, and Arm/Disarm to display at up to eight keypad addresses.

Status List

Authority Level: 7

This allows you to enable or disable Status List information to display at up to
eightkeypad addresses.  The status list consists of the following display options:

System Monitor Troubles Fire Zones

Burglary Zones Supervisory Zones
Panic Zones Emergency Zones
Aucxiliary 1 Zones Aucxiliary 2 Zones

Printer Reports
Authority Level: 7

This option allows you to print custom reports on a local printer connected to the
subscriber's panel. From the Printer Reports box you can individually enable or
disable each report type and save those changes to the panel or subscriber
accountfile. The reports you can select for printing consist of the following:

Customer Name (1812 only) Arm/Disarm Reports
Zone Reports User Command Reports
Door Access Reports Supervisory Reports
Remote Access User’s Guide Digital Monitoring Products, Inc.
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Area Information

Loop Information

Holiday Dates

Schedules

Digital Monitoring Products, Inc.

Authority Level: 7

This allows youto enter or update the  Area Information stored in the subscriber's
panel or database file.  The options you can selectinclude:

Partition Exit Delay

Burglary Output (relay)

Mode (Area Arming, All/Perimeter , or Home/A way)

Open/Close Reports Closing Check

Closing Code Any Bypass

Area Schedules Primary and Secondary Schedules

You also can program allthe  Area Information described in the panel's
programming guide including: Name,  Account Number ,andthe Auto Arm, Bad
Zone, Auto Disarm, Output, Bank SafeandV  ault,and Common Area options for
thearea.

Authority Level: 7

This option allows you to define the operation of each protection zone
programmed in the subscriber's panel. All protection zones, whether located on
panel, Security Command keypad, or zone expander are programmed using the
Loop Information option. Refer to the appropriate Command Processor™
programming guide for detailed information.

Authority Level: 5

This option allows you to enter dates in access control panels that are used by the
Holiday Schedules to override daily schedules.

Authority Level: 5

This option allows you to enter or update opening, closing, and output (relay)
schedules for the subscriber's panel or database file. Refer to the appropriate
Command Processor™ programming guide for detailed information.

Use the Requestcommand button to retrieve a copy of the Schedules currently
programmed into the system.

Remote Access User’s Guide
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User Codes
Authority Level: 6

This option allows you to enter or make changes to the user code information in
the subscriber's panel or database file. Use the Requesicommand button to
retrieve a copy of the user codes currently in the system if your are online with
the panel. Tomake changes, double click inside the appropriate box and use the
Backspace key to delete the information to be changed.

To delete a user and all code Place yzur mouse —

H . H H . pomter ere and, o ——=3
information, hlghl!ght_the entire user when it changes to : ! ::ﬁﬁlr

code row by clicking in the gray box on  an arrow, click the i ¥ aEE

the left so that the row is highlighted. :”9//? ’Z/‘?U;tﬁ‘ﬂfwmn ) o

Press Delete then choose Save Changes. 0o e % LI

Note: User codes can be encrypted if the account number in the panel is dif ferent
than that in the custom program file you are sending to the panel. To avoid

encrypted codes make sure the account number in the Communication section of
the panel's programming matches the account number in the custom Remote
Accessfile.

Access Code
Authority Level: 7

Use this option when entering or making changes to the code required to access a
panel's Programmer . The Access Code prevents unauthorized persons from
gaining access and making changes to the programming.

After selecting this option, the Remote  Access Code box appears and asks you to
enter the panel's access code before proceeding. The Remote Access Code box
contains the following items:

Aemole Arteas Cale

Select the source from which you
want the Remote Access program to

e 5-_“ o retrieve the Access Code. Selecting
Ema L7 Banel File retrieves the code from the
Migadal 1591200 ) .
account file. Selecting Panel
| Saes Changss | [ Em | retrieves the code from the panel.

Code- Use this text box to change the current access code in a panel or
subscriber's database file. Enter a new access code of 1 to 5 digits.

Save ChangesChoose Save Changes to save the new code to the panel, file, or
both. Use the Source option button to select File or Panel.

Exit - After saving the access code, choose Exit to return to the main menu.

Source- Use Source to direct the access code change to either the accountfile in
Remote Access or to the subscriber's panel. You must be online with the panel.

Remote Access User’s Guide Digital Monitoring Products, Inc.
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Command Menu

Remote Access+ by DMP  [Operator - New]
File System Panel Program E®EIGWELLE Inquiry Help File: 1- 432 Panel: 432
Armf{Disarm
Alarm Silence
Sensor Beset
Door Access
Outputs OnjOff
Loop Bypass/Reset
Set Time and Date
Send Message
Diagnostics

Menu Options

Arm/Disarm - Arms one or more active areas of an account

Alarm Silence - Silences the panel's alarm bell output

Sensor Reset - Resets the panel's switched auxiliary power

Door Access- Activates keypad door relay for five seconds

Outputs On/Of f-Changes the output operation of panel's relays

Loop Bypass/Reset - Bypasses and resets panel zones

Set Time and Date - Sets panel time/ date to match host computer's

Send Message - Sends messages to account's keypad or printer

Diagnostics - Performs remote diagnostic routines on panel

When to use

Use the Command Menu when performing remote control or diagnostic functions
onasubscriberspanel.  These are the same functions an end user can access from
their keypad.

Arm/Disarm
Authority Level: 5

This option allows you to arm one or more active areas within any of the
partitions enabled inthe panel.  The Remote Access program first shows the
current status of all areas in the panel and then allows you to select and arm each
one individually . Before arming, you can select the Bypass, Force, or Refuse
options for the selected area's faulted zones.

Digital Monitoring Products, Inc. Remote Access User’s Guide
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Arm/Disarm

Remote Access User’s Guide

Important!

continued

How to use Arm/Disarm

1. Fromthe Command menu, select
Arm/Disarm. Remote Access
automatically downloads the armed

Pastign 4

1) FETIE FADNT DFFICE

area information from the panel and 7 WIITACCOINTIME | Y 8 M|
displays the Remote  Arm/Disarm 7 728 PROMICTION
window. This window contains a list 4 - Ueuzed fsea o C

of programmed areas and partitions

for the panel and their current armed ["'&"Eﬂ" > Eomee
status. It also shows the Bypass,
Force, and Refuse options,and ~ Ar [ammism | | e |
Disarm and Exit buttons.

1 fubean

Allarmed areas havethe  Yes option button selected.  The Yes/No buttons for
all nonactive areas are shaded gray

2. Toarmor disarman active area, clickonthe  Yes or No option for that area.
Choose Arm/Disarm to send that information to the panel. ARemote Arm/
Disarm box appears noting successful arming or disarming.

Caution: The area(s) you select will arm instantly without any exit delay time.
3. Choose Exitto quitthe Arm/Disarm option and return to the main menu.

Bad Loop Action

During remote arming, some zones inthe
i Bl Laog Ao

selec'tt'ed areas may not be inanormal |' 5 > Eosee -, |

condition. Using the Bypass or Force

option allows you to arm the area while Lamuiam | [_Ex |

leaving the faulted zones out of the system.

Bypass- Faulted non-priority zones in the selected areas are bypassed until
disarmed.

Force- Faulted non-priority zones in the selected areas are force armed and are
included back in the system should they restore to normal.

Refuse- The remote arming is refused by the system and arming cannot take
place until the faulted zones are restored to normal.

Status Messages
"Armed successfully ."- The area(s) have been armed.

"Armed successfully . Some loops have been (Bypassed or Force Armed)."
"Disarmed successfully ."-The area(s) have been disarmed.

"Unable to disarm. Command disabled in panel.” - The remote disarm option has
been setto No in the panel's Remote Options programming.

"Unabletoarm.#badloops."- The area(s) cannot be armed because there are
nonbypassable zones faulted.

Digital Monitoring Products, Inc.
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Alarm Silence

Sensor Reset

Digital Monitoring Products, Inc.

Authority Level: 5

The Alarm Silence option allows youto turn of  fthe alarm bell relay output of the
panel during an alarm condition. If the panel contains area bells on individual
outputs, use the Outputs On/Of  fcommand to silence each outpuit.

How to use Alarm Silence
1. Fromthe Command menu, select  Alarm Silence. Aconfirmation box appears
asking "Are you sure?"withNoand  Yes command buttons.

2. Select Yesto silence the panel's alarm outpuit. The Remote Access program
displays "Alarm silenced successfully  ." Choose the Okay button to return to
the main menu.

3. Select No to quit this option and return to the main menu.

Status Messages

"Alarm silenced successfully”-  The panel's alarm output has been silenced
during an alarm condition.

"Unable tosilence alarm”-  The panel's alarm output has not been silenced.

Authority Level: 5

The Sensor Reset option allows you to momentarily remove power from the
panel's switched auxiliary power terminal. Devices such as smoke and glassbreak
detectors connected to this terminal are powered down for five seconds allowing
themtoreset.

This option does not reset devices connected to auxiliary power supplies.

How to use Sensor Reset
1. Fromthe Command menu, select Sensor Reset. Aconfirmation box appears
asking Areyousure?withNoand Yescommand buttons.

2. Select Yesto momentarily remove power from the panel's switched auxiliary
powerterminal. The Remote Access program displays "Sensors reset
successfully ." Choose the Okay button to return to the main menu.

3. Select No to quit this option without resetting the sensors and return to the
main menu.

Status Messages

"Sensors reset successfully  ."- The panel's switched auxiliary power has been
reset.

"Unable toresetsensors.”-  The panel's switched auxiliary power has not been
reset.

Remote Access User’s Guide
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Door Access
Authority Level: 5

This option allows you to remotely activate the Door Access relay of the Models
693, 771, 791, and 793 Security Command and Easy Entry™ keypads. You must
know the address number of the keypad to which the door strike is connected.

After a successful activation, the Door  Access box remains on screen for you to
enter another number

How to use Door Access

1. Fromthe Command menu, select the Door Accesscommand. ADoor Access
box appears with a Door Number prompt and Send and Exit command
buttons.

2. Enterthe keypad address number and choose Send.
3. TheRemote Access program displays "Door access successfully sent".
4. Choose Okay to return to the main menu.

Status Messages
"Door access successfully sent."-  The door access relay on the specified keypad
address has been activated for five seconds.

"Unabletosenddooraccess."- The Remote Access program cannot send the
door access information due to loss of contact with the panel.

Outputs On/Off

Authority Level: 5

This option allows you to remotely turnonorof  f, and specify the operation of,
any of the panel's outputrelays.  You can specify either Steady , Pulse,
Momentary , or Off for the output operation.

How to use Outputs On/Off

1. Fromthe Command menu, select the Outputs On/Of fcommand. An Outputs
On/Off box appears with an Output Number prompt, four output options, and
Send and Exit command buttons.

2. Enterthe output number you want to operate and select one of the Steady :
Pulse, Momentary , or Off options.

3. Choose the Send button.

4. The Remote Access program displays the confirmation "Output command
successfully sent.”

5. Choose the Okay button to return to the Outputs On/Of fbox.
6. Choose Exitto return to the main menu.

Status Messages

"Output command successfully sent."-  The output number and operation you
entered has been accepted by the panel.

"Invalid output number ."- The output number you entered is out of the range of
the panel.

Remote Access User’s Guide Digital Monitoring Products, Inc.

9-4 Menus 0194-0997



Command Menu

Loop Bypass/Reset

Authority Level: 5

This option allows you to remotely bypass and reset any bypassable zone on the
panel.

How to use Loop Bypass/Reset

1. Fromthe Command menu, selectthe Loop Bypass/Reset command. The
Bypass/Reset box appears with a Loop/Zone Number prompt, Bypass and
Reset option buttons, and Send and Exit command buttons.

2. Enterthe zone number you want to bypass or reset, select Bypass or Reset,
and choose the Send button.

3. The Remote Access program displays "Zone bypassed (or reset) successfully
4. Choose the Okay button to return to Zone Bypass/Reset dialog box.
5. Choose the Exit button to return to the main menu.

Status Messages

"Zone bypassed (or reset) successfully  ."-The zone you specified has been
successfully bypassed or reset.

"Unable to bypass (orreset) zone."-  The zone you specified cannot be bypassed.
Check the panel's programming to see if this is an unused or priority zone.

Use caution when bypassin@he Remote Access program allows you to bypass
zones that cannot be bypassed by the end user , such as fire and panic zones. Be
certain of the zone type and the implications of bypassing it before using this

option.

Set Time and Date

Digital Monitoring Products, Inc.

Authority Level: 5

This option allows you to set the time and date in the panel to the host computer's
time and date.

How to use Set Time and Date

1. Fromthe Command menu, select the Set Time and Date command.  Adialog
box appears asking "Are you sure?".

Choose Yesto setthe panel's time and date to match that of the host computer
The Remote Access programdisplays"T ime and Date set successfully — ."
Choose the Okay button to return to the main menu.

o~ DN

Choose the No button to quit this option before setting the time and date and
return to the main menu.

Status Messages

"Time and Date set successfully ."- The panel's internal clock and calendar have
been setto match the host computer's.

"UnabletosetRemote TimeandDate."- The panel'sinternal clock and calendar
cannot be set. Check the panel type (XR10 does not have an internal clock).

Remote Access User’s Guide
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Send Message
Authority Level: 5

This option allows you to send a 16 character message to the panel that is either
displayed on the Security Command keypad or printed on a local printer . Youcan
also send a Serviceman message that is displayed on keypad address one

whenever a service module is used on the panel.

How to use Send Message
1. Fromthe Command menu, selectthe Send Message command.

2. TheRemote Access program displays a Send Message to Panel dialog box.
This box contains a message area (for entering up to 16 characters of text),
Keypad, Printer , and Serviceman option buttons, and Send and Exit buttons.

3. Enterinthe message you want to have sentto the panel.

4. Selecteither the Keypad, Printer , or Serviceman option and choose Send. If
sending a message to the keypad, enter in the keypad address 1 to 8.

5. The Remote Access program displays "Message sent successfully".

Status Messages

"Message sentsuccessfully  ."-The panel has received the message from the host
computer .

"Invalid device." - The keypad option has been selected but no keypad address
has been entered.

Diagnostics
Authority Level: 5

This option allows you to perform remote diagnostic routines on DMP Command
Processor™ panel expanded zones.

How to use Diagnostics
1. Fromthe Command menu, select the Diagnostics command.

2. Remote Access displays a Remote Expansion Loop Diagnostics dialog box.
This box contains option buttons for selecting Zone Numbers 100 to 199
through 400 to 499, a Request button, Exit button, and a display panel that
shows the results of the remote zone diagnostic routine.

3. Selectthe correct zone number range and choose Request.

The Remote Access program gueries the panel's zone expansion bus and reports
the following condition of its zones:

Error Meaning

Missing Zone expander is not responding to the panel's polling.
Overlap Two or more zones are sharing the same address.
None Zone conditions are normal on the expansion bus

Extra Zones are detected that have not been programmed

4. Choose Exitto quit Diagnostics and return to the main menu.

Remote Access User’s Guide Digital Monitoring Products, Inc.
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Inquiry Menu

Remote Access+ by DMP [Operator - New]
Program Command ELGILYE Help File: 1- 432 Panel:
Loop Status

Qutput Status
System Status

System  Panel 432

Menu Options
 Loop Status - Provides current status of panel zones
» Output Status - Provides current status of panel outputs
» Sytem Status - Provides current panel electrical status

When to use

Use the Inquiry Menu to determine the current status of the subscriber's zones,
relay outputs, or system monitors such as AC and battery .

The Inquiry option only allows you to view the current status of the selected
functions. If you want to make changes to the panel's zone or output operation,
you must use the appropriate option in the Command menu.

Loop Status

Authority Level: 5

This option allows you to determine the current status of the subscriber's system.
The Remote Access programallows you to see if any zone is bypassed, forced,
open, or normal or if any areas are disarmed.

How to use Loop Status Inquiry:
1. From the Inquiry Menu, select Loop Status.

2. ARemote Loop Satus Inquiry box appears. Select the partitions and areasin
which the zones you want to inquire about are programmed. Enter a starting
zone number for the inquiry . You can enter any zone number within the
programmable range of the panel.

3. Choose the Request button.

4. Remote Access retrieves the information from the panel and fills in the display
panelto the right.

Digital Monitoring Products, Inc. Remote Access User’s Guide
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Output Status

Authority Level: 5

This option allows you to check the status of the subscriber panel's relay outputs.
The output options are selected by the installing alarm company at the time the
system s first programmed.

How to use Output Status Inquiry
1. From the Inquiry menu, select Output Status.

2. ARemote Output Status Display box appears and prompts you to enter a
starting output number . You can also choose the Request button to first get the
status of all outputs currently programmed in the panel.

3.Remote Access retrieves the output status from the panel and displays the
information in the panel to the right.

Following the output number and name is the output status.

System Status

Authority Level: 5

The System Status option allows you to confirm the status of the subscriber
panel's system monitors.

How to use SystemStatus

1. From the Inquiry menu, select System Status. ARemote Panel Status box
appears containing various monitor options such as AC Power , Battery Power
and Telephone line status.

2. Choose the Request command button to retrieve the current system status
information from the panel.

If there are dashes after any of the system monitor items, those features have
been disabled in programming or are not compatible with the current panel type.

Remote Access User’s Guide Digital Monitoring Products, Inc.
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Remote Programming

About this chapter

The Remote Programming chapter attempts to describe some of the more
common tasks you would normally perform when conducting remote
programming sessions with subscribers' panels. The tasks are indexed in the
Chapter Contents section below:

Chapter Contents

Creating a new accountfile..................... 12-2
Deleting an open accountfile ................... 12-3
Creating a programmingfile .................... 12-3
Opening an existing accountfile .............. 12-4
Using account file templates .................... 124
Connectingwithapanel ...............ccccceees 125
Sending afiletoapanel ..............cccenenns 12-5
Retrieving afile fromapanel................... 12-6
Requesting saved events fromapanel ....... 12-6
Trappingapanel .......ccccccceeeeeeeeerreevninnnnnn, 12-7
Hanginguponapanel..........cccccccceeenn.n. 12-7
Changing a panel'saccesscode ................ 12-7
Cold callinganewpanel .............cccuvveee. 12-8

Additional information
All task descriptions in this chapter assume that you are logged onto Remote
Access with a level 9 authority . If you have a lower authority level, some of the
functions discussed might not be available.

If you cannot access a particular function, refer to the authority level shown for
that function in the Menu section of this guide or contact your system
administrator or supervisor
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Remote Programming

Creating a new account file

For each of your subscriber accounts you'll want to create a new account file for
the Remote Accessdatabase. Thisfile includes the subscriber's address,
important phone numbers, an emergency call list and responsible parties, and a
few details about the system that you may heed when processing account activity

To simplify creating the account file, you can copy an existing file, make the
appropriate changes, and save the new accountinformation under the new
subscriber's file name.

If you're creating a new multiplex

To create a new file: account, enter the system number,
line number, zero, and then the 3-
1. Fromthe File menu, selectNew . THew digit account number (000 to 127).

Account Numberwindow appears.

Enter the system number followed .
by the new account number. 2. Inthe Account text box at the top of the window

enter the system number and the new account
number for the account. Go to number 3.

Line number Account number

To copy an existing file

Enter the account number of an existing account file whose information you
want to copy . Go to number 4.

3. Select the panel type for the account by clicking on the option button to the
left of the model number

4. Choose Open. The Account Information window appears. Enter the new
accountinformation and choose Save.

Note: You must save the account file even if you do not enter any information.
If an account name has not been entered when you save the file, Remote

Access automatically puts the system and account numbers in the Nametext
block to allow identification of the file.
Choose Exit to quit and return to The Account Information window can always be accessed once the account
the main menu without opening a . .
new account file. file is saved to allow you to update or add to its content.

5. After entering and saving the account information, choose Exit.

6. The Remote Access menu bar now shows the Program menu title active. If
you have a level five authority or higher , you can begin creating the account
programming file. Refer to Creating a programming file.

TN cnter the phone numbers

R and IP addfess (if used) of
the subscriber and panel.
M | | FPhoze
Enter the subscriber's name ?I/ I |
and mailing address. —JEr | [ L T
oot ] e —
L T —
Enter the names and phone A Htuc
numbers of the responding - ﬂ ﬂ i [ e |
police, fire, or med_lcal ] T Code This text box is for entering
emergency agencies. _ T\H\g special notes regarding the
Emumguncy Call Lat |~ account such as whether a
Enter the names and phone | +] Panel Feagramming en Fit | ) is on site or where
numbers of responsible T — Chun i ves keypads are located.
parties who can respond to o
the account.
[ Swe | | Semis | |Powom || Sws | | Dewe | | Em |
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Remote Programming

Deleting an Open Account File

If you need to delete an account file, choose File then Open. Remote Access
opensthe Account Information box. Choose the Delete button to delete the file.
Choose Yesinthe Areyou sure? dialog box.

Creating a programming file
After you've created a subscriber's account file, you'll want to also create a

programming file that contains all the program options selected for their system.
There are two ways you can create this file:

1. Selecteach itemin the Program menu and manually enter the program options
or

2. Contact an already programmed panel and upload its information into the
account programming file.

To simplify creating a programming file, you can also copy an existing account
file, make any necessary changes, and save the new program file under the new
subscriber's file name.

To create a new program file:

1. Fromthe Program menu, A
select Communication. Hoicd | JwTow | Recwimi | Aecsimg
2. TheRemote  Commumicaion Type
Communication el T
Programming window B ot Deiag: [i ]
appears with the account & M 1 How Chookie: || [ 4
number displayed at the top
and the Method tab selected. | [ 5 Ln= [{a".‘."'f?.' - '—| oy
The programming options el o [ﬁ:ﬂ ot
available on any of the S

screens will vary depending

on the panel type you specified for the account. For example, you won't see
the option for MPX (multiplex) communication when an XR10 Command
Processor has been specified.

3. Make the appropriate selections under Method and then select the tabs for Test
Timer, Receiver 1, and Receiver 2.

4. When all options have been selected in Communication choose Save Changes
to save this portion of the programming file to Remote Access.

5. Choose Exit to quit the Remote Communication Programming window

6. Fromthe Program menu, select Device Setup (you must be online with a
panel). The Remote Device Setup window appears.

Continue these steps until all necessary programming options have been made
to complete the account's programming file.

Once completed, you can use the program file to download to a
unprogrammed panel, make changes to an existing panel's program, or to
review selected program options.

Digital Monitoring Products, Inc. Remote Access User’s Guide
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Opening an existing account file

To open an existing file:

1. Fromthe File menu, select Open.

2. The Account Numberwindow appears allowing you to open the existing file
using either the accountnumber , Name, Panel Phone, or a Locator

Selectthe Look Up option then select either of the following:

Account Information - Opens the

Account Informatipn window . Selecting PR—
this option also activates the Program
menu title for updating or adding to the G M
account's programming file. R i
Programming Information - Activates 7 lecalos
the Program menu only for updating or
adding to the account's programming & Agosust Indermaiien
fle. Ciisss s

3. Choose Look Up. Theaccount
information at the top of the window is [ e |
filled in allowing you to confirm
whether this is the correctfile. If not, [ Em |

use the Previous and Next buttons to
find the correctfile.

4. Choose Open. The Account Information window appears allowing you to
make and save changes to the accountfile.

Using Account File Templates

Important: Do not enter any user
codes into the template file. These
should be added after the file has
been saved under the new account
number and the account number
has been added to the Communica-
tion section of the programming file.

Remote Access User’s Guide

You may find it convenient to create account file templates for the types of
accounts you create most often such as commercial fire, commercial burglary
residential burglary . To create atemplate:

1. Fromthe File menu, select New . TlRew Account Numberwindow appears.

2. Inthe Accounttext box atthe top ofthe window , enter the system number and

a dummy account number for the template.

Select the panel type for the template by clicking on the option button to the
left of the model number

3. Choose Open. The Account Information window appears. Enter only that
information specific to the type of template you're creating.

Note: If you Save the file without entering any information, Remote Access

automatically inserts the system and account number in the "Namé' text box.

4. Enter a Locator (such as XR200FIRE, or XR20BURG) to help you easily
identify the template. After entering the template account information, save the
file and choose Exit.

5. From the Program menu, enter the specific programming information needed
for the template such as Communication and System Report options. Once all
the programming options have been selected, close the account template file.

Digital Monitoring Products, Inc.
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Connecting with a Panel

Note: Do not go to File/Open,
open the custom file, and then
go to Panel/Connect. This will
cause an Error message.
Instead, open the custom file
from the Panel/Connect dialog
box as described here.

Home Area Code: In this box,
enter the area code from
which the Remote Access
computer is calling. When this
area code, and the area code
in the Panel Phone are the
same, Remote Access only
dials the 1 prefix and the
phone number.

To connect with a panel:

1. Fromthe Panel menu, select Connect. Tbenect to Panelvindow appears.
2. Enter the system and account number of the panel you'll be contacting then

choose Look Up. If you don't have the account number , You can also search
for the account file using the Name, Panel Phone, IP address, or Locator
If this is a new account file, SR
you'll getan "Account noton ) e e mesun e
file" message. i — |
. O opmose | | G |

Select Yes to add this file to the T — ——
Remote Accessdatabase. e
Select No to continue without
adding this file to the database. - | Histez .

[E— R

3. Choose Connect. Remote  Acces Fommcte Ko :D ]

has successfully connected with

[Cowm | [P ] [ ] [ ]

the subscriber's panelwhenthe
Connect box appears. Choose Okay to continue.

4. Choose Exitto close the Connectto Panel box. The Program, Command, and
Inquiry menu titles are now active and the panel's account number is displayed
inthe Remote Access menu title bar

Sending a file to a panel

The status bar keeps track

of the loading progress.

Digital Monitoring Products, Inc.

While online with a panel, you can send a previously saved program file from the
Remote Accessdatabase. You musthave the file open before it can be sent.

To Send a File:

1. Fromthe Panel menu, select Send. Jand File to Panelvindow appears.

2. Remote Access then prompts you on whether to clear the panel's Code,
Schedule, Loop, or  Areainformation prior to sending the file. Selecting these
options can help ensure that any incorrect data is cleared before the new file
information is sent.

TN Only the Codes, Schedules, Loops,

Sce Lot 105 and Areas currently being used in the
T T TR e opr panel are sentin the newfile.
[ S Mo e | T Unused codes, schedules, and loops
=t i Gl S are not sent to the panel to shorten
i Amaa? WMo e BAROLAS 412 P oy
the transmit time.
[ —— 3. The Send File to Panel window
= - o also shows the date and time of any
| =] previous programming file retrieval
from the panel.

Under thisis a "Changes Only?" option to send only changed programming
information to the panel.

4. After making your selections, choose Send. While the file is being sent,
Remote Access displays the percentage of completion for the transfer

5. When completed, Remote  Access shows the data transfer bar at 100%. Choose

Exit to quit and return to the main menu.
Remote Access User's Guide
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Retrieving a file from a panel

You can retrieve a program file from a subscriber's panel to update an older
Remote Access file or to create an original file for a new account.

To Retrieve a program file:

1. Fromthe Panel menu, select Retrieve.

If you are connected to a panel 2. The Retrieve File from Panel window appears. Choose Retrieve to copy the
;’;‘Zf;i’;”}f’;ﬁfgiﬁg}; sure panel'sfileto Remote  Access. While the file is being retrieved, Remote  Access
you have an account file in the displays the percentage of completion for the transfer

Remote Access database. . .

Refer to Creating an account 3. When completed, Remote  Access saves the new programming file and

file earlier in this chapter. displays the date and time under "File Retrieved from Panel".

4. Choose Exit to quit the Retrieve function.

Requesting saved events from a panel

You can retrieve the stored event log from a panel while on line and save itto a
special temporary filein Remote  Access.
To request stored events from the panel:

1. Fromthe Panel menu, select Request Events.

2. The "Request Events from Panel" window appears. Choose Request to copy
the panel's eventlog. Choose Exit to quit Request Events.

Request Events from Panel

Panel Model: 1912<R
Software Level: 105

3. Ifyou selected Request, Remote  Access displays an "Are you sure?" box.
Select Yesto continue. Select No to quit Request Events.

4. When the upload is complete, a "Request Events complete” message is
displayed. Choose Okay to continue.

This information is saved to a special file in the Remote Access program that you
can view by using the Print option in the file menu. See the File Menu chapter

Remote Access User’s Guide Digital Monitoring Products, Inc.
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Trapping a panel

You can set a trap for a panel that causes Remote Accessto hold the panel online
allowing you to either upload a new or revised programming file or disable a
runaway zone.

The Trap function only works if you are using Remote  Access to monitor the
panel or ifitis in the pass-through mode between the SCS-1 Receiver and the
Host automation system.

For a complete description of trapping a panel, refer to Trap inthe Panel Menu
section of this user's guide.

Hanging up on a panel
This option allows you to go "on-hook" on any receiver line to disconnect a
panel. Hangup is not intended to be used for normal disconnects but instead for
after a panel drops of fline and youwantto disconnect Remote  Access from the
phone line.

To Hangup a receiver line:

1. Fromthe Panel menu, select Hangup.
2. Enterinthe line number you want to go "on-hook".
3. Choose Hangup.

Changing a panel's access code

The panel's Access Code is used to restrict access to the programming options
contained in the panel. Only those authorized operators with the correct code are
able to view the current panel programming or make any changes.

To change the panel's Access Code:

1. Fromthe Programmenu, select ~ Access Code.

2. The Remote Access Code box appears with the cursor flashing in the Code:
text box. Enter up to five digits for the panel's ~ Access Code.

3. Ifyou are changing a panel's program, select the Panel option button and
choose Save Changes.

4. If you are changing an account file in stored Remote Access, selectthe File
option button and choose Save Changes.

5. Choose Exitto return to the main menu.

Digital Monitoring Products, Inc. Remote Access User’s Guide
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Cold calling a new panel

This feature allows you to contact a new panel that has a factory default account
number of 12345 and download a program file witha dif ~ ferent account number

Remote Access User’s Guide

Because the account number in the Remote Access file and the account number
in the panel must match before a connection can be made, you will have to close

the account file and contact the panel using the account number of 12345 in the
Connect to Panebox.

Follow the steps below to cold call a new panel:

1

Create a new account and programming file for the panel you are about to
contact. Close the file using the Closeoption in the File menu.

. SelectConnectunder the Panel menuto open the Connect to Panelvindow.
. Inthe Account text box, enter the account numberl2345and choose Look Up.

You'll now get a Connect Look Upbox saying, "Account not on file. Do you
want to open a new file?" Choose NO. The box closes.

. Enter the panel phone number and choose Connect Remote Access dials the

panel phone number . Asthe phone is ringing at the premises where the panel is
located, the installer or service technician presses 9+8+4+Command on the
keypad. The keypad then display$ICKUP.

. The installer/technician presses the Select key under PICKUP . The keypad

now displays LINE SEIZED indicating that the panel has seized the phone
line and is verifying access keys with the Remote Access computer .

Once the keys are verified, a dialog box appears indicating whether you
connected as the alarm or service receiver and what the panel's type and
firmware revision number are. At this point, choo&it, pull down the File
menu and Openthe previously saved accountfile.

From the Panelmenu, select Sendto send the new program file to the panel.

Digital Monitoring Products, Inc.
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Appendix A

About the Appendix

The Appendix provides you with a collection of information that had either not
beenincluded in earlier sections of this guide or are noteworthy enough to be
duplicated here for reference.

Chapter Contents

Keyboard shortcuts

Digital Monitoring Products, Inc.

Appendix A

Keyboard ShorCuts ...............evvvvvvviviiiiiiiiiieeieeeee, A-1
MENUKEYS ....vvvueiiuriieniiiiiiniiiaiannineneaneeeseennennnennnes A-2
EdItiNGKEYS ....vvvviiiiiiiiiiiiiiiiineveenenee A-2
Dialog hOXKEYS .......uuvieiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieeees A-2
SCS-1 System Configuration record sheet ............. A-3
SCS-1 Line Configuration record sheet ................. A-3
Remote Access Configuration record sheet........... A-3
Operator PASSWOITS ...........cuvvrrreeeeeeeiiiiireeeeeeeenaans A-4
SCS-1Receiverrecordsheets ...........cccvveeeeeeeennnne A-5

The following keys on the keyboard can be used in a window or a full screen
whenyou'reinthe Remote  Access program.

Press

F1
F1

8% ddJ

F11
Ctrl+ Esc
Alt + Tab

To

Acknowledge alarmsinthe  Alarm List

Context sensitive Help when notinthe  Alarm List
Disable a signal displayed inthe  Alarm List
Display the Alarm List

Display the Disabled Listfromthe  Alarm List
Remove a signal fromthe  Alarm List

Display Operator Log On/Of fbox

Switchtothe Task List

Switch to the application you last used. Or switch to the
next application by pressing and holding down Alt while
repeatedly pressing Tab.

Remote Access User’s Guide
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Menu keys

Use the following keys to select menus and choose commands.

Press

Alt + (letter)
Left/Right Arrow
Up/Down Arrow

Enter
Esc

Editing keys

To

Hold downthe Altkey then press the underlined letterin a
menutitle. This opens (pulls down) the menu.

Move between menus.
Move between commands.
Choose the selected menu name or command.

Cancel the selected menu name or close the open menu.

Use the following keys to edit text in a dialog box or window

Backspace
Del

Dialog box keys

Delete the character to the left of the insertion point.
Delete the character to the right of the insertion point.

Use the following when working in a dialog box.

Press

Tab

Shift + Tab
Alt + (letter)

Alt + Down
Arrow

Space Bar
Enter
Escor Alt+F4

Remote Access User’s Guide

To

Move from option to option (left to right and top to
bottom).

Move from option to option in reverse order

Move to the option or group whose undetrlined letter or
number matches the one you type.

Openalist.

Select an item in a list when multiple items are available.
Carry outacommand.

Close a dialog box without completing the command.

Digital Monitoring Products, Inc.
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SCS-1 System Configuration Record Sheet

System No:
Company Name:

Receiver Key:

SCS-1 Line Configuration Record Sheet

Line No: Line Type: [ None 0 MPX 0 DD 0 Asyn
Phone No: Billing No:
Comment:
Line No: Line Type:  [ONone 0 MPX 0 DD 0 Asyn
Phone No: Billing No:
Comment:
Line No: Line Type:  [ONone 0 MPX 0 DD 0 Asyn
Phone No: Billing No:
Comment:
Line No: Line Type: O None 0 MPX 0 DD O Asyn
Phone No: Billing No:
Comment:
Line No: Line Type: O None O MPX 0 DD O Asyn
Phone No: Billing No:
Comment:
Remote Access Configuration record sheet
Remote Access
Require Logof f [ No O Yes Automatic Panel Recall Check O No O Yes
Receiver 1
Comm Port: Baud Rate: Panel Connection: [0 SCS-1/SCS-105 O HST Mon.
StartChar . Areas: [ Bin [ODec O Direct O Ether-ComProg  [ONone
CRC: O No O Yes Line #Length: 0O — OOne OTwo
Loop #Length: a2 03 04 User #Length: 0O 2 03 04
Host
Com:___ [0 Pass Through
Defaults
1512:  1712/1812: 1912: 1912XR:
XR10: XR20: XR5: XR200: XR200/485:

Digital Monitoring Products, Inc.
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Operator Passwords

Name

Level

Password

Name

Leve

Password

Remote Access User’s Guide

Suggestion: Photocopy this page and keep operator password information stored in a safe place.
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SCS-1 Receiver Record Sheets

This section of Appendix Aallows you to track the options selected in the SCS-1
Receiver configuration.  This information is important to have on hand in the
eventyou need to restore the SCS-1 Receiver system.

Each of the record sheets is preceded by the 3-letter designation found on the
SCS-1 Receiver main screen.

NET Network Definitions Record Sheet

Line Number:; Next Panel Number Available:

Account Number Range: to Total Panel Numbers In Use:

OPC Operator Codes
Operator Code Level Operator Code Level

CON SCS-1 Configuration Record Sheet

SystemNo:

Line Type Phone Number Bill Number Comment ERR Calls
1 _ _
2 _ _
3 _ _
4 S I
5

LSU Line Setup Record Sheet for Lines 1to 5

Line Number 1 Configuration

Set To Defaults: Use Modem Controls (R~ TS, CTS, DTR, CD): Baud Rate:
Auto Flags: SNRM: Response Timeout: Carrier Locked On Processing: _
Inter Poll Delay: Failures  To No Response:

Line Number 2 Configuration

Set To Defaults: Use Modem Controls (R TS, CTS, DTR, CD): Baud Rate:
Auto Flags: SNRM: Response Timeoult: Carrier Locked On Processing:
Inter Poll Delay: Failures  To No Response:
Digital Monitoring Products, Inc. Remote Access User’s Guide
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LSU Line Setup Record Sheet for Lines 1 to 5

Line Number 3 Configuration

Set To Defaults: Use Modem Controls (R

Auto Flags: SNRM: Response

Inter Poll Delay: Failures

Line Number 4 Configuration

Set To Defaults: Use Modem Controls (R

Auto Flags: SNRM: Response

Inter Poll Delay: Failures

Line Number 5 Configuration

Set To Defaults: Use Modem Controls (R

Auto Flags: SNRM: Response

Inter Poll Delay: Failures

TS, CTS, DTR, CD):

Timeout;

TS, CTS, DTR, CD):

Timeout;

TS, CTS, DTR, CD):

Timeout:

continued

Baud Rate:

Carrier Locked On Processing:

To No Response:

Baud Rate:

Carrier Locked On Processing:

To No Response:

Baud Rate:

Carrier Locked On Processing:

To No Response:

LSU Host Configuration Record Sheet

Set To Defaults:

Host Test Interval:
Acknowledge Timeout:
Line Number Length:
Loop Number Length:
User Number Length:

Host Baud:
Start Character:
Stop Character:
Abort By User:

Update Time To Panels:

Remote Access User’s Guide

Area Format:
Retries To Host Failure:
Serial 3 Messages:
Print Always:
CRC:
Sequence Number:
AreaNamesW ith Loops:
Use "z" Loop Messages:
Alpha Message Length:
Hours From GMT :

Digital Monitoring Products, Inc.
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Appendix B

Introduction

Appendix B provides troubleshooting information in the form of a Frequently Asked Questions
format. The questions contained in the this appendix are taken directly from the phone
conversations between DMP Technical Support and our dealers. The questions have not been put
into categories but have each been answered and reviewed.

Frequently Asked Questions

Q. Why are the user codes in my panel all scrambled?

A. You probably connected to the panel using an account number different than the one programmed in the
panel's Communication section. If the panel installed at the account is a 1912XR, XR200, or other multi-
account system, you might be using the account number assigned to one of the areas.

To view the correct codes, disconnect from the panel and enter into the Account File and Program File the
same account number programmed into the panel's Communication section. Reconnect with the panel.

Q. How can | make the modem dial DTMF?

A. Inthe Connect to Panel box, enter a capital T in the Prefix textbox when attached to the Model SCS-105,
the SCS-1 Receiver call only dial pulse.

Q. ljustinstalled Remote Access, now what do | do?

A. You need to first log on and then configure the Remote Access program and the SCS-1 Receiver and SC¢
1 Line Cards. Detailed instructions for this can be found in the Logging On section.

Q. Anew panel will not stay online with Remote Access?

A. The account number in the account file you have open while trying to connect with a panel must match
the account number programmed into the panel. It's usually a good idea to use a default account number
of 12345 in the new account file as this is the default account number entered into every new panel
shipped from DMP. Once connected, this account number can be changed to a unique account number.

Q. Is Remote Access compatible with Windows 95?

A. Yes. However, you do have to make sure that your system has the required drivers for the com ports bein
used by Remote Access.

Digital Monitoring Products, Inc. Remote Access User’s Guide
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Frequently Asked Questions  continued

Q. I've connected to a panel but cannot access the Retrieve function?

A. You must have the account file in the Remote Access database. Refer to "Creating a new account file" in
Chapter 11 Remote Programming.

Q. What is the default Log on code and user name?

A. New.

Q. What is the Receiver Timeout Message? Why do | get an hourglass mouse cursor before | get this
message?

A. The modem and computer are not communicating correctly.

Q. What do I need to do for normal maintenance on my Remote Access computer?

A. As with any computer running Windows and Windows applications, you should have a program of
regular maintenance to keep the system optimizedMitr@soft® Windows™ User's Guides a
chapter titledviaintaining Windows with Setupat you should refer to for information. There are also
utilities available on your system such as SCANDISK and DEFRAG that should be used regularly.

Q. What's the correct way to copy user codes from a panel?

A. First, remember that Remote Access only copies user codes in groups of 25 users at a time. Once you're
online with the panel, choose User Codes from the Program menu andRientioée User Codedox
you'll see a text area titlddser Number:. Enter 1 and then choose Request to copy the first 25 users
from the panel. You can then enter number 26 to copy users 26 to 50, and 51 to copy users 51 to 75, and
76 to copy users 76 to 100.

Q. What happens to my user codes when | change the account number on a panel or when | change the
number of partitions in a 1912XR or XR200 Command Processor Panel?

A. To prevent former users from accessing a system after it has been assigned to another account, and this is
particularly true with leased systems, Remote Access automatically clears all user codes and installs the
default user code of 99 into the panel.

Remote Access User’s Guide Digital Monitoring Products, Inc.
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Glossary of Terms

Account - Aresidence or business whose alarm Click - To press and release the mouse button.
system is being maintained or monitored by an alarm _ _ _
company or central station. Close - Remove a window or dialog box, or quit an

application. You can close a window by choosing the
Active - The window or icon that you are currently ~ Close command on the File menu.
using or that is currently selected. Only one window _
or icon can be active at a time. Keystrokes, mouse ~ Command - Aword or phrase, usually found in a
selections, and commands affect the active window orMenu, that you choose in order to carry out an action.
icon. If a window is active, its title bar changes color
to differentiate it from other windows. Windows on
the desktop that are not selected are inactive.

Command button - In a dialog box, a button that
carries out an action. A command button often has a
label describing the action it carries out.

Application - A computer program used for a
particular kind of work, such as word processing or
database management. This term is used
interchangeably with "program".

Control Setup - A menu selection that allows you to
configure the keypad data bus on 1912 and 1512
command processor panels.

CRT - Short for Cathode Ray Tube, this is the term
used to describe the monitor or screen used with a
computer. The Remote Access program requires a
color EGA, VGA, or SVGA monitor.

Application icon - A graphic that represents a
running application. This icon appears only after you
start an application and then minimize (reduce) it.

Background - The area behind and outside the
active window, including the desktop and any other
application windows or icons.

Default settings - Factory program settings
supplied with Remote Access.

Device - A component of the system's hardware
configuration, such as a modem, printer, mouse, or
disk drive.

Baud rate - The speed at which information can be
transferred through a COM (serial) port. The Remote
Access program transfers data at either 2400 or 9600

baud. Dialog box - A window that contains messages or
requests information to let you specify names,
settings, and other properties for the command or
option you've selected.

Buffer - A temporary storage place in memory for
information.

Cascading menu - A menu that opens from within
another menu. A menu selection with a cascading
menu option displays an arrow to the right.

File - A collection of information that has been given
a name and is stored on a disk.

Firmware - The silicon chip installed in DMP
command processor panels that provide instructions
for its operation.

Check box - A small, square box that appears in a
dialog box and that can be selected or cleared. When
the check box is selected, an X appears in the box. A

check box represents an option that you can turn on ofiyost Computer - Any computer connected to a

off. DMP SCS-1 Receiver or SCS-105 Modem that has

Choose - To use a mouse or keyboard key to pick an the Remote Access program installed.

item that begins an action. You choose commands on |cons - Graphical representations of various elements
menus to perform tasks and you choose icons to start i, \windows.
applications.

_ . Inactive window - Any open window that you are
Clear - Turn off an option by removing the X from a ot currently working in.

check box. You clear a check box by clicking it or

selecting it and pressing the space bar. Insertion point - The place where text will be
inserted when you type. The insertion point usually
appears as a flashing vertical bar.

Digital Monitoring Products, Inc. Remote Access User’s Guide
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Appendix B

Glossary of Terms

Menu - A list of available commands in an
application window. Menu names appear in the menu
bar at the top of the window.

Modem - A communication devicar{odulator/
demodulator) that enables computers to send and
receive digital data over analog telephone lines.

Open - A menu option that displays the contents of a
file in a window or enlarges an icon to a window.

Option button - A small, round button that appears
in a dialog box. To select the option associated with
the button, select it with the mouse pointer. Within a
group of related options you can only pick one.

Parity - An error-checking procedure in which the
number of 1's must always be the same - either even
or odd - for each group to be transmitted without
error.

Record selector - The gray bars on the left side of
data entry/display windows that can be selected with
the mouse pointer to highlight a row of data.

RS-232 - A published standard that defines interface

Scroll box - A box contained in each scroll bar. Drag
the scroll box in the scroll bar to move a proportionate
distance through the document.

Select - To mark an item so that a subsequent action
can be carried out.

Serial interface - An interface between a computer
and a serial device, such as a printer or modem, by
which the computer sends single bits of information

to the device, one after the other. Serial,
asynchronous, and RS-232 interfaces are all the same

type.

Serial printer - A printer using a serial interface that
you connect to a serial port.

Serial port - A connection on a computer where you
plug in the cable for a serial device. Windows
supports COM1 through COM4.

Subscriber - A home or business whose system you
are monitoring and/or maintaining.

Text box - In a dialog box, a box in which you type
information. The text box may be blank or may

voltage, current levels, and other signal characteristicscontain text when the dialog box opens.

used to couple digital equipment to a transmission
link.

Scroll - To move through text or graphics in order to
see parts of the file or list that cannot fit on the screen.

Scroll arrow - An arrow on either end of a scroll bar
that you use to scroll through the contents of the
window or list box.

Scroll bar - A bar that appears at the bottom and/or
right edge of a window when its contents are not
entirely visible.

Remote Access User’s Guide

Timeout - If a device is not performing a task, the
amount of time a computer should wait before
detecting it as an error.

Title bar - A bar that appears at the top of the
window that displays its name.

Window - A rectangular area on your screen in which
you view an application or document. You can open,
close, and move windows, and change the size of
most windows.

Windows application - Used in this guide as a
shorthand term to refer to an application that is
designed to run with Windows and does not run
without Windows.

Digital Monitoring Products, Inc.
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Appendix B

System Messages

As you use the Remote Access program, you will occasionally see system messages appear in
pop-up boxes that alert you to some condition occurring in the system. Unlike system error
messages, These system messages usually are informational only and most do not require any
action on your part.

Standby - Panel will return call.

The panel you are attempting to connect to has a telephone number programmed into the ‘Remote
Phone Number:’ location. This requires the panel to hang up the phone line and then call that
programmed phone number. This feature prevents unauthorized sites from connecting with the
panel and performing remote commands or programming.

Alarm Receiver connected.

The receiver has connected as the Alarm Receiver. Any alarm or immediate messages that occur
while connected are sent directly to Remote Access.

Service Receiver connected.

The receiver has connected as the Service Receiver. Any alarm or immediate messages that occur
while connected will result in Banel Message Pending—Please disconnewtssage. This

alerts you to disconnect from the panel so it can call in the alarm information to the appropriate
receiver.

Receiver not authorized to connect.

The subscriber’s panel you've contacted has not entered a valid user code at the ‘Remote
Authorize’ menu. You can turn the ‘Remote Authorize’ display off in the menu display section of
the panel’'s programming to disable this. (1512, 1812, and 1912 only)

Invalid receiver number.

The receiver key in the receiver you are trying to connect to the panel with does not match the
key that has been stored in the panel’s ‘Service Receiver’ or ‘Alarm Receiver’ location. If you
have recently changed the receiver key, this could be the cause of the problem. You can also
toggle the ‘Service ReceiveO YES option in the panel to correct this.

Incorrect panel key for connect.

The Panel Key information in the Remote Access Account Information does not match the
Remote Key programming in the panel. Enter a new panel key either in the panel programming or
the Account Information so these two numbers match.

File does not exist. Create new file?
The specified command processor panel file does not exist.

Unable to arm - some loops bad.
Select either Force or Bypass option button to arm with the bad loops.

Unable to disarm - command disabled.
Remote disarm was not possible because the Remote Disarm option is turned off in the panel.

Digital Monitoring Products, Inc. Remote Access User’s Guide
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Appendix B

System Error Messages

You may also occasionally see an error message displayed on screen that alerts you to some
incompatibility between the program and a command or function you've entered.

Below is a list of the error messages you'll see:

Communication Error 1: User interrupt

The operator pressed the Escape key before Remote Access was able to complete a message
transaction with the SCS-1 Receiver or a command processor panel.

Communication Error 2: Receiver timeout

No response was received from the receiver during the last remote message. This might be due to
a defective Remote Access-Receiver data cable.

Communication Error 3: Receiver queue full

The receiver had no space available in its outbound message queue to insert the last panel
message. This is an unusual receiver condition and can sometimes require a receiver reset.

Communication Error 4: Unrecognized receiver command

The receiver was unable to interpret the last command/request from Remote Access. This can
indicate that invalid characters were entered into a Remote Access data field, such as telephone or
line number, before the command/request was sent.

Communication Error 5: Control panel not connected
An attempt was made to perform an operation on a panel without first connecting to that panel.

Communication Error 6: Control panel timeout

A response to the last command/request was not received from the remote panel within the
specified wait time. This can possibly indicate that the connection with the panel has been
broken. Retry the last command and reconnect with the panel if necessary.

Communication Error 7: Invalid control panel response

Invalid information was returned from the panel in response to the last command/request. This
error can also indicate a defective Remote Access-Receiver data cable or noisy telephone line.

Communication Error 8: Unrecognized panel command

The panel was unable to interpret the last command/request sent by Remote Access. This usually
indicates information in a data field was entered incorrectly. For example, a numeric field out of
range. DMP strongly recommends you retry the rejected panel command with correct data as
inconsistencies in panel programming can develop as a result of this condition.

Remote Access User’s Guide Digital Monitoring Products, Inc.
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Appendix B

Authority Levels Table

Below is a table that allows you to tell at a glance the required authority level for the Remote
Access File, System, and Panel menu functions. You can also tell what the required authority
level for a function is by looking up that function in the Remote Access User's Guide. The
authority level is placed at the beginning of each function description.

Menu Function Authority Levels

File Menu 1123|456 ]|7]18]9
New XXX X] X X]|X] X|X
Open XX XXX X]|X] X|X
Close XXX XX X]|X] X|X
Print
Account XXX X]|X]|X
Panel Programming X X| X]| X]| X
Activity XX XXX X]X] X[X
Panel Event Buffer X[ X]X|X]|X
Recall Failure List XXX X X[ X]X|X]X
Database
Purge X1 X
Compact X | X
Repair X1 X
Convert SIMS Files X1 X

System Menu
Alarm List XX XXX X]|X] X|X
Log On/Off XX XXX X]|X] X|X
Configure
SCS 1 System X
SCS 1Line X XX
Remote Access X
Operator Passwords X

Panel Menu
Connect XX X| X]|X
Disconnect X X X] X]| X
Send X X X]| X]| X
Retrieve X X[ X]| X] X
Request Events XX X|X]X
Trap XXX X]| X X]|X] X|X
Hangup XX x| x| x| x|[x]|Xx]X

Digital Monitoring Products, Inc. Remote Access User’s Guide
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Appendix B

Authority Levels Table  continued

The table below shows the required authority levels for Remote Access functions having to do
with remote programming and control of DMP Command Processor panels.

Menu Function Authority Levels

Program Menu 112|13]4]|5|6]|7(8]9
Communication X XX
Device Setup X X] X
Remote Options X X] X
System Reports X| X[ X
System Options X X] X
Output Options X| XX
Menu Display X XX
Status List X | X[ X
Printer Reports X| XX
Area Information X XX
Loop Information X| XX
Holiday Dates X[ X] X]| X] X
Schedules X X X]| X[ X
User Codes XX X| X
Access Codes X X] X

Command Menu
Arm/Disarm

Alarm Silence

Sensor Reset

Door Access
Outputs On/Off
Loop Bypass/Reset
Set Time and Date
Send Message
Diagnostics

XX XXX ]|X[X|X]X
XIX XXX ]|X[X]|X]|X
XX XXX ]|X[X|X]X
XX XXX ]|X[X|X]|X
XIX|IXIX[IXIX|X]|X]|X

Inquiry Menu
Loop Status
Output Status
System Status X X| X X[ X

X
x
x
>
x

x
x
>
x
x
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Index

A

About Remote Access, 1-1
how to find your information, 1-2
recommended documentation, 1-2
special note, 1-1
Access Code
changing, 12-7
menu option, 8-6
retrieving, 8-6
Account files,
authority level to delete, 5-3
authority level to save, 5-3
closing, 5-3
deleting, 8-1, 12-3
loading new or revised, 7-3
new accounts, 5-1, 12-2
opening, 5-2, 12-4
printing account reports, 5-4
retrieving, 12-6
scrolling through, 5-2
sending to a panel, 12-5
templates, 11-4
user codes, 2-6
using existing account files, 5-2, 12-4
see alspAccount file templates, 12-4
Account report activity, 6-1
ACKNOWLEDGE (ACK) character, 2-3
Acknowledge Time column, 6-2
Activity Report colors, 6-2
Alarm List menu option, 6-1

Alarm List window description, 6-2
acknowledging reports, 6-1
option buttons, 6-3
priority, 6-1
receiving multiple reports, 6-1
resizing column width, 6-2

Alarm messages
acknowledging,
during Host Failure Mode, 2-3

Area Information menu option, 8-4

Arm/Disarm menu option
display, enable/disable, 8-4
description, 9-1
how to use, 9-2
instant arming, 9-2
status messages, 9-2

Armed Status, enable/disable, 8-4

Authority levels, 1-1, B-7, B-8

Autoexec.bat modification, 3-2

Automatic Bell Test, changes, 8-4

B

Bell Cutoff Time, changes, 8-4
Billing number, 6-6

Btrieve, 4-2

Bypassing a zone, 9-5

Digital Monitoring Products, Inc.

C

C/100 transmitter programming, 8-4
Clearing panel information, 7-3
Close menu option, 5-3
Closing Wait, changes, 8-4
Cold calling a new panel, 12-8
Command Processor panels
program guides, 1-2
Communication menu option, 8-2
Com port selection, 4-1, 4-2
Configure menu option, 6-5
SCS-1 System, 6-5
SCS-1 Line, 6-6
Remote Access, 6-7
Connect menu option, 7-1
Connecting with a panel, 7-1, 12-5
Connect to Panel window, 7-2
using an IP address, 7-2, 12-5
using the Trap function, 7-4

Contacting a panel
confirming the Receiver Key, 4-2

Converting database files, 5-7
Copying events from a panel, 7-4
Cross Zone Time, changes, 8-4
Cutoff Outputs, changes, 8-4

D

Database files

backing up, 5-7

compacting, 5-7

converting, 5-7, 5-8

damaged, 5-7

purging, 5-6

repairing, 5-7
Database files not found-7
Database menu option, 5-6
DDMX, 6-6
Default log on password, 4-1, 6-4
Default panel firmware levels, 6-9
Device (Control) Setup menu option, 8-3
Diagnostics menu option, 9-6
Dial? function, 7-2
Direct Programming, 6-8
Disabled list, 6-3
Disabling a report, 6-3
Disconnect menu option, 7-3

Door Access
relay activation, 9-4
remote activation, 9-4

Index

Encrypted user codes, 8-6
Entry Delay, changes, 8-4
Ether-Com Programming, 6-8

Exiting Remote Access,
making a password required, 6-7

F

F/100 transmitter programming, 8-4
Field programming changes, 8-1
File fragmentation, 5-7

Finding a file, 7-2

G

Glassbreak detector reset, 9-3
Grayed out options, 8-2

H

Hanging up on a panel, 12-7
Hangup menu option, 7-6
Help Menu, 11-1

Home Area Code, 12-5

Host computer
cable specifications, 2-3
communication specification, 2-3
configuration index tab, 6-9
Failure message on CRT, 2-3
Host port programming, 6-9
system failure, 6-9

Host Failure Mode, 2-3, 6-9
additional causes, 2-4
manually entering data, 2-4

Host Output port, 2-2
HST Monitoring, 6-8

K
Keyboard shortcuts, A-1

L

Leading Digit entry, 5-8

Locator, 5-2, 12-4

Logging on to Remote Access, 4-1, 6-4
Log on password, 6-4

Loop Bypass/Reset menu option, 9-5
Loop diagnostics, 9-6

Loop Information menu option, 8-4
Loop Retard Delay, changes, 8-4

Loop Status menu option, 10-1

LSU/H screen on SCS-1, 4-2
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Index

M

Menu Display menu option, 8-4
Message Time column, 6-2
Multiplex (MPX), 6-6

N

New menu option, 5-1
NOT ACKNOWLEDGE (NAK), 2-3, 2-4

O

Open menu option, 5-2
Operator Passwords menu option, 6-10
changing, 6-10
deleting, 6-10
name length, 6-10
password length, 6-4
highlighting a password entry, 6-10
record sheet, A-4
viewing, 6-10
Output Cutoff Time, changes, 8-4
Outputs On/Off menu option
description, 9-4
silencing alarms, 9-3
Output Options menu option, 8-4
Output Status menu option, 10-2

P

Panel firmware versions, 6-9
Panel Connection, 6-8
Panel programming
creating a program file, 12-3
Program menu, 8-1
Programmer Access Code, 8-6
setting the time and date, 9-5
Pass Through Mode, 6-9
Passwordssee Operator Passwords
Phone number, 6-6
Pickup Only, 7-2
Power Fail Delay, changes, 8-4
Print menu option, 5-3
Printer Reports menu option, 8-4
Printing
account reports, 5-4
panel activity reports, 5-5
panel event buffers, 5-5, 7-4
panel programming, 5-4
Print Setup button, 5-3
Recall Failure list, 5-6
to the screen, 5-3
types of information, 5-3
Program Menu activation, 5-3

R

Receiver Key, 4-2, 6-5

Relays, see Outputs

Remote Access
computer requirements, 3-1
Configuration record sheet, A-3
configuring, 4-1, 6-7 to 6-9
connecting a local printer, 2-4
database management, 5-6, 6-7
installing the software, 3-1, 3-3
logging on, 4-1, 6-4
operation during low activity, 2-4
panel firmware level restriction, 6-9
starting the program, 3-3
System Status box, 3-3, 3-4
updating passwords, 6-10
uploading to a temporary record, 7-4
versions, 1-1

Remote arming, bad loop action, 9-2

Remote Options menu option, 8-3

Repeat Count, 6-2

Request Events menu option, 7-4

Require Logoff, 6-7

Resetting a bypassed zone, 9-5

Reset Swinger Bypass, changes, 8-4

Retrieve menu option, 7-3

S

S99 Test Signal, 2-4
Schedules menu option
activation, 5-3
description, 8-5
Serial 3 Messages, A-6
SCS-1 Line configuration, 4-2, 6-6
SCS-1 Receiver
Activity Log port, 2-2
configuration, 4-1, 4-2, 6-5
Configuration Record Sheet, A-3
CRT port, 2-2
default settings, 4-1
determining firmware level, 2-1
disabling reports, 8-3
enabling reports, 8-3
firmware requirements, 2-1
hardware description, 2-2
Host Output port, 2-2
line configuration, 4-2
receiving alarm activity, 6-1
SCS-105 Modem
configuration, 4-1, 4-2, 6-6
connecting to computer, 2-3
determining firmware level, 2-1
restriction on use, 2-3

Security Information Management System

(SIMS)
file location, 3-1
converting database files, 5-6

Send menu option, 7-3

Send Message menu option, 9-6
Sensor Reset menu option, 9-3
Setting up a new account, 5-1
Sorting account reports, 6-3
Source option, 8-2

Smoke detector reset, 9-3
Software License Agreement, i
Status List menu option, 8-4

Status messages
arm/disarm, 9-2
alarm silence, 9-3
door access, 9-4
loop bypass/reset, 9-5
outputs on/off, 9-4
send message, 9-6
sensor reset, 9-3
set time and date, 9-5
Swinger Bypass, changes, 8-4
System Number, 4-2
for printing panel events, 5-5
System Options menu option, 8-4
System Reports menu option, 8-3

System Status menu option, 10-2

T

Terminate and Stay Resident (TSR), 4-2
Time column, 6-2
Time Display, enable/disable, 8-4
Trapping a panel, 7-1, 7-4, 12-7
manual download, 7-4
automatic download, 7-5

U

User Codes
changing, 8-6
in template files, 12-4
User Codes menu option
activation, 5-3
description, 8-6
Using Microsoft Windows, 1-2
Two receivers with Remote Access, 4-2

Vv

Viewing Operator Password list, 6-10

w

Programming options by panel type, 8-2 Windows Printer Setup box, 5-3
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